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Part 1: The Changing Face of Network Security

Rapid Growth

For those of us working in the realm of Network Security - be it the Network Administrator who’s many duties include network security to the dedicated Security Professional - this has been a very interesting year.  The growth of Internet Users has been staggering.

· In December of 1995, the total number of Internet Users was 16 million people

· In January of 1998, the total number of Internet Users was 102 million people

· In less than a year, the total from January of 1998 has almost doubled, to 201 million people online for the month of September, roughly 4.78% of the world’s total population.

And these numbers promise to do nothing but increase.  The boom in Internet use aside, overall growth in the use of Information Technology in general has risen dramatically, with corporations rushing to expand into this new and dynamic market niche.  But with all of this expansion comes a price.  Explosive growth and increased complexity in the realm of Internet-based commerce and information sharing along the increased dependence on computers to perform a wide array of functions in organizations and companies has brought a broad range of security issues to the table of many board rooms and meetings.  As Internet-based activities increase, so does the need for companies to find a competitive edge, often by employing the latest and the greatest (and often unsecured) in software and hardware.  And this represents only one aspect of the myriad of dangers that exist.  Outside the firewall lurks only a percentage of the overall risks to a network’s security.  Internal hacking or misuse of privileges, Industrial Espionage, new and ever-more complex viruses that exploit programmatic holes in an application or Operating System, or simple end-user error all add up to increased risks and heartburn for those individuals responsible for protecting the integrity of a network.

Some Disturbing Statistics

Of the 745 respondents to an Security Industry survey conducted in 1999:

91.6% suffered an unauthorized access (hacking/cracking) between 1998 and 1999

$23.3 million was the total cost of the security breaches

77% experienced a virus outbreak in some form or another

52% experienced a breach or abuse of privileges by an internal employee

Amid all of this activity comes the rapid proliferation of Windows NT at all levels of the organization, from the desktop to the file & print server to the database server to the web server.  Its versatility and relative ease of use making it useable to even the most novice of users.   But it has been apparent from very early on that the security in Windows NT 4.0 leaves much to be desired.  The default security settings are anything but secure and the Operating System itself has been revealed to contained more than a few serious security holes.  For those of us who have been responsible for the deployment and maintenance of NT systems, it has been a rollercoaster ride of hotfixes, security configuration nightmares and hours of pouring over poorly written or contradictory security documentation.  What’s worse is that the hacking community has always appeared to be one step ahead of every fix, trick or configuration change that Microsoft releases.  With the recent release of Service Pack 6 for NT 4.0, several new exploits have already been discovered in the new Service Pack!  

Where does this leave you?  In need of a paradigm shift (and no, I do not mean moving to LINUX).  It means a concentrated effort on developing a dynamic approach to security.  This includes:

· Developing measured application of access control(s) for the varying risks of exposure

· Reducing the risk of unauthorized access that may inhibit or degrade the integrity of a network

· Securing, using the best method possible, client/server transactions and data transmissions 

· Physically and programmatically securing and auditing network/server hardware & activity

· Implementing access control(s) for all Extranet / Public Interface connections

· Controlling all configuration changes to the network and/or server(s)

· Planning counter-intrusion methods and response teams, as well as disaster-recovery methods

· And, most importantly (as well as most often neglected), developing a plan for periodic review and update of security mechanisms

The above statements are, in fact, quite broad.  They are a regurgitation of a thousand Network Security bullets you’ve seen in the past in similar documentation.  Not to degrade their overall importance, they do not lend themselves readily to the specific issues with NT.  This, we hope, is why you are at this course.  To learn (or enhance your learning of) the specific security mechanisms in NT and how they can be used to secure your NT systems.  These include:

· Understanding the strengths and weaknesses of NT’s security mechanisms

· Learning how to use NT’s security components in concert with one another for greater security

· Learning how to use NT’s security components in concert with other network equipment/third-party software for greater security

· Discovering how hackers/crackers break into NT systems

· Documenting NT’s existing holes and how they effect your environment

· Methods for staying on top of current security issues and how they might effect your environment. 

· Creating / redefining /refining your Computer Incidence Response (CIR) policies for NT. 

· And a possible re-evaluation of NT’s role(s) in your current network architecture.

So without further ado, let’s begin.

Part 2: Understanding the Threat

Before we begin, there is a truth that I must share with you.  You aren’t going to like it I can assure you.  You may not even believe it.  That truth is, contrary to what many security vendors, consultants and vendors say, there is no such thing as “bulletproof” security.  It is like the Easter Bunny and Santa Claus.  The security game has become brutally Darwinian and only promises to become more so.  The idea is no longer to be like a heavily guarded castle with a moat, but more like the fastest Gazelle on the African plain

(Well, actually a fast Gazelle with big, nasty pointy teeth and an UZI, but we’ll talk more about that later).

The weak get eaten, the strongest and fastest to react survive.  Static security methods have to be augmented by rapid response techniques and methods for dynamically isolating or containing intrusion.  Smart network equipment can (and must) now “react” to intrusion efforts.  Smart administrators will be spending more of their time devoted to understanding the latest exploits and finding new ways to head them off quickly.  As the race continues, with hackers/crackers finding new holes or weaknesses and security personnel trying to find new ways to fix/plug them, the methods of intrusion have become more complex.  Now hackers/crackers work in concert with one another, often from remote locations, so as to not “trip” the monitoring triggers of security software.  Even more devastating is the ability for these groups to exploit the multitude of under-protected systems over the Internet to “launch” attacks on unsuspecting websites or networks (see the “Results of the Distributed-Systems Intruder Tools Workshop” paper available from CERT for more information).   Many of the latest hacks to NT are programmatic, reaching further down the OSI model or into the more arcane portions of NT to find new holes and exploit them.  Some hallmark this as a good thing, both because it exposes the weaknesses in NT and shows that hackers/crackers are being forced to delve further into the Operating System in order to find holes in NT’s armor.   But the level of experience and intimacy hackers/crackers gain along with the very liberal sharing of that knowledge over the Internet will make for some dangerous ground to be crossed by network /security professionals in the coming years. 

FACT: There are currently over 1,900 websites with information on how to hack systems (Source: IBM)

Who are Hackers/Crackers Anyway?

Hackers and Crackers are a mixed group, many with very different agendas. My definitions are as follows:

A Hacker wants to expose holes or exploits in an Operating System or Application, they in turn present their findings to the general public.  Most of them are programmers, or people with an advanced understanding of programmatic functions in a specific environment.  For the most part they are not malicious in the use of their knowledge, opting to share their information and let others “do what they will” with their findings.  Some may use their knowledge for personal gain, but never for destructive purposes.

A Cracker is out for mayhem.  Crackers use holes in an application or Operating System to destroy data or deny access and generally just wreak havoc.  They have some need to destroy or otherwise cause problems. (To me, a Cracker equals Chaos)

Why do they do it?

Because its fun?  Yes, in part it is an intellectual challenge for many.  Like a big game of electronic chess or capture the flag, a hacker/cracker tests his skills against those of a network’s security group.  Others do it for more personal reasons, possibly out of dislike for Microsoft and it’s corporate policies or even for personal gain.  Still others do it out of some deep need to destroy, it’s in their nature.   For whatever their reasons, they exist and represent a real danger to your network’s integrity.  What’s more, the trend of abuse by “black-hat” hackers/crackers is on the rise, which means that they are here to stay.

Part 3: Elements of NT's Security Subsystem

The path over the Windows NT security subsystem is a well-worn one but to omit it from this work would make it less complete, since the foundation of every model presented in this work on the topic of securable objects is predicated on an understanding of how this subsystem works.  Therefore this section will be both brief and concise.  I will, however, endeavor to provide additional insight into some components of NT’s Security Subsystem I have normally seen misrepresented or under-documented. 

First and foremost, NT’s security subsystem is considered an integral subsystem as opposed to an environmental subsystem.  Though both subsystem types run in User-mode, the difference is that integral subsystems are all-pervasive and have an effect on how the entire operating system works, rather than being limited to only a specific function or group of functions within the OS, as with environmental subsystems.  Though NT’s security subsystem does run primarily in User-mode it periodically establishes secured sessions with counter-part security component running in Kernel-mode, primarily for the purposes of verifying a user’s credentials and for system auditing.     

Made up of several different components, the security subsystem is primarily designed to control access to resources on an NT system.  When broken down, NT’s security subsystem provides the following:

1. A process for securely authenticating users against an account database.

2. A method for permitting an owner of an object to create a discretionary access control list to determine what types of access will be granted to that object. 

3. The ability to monitor and record a user’s activities during an authenticated session.

4. Protected memory storage to ensure that process-allocated memory is protected from unauthorized access.

Before covering how NT’s security subsystem functions as a whole, it is important to have a basic comprehension of its individual elements and their respective functions.  The below section details each critical subsystem component and function.

NT’s Security Subsystem Components

Local Security Authority 

(LSASS.EXE)

NT’s LSA is principally responsible for security policy on the local station and determines a user’s capability to   logon, their user privileges, security-related audits and local system password policies.  The LSA, which runs in User mode, communicates directly with the Security Reference Monitor (SRM) via unnamed, secure LPC pipes for the purposes of verifying or manipulating a user’s privileges and for recording security-related audit messages. 

Local Security Authority Policy Database 

(HKEY_LOCAL_MACHINE\SECURITY)

This registry-stored and protected database houses all of the local system’s security settings, such as the privileges each user possesses, enabled auditing event types, which domains a user can attempt to logon to, and a user’s access permissions. 

MSV1_0 Authentication Package 

(MSV1_0.DLL)

NT’s default authentication package used to verify a user’s supplied credentials against entries in the Security Accounts Manager (SAM) database.  This package in turn passes validated information back to NT’s Executive for creation of an Access Token.

Netlogon 

(SERVICES.EXE)

This set of subroutine functions contained within the broader SERVICES.EXE processes remote logon requests through the Local Security Authority and subsequent SAM database queries.  Validated credentials are in turn sent to the requesting station’s MSV1_0 authentication package for further processing of the validation sequence.

Security Accounts Database 

(HKEY_LOCAL_MACHINE\SAM)

This registry-stored and protected database houses the specific user and group accounts and their associated account information, such as passwords, SIDs, etc.

Security Accounts Manager 

(LSASS.EXE)

The SAM, which is part of the Local Security Authority Server, maintains the Security Accounts Database stored in the SAM portion of the system Registry.  

Security Reference Monitor 

(NTOSKRNL.EXE Component)

The SRM, which is a element of NT’s Executive that runs in Kernel mode, manages user & group permissions and validates access on protected objects.  The SRM also maintains security-related audits, which it records in the SECEVENT.EVT in %SYSTEMROOT%\SYSTEM32\CONFIG.

Winlogon 

(WINLOGON.EXE)

Enabled during system initialization, the Winlogon process creates a secure environment for user’s to submit credentials for the purpose of logon.  Winlogon handles the transfer of information to and from the Local Security Authority (LSA) as well as requests from remote users for Performance Monitoring information from the local station.

The NT Authentication Process

During the boot process of NT and prior to complete system initialization, the Winlogon process is called to create a controlled logon environment.  Below are the steps Winlogon initiates prior to user interaction:

1. Winlogon creates a secure window with sole control over access to the system and opens three separate “desktop” environments, the application, screensaver and Winlogon desktops.  At no point while Winlogon is active may any other process access the desktop environment. This ensures the integrity of the secure sign-on functionality.

2. Winlogon next opens a Local Procedure Call (LPC) connection to the Local Security Authority (LSA) of the local system.  This connection, which is created through the API call LsaRegisterLogonProcess, is a secure channel through which a user’s credentials will be passed on to the MSV1_0 authentication package for the purpose of validation.   

3. Winlogon then verifies the authentication package, which is by default MSV1_0, and obtains a process ID for the installed package that it will in turn use to pass logon credentials to during the actual authentication sequence.

4. After registering the window environments, the Secure Attention Sequence (CTRL+ALT+DEL) is enabled and the desktop environment is locked. 

Once activated, a user may use the CTRL+ALT+DEL hotkeys to generate an interrupt and begin the logon sequence.  This method for initiating the logon process was designed to ensure that, once this key sequence was utilized, the system would be secured against an unauthorized process attempting to gain access to the authentication procedure.  By using the SAS key sequence, the Winlogon window environment is activated and all other procedures are denied access to the desktop.  At this point the UI for logon appears, prompting the user to present the appropriate User ID and Password for validation.  Winlogon passes these credentials in clear text via the LsaLogonUser API to the Local Security Authority Server (LSASS.EXE) along with the process ID for the authentication package, which will be used to validate the supplied username and password.  The LsaLogonUser API supports local (interactive), service and remote (pass-through) logon sequence types.  In all logon session types, the LSA passes the user’s credentials in clear text to the default authentication package MSV1_0.  This package is comprised of two parts, referenced as a top and bottom half.  The top half of the package receiving the user’s clear text credentials encrypts the user’s password using LAN Manager’s One-Way Function (OWF) encryption and Windows NT’s RSA MD-4 enhanced OWF encryption methods, the User ID is not encrypted.  The presence of the LAN Manager OWF encryption, which represents a second set of generated credentials, is strictly for compatibility purposes for clients using LAN Manager authentication schemas, such as DOS LAN Manager, WFW clients or other LAN Manager connection type requests.  Once authenticated, the MSV1_0 checks for the authentication type to see if the logon sequence is a local, service or remote requested session.  If the session request is local or service-related authentication type, the MSV1_0 passes the user’s partially encrypted credentials directly to the local bottom half of the MSV1_0.   If the session request is a remote authentication type, the credentials are passed to the Netlogon service of the local station so that they may be passed to the appropriate remote authenticating agent (see Netlogon below). 

In both cases, the MSV1_0 authentication package validates the supplied credentials against the corresponding SAM Database, verifying that the user-supplied information is valid and that the account possesses the appropriate permissions for the type of logon access requested.  The account is further scrutinized to ensure that no additional restrictions exist that preclude a successful authentication, such as an inappropriate permission set.  If any discrepancies arise, the authentication package is notified and the Winlogon service returns the failure notification in the form of User Dialog.  If validated, the authentication package continues to collect information concerning the User account, these are:

1. The User’s Security Identifier, or SID

2. The SIDs of each group the User is a member of

3. The Default Owner SID

4. The Default Discretionary Access Control List (DACL)

Once this information is compiled, the MSV1_0 authentication package passes this information onto NT’s Executive for the creation of the logged-on user’s Access Token.  Depending on whether the logon attempt was a local or remote logon type, NT’s Executive will create either a Primary Access Token (local logon) or an Impersonation Token (remote logon), which it passes back to the authentication package for initiating the user’s session. 

 Once completed, Winlogon releases the session, passing the Access Token to the authenticated account and the designated shell environment is activated, permitting the user’s session to begin.  Figure 3.1 shows the processes associated with a local authentication request.

Figure 3.1: Local Authentication Request
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Netlogon

If the logon request is a remote, or pass-through, authentication request, the credentials travel an entirely different route.  The User’s credentials are passed from the top half of the local station’s MSV1_0 authentication package to the Netlogon process.   The Netlogon service manages all pass-through authentication requests made from a local station.  But before a pass-through authentication sequence can occur, NT must first locate the requested system, then establish a Secure Communication Channel to the remote system, then pass the user’s credentials.  

When the Netlogon service first receives a remote logon request, it checks the local station’s SAM database to see if the requested authenticating system is the same as that of any Domain it may have stored there.   If the names match, the authentication request is passed to the Domain.  If the authentication request is for a trusted Domain, the authentication request is passed to the Primary Domain, which in turn passes the user’s credentials to the requested trusted Domain.  If the name does not match any trusted Domain, the logon request is attempted against the Domain the system is a part of, ignoring the entered system name.

This process is known as “Discovery”.  Normally systems within an NT Domain attempt to establish this link at system initialization and use it to process any pass-through authentication requests that may occur will the system is active.

Once the requested remote station is located, Netlogon must test to see if the requested station is actually a trusted member of the Domain.  It does so by attempting to establish a Secure Communication Channel with the Domain or remote system within the Domain.  Secure Session Channels are created using a special “trusted” Domain password that the Primary Domain Controller for the Domain creates and adds to the LSA Policy Database of each system as it is added to the Domain.  The PDC for a Domain then updates this password every seven days and replicates the change to every trusted system within the Domain.  This trusted password, known by its Registry subkey name as $MACHINE.ACC, is stored in HKEY_LOCAL_MACHINE\ SECURITY\Policy\LSA\Secrets.  The password itself is not accessible or visible from any standard Registry Editor, but can be viewed by compiling this code segment as a Win32 Console application using VC++:

/*++ 

LSADUMP.C

LSA Secrets Password Dumping Tool

Syntax:

LSADUMP $machine.acc \\<machinename>

Author: 

Paul Ashton

<paul@argo.demon.co.uk> 

--*/

#include <windows.h>

#include <stdio.h>

#include "ntsecapi.h"

#define AST(x) if (!(x)) {printf("Failed line %d\n", __LINE__);exit(1);} else 

void write();

PLSA_UNICODE_STRING

str(LPWSTR x)

{

    static LSA_UNICODE_STRING s;

    s.Buffer=x;

    s.Length=wcslen(x)*sizeof(WCHAR);

    s.MaximumLength = (wcslen(x)+1)*2;

    return &s;

}

int _cdecl

main(int argc, char *argv[])

{

    LSA_HANDLE pol;

    PLSA_UNICODE_STRING foo;

    LSA_OBJECT_ATTRIBUTES attrs;

    WCHAR keyname[256]=L"";

    WCHAR host[256]=L"";

    wsprintfW(keyname, L"%hS", argv[1]);

    if(argc == 3) wsprintfW(host, L"%hS", argv[2]);

    memset(&attrs, 0, sizeof(attrs));

    AST(!LsaOpenPolicy(str(host), &attrs, 0, &pol));

    AST(!LsaRetrievePrivateData(pol, str(keyname), &foo));

    write(1, foo->Buffer, foo->Length);

    LsaClose(pol);

    exit(0);

    return 0;

}
Figure 3.2 Shows us what the output of this tool looks like:
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Figure 3.2: LSADUMP Output for \\NEPTUNE

NOTE: Windows NT uses several, similar “trusted” accounts for both NT Servers, when retrieving Domain account information for the purpose of replication, and for Inter-Domain trusts, for the purpose of pass-through authentication. 

The requesting client Netlogon service next creates a Secure Session Channel using the $MACHINE.ACC password.  If the verification of this password is successful, a Secure Communication Channel is established with the remote system and the Netlogon service then makes an attempt to process the pass-through authentication request.  If the logon attempt failed, the Netlogon service will attempt to authenticate the user to the local system through the use of any cached credentials, which Windows NT stores the last ten local authentication sequences by default.  If this fails, the user is notified of the failure.

It is at this point that the user authentication request actually begins.  When the local Netlogon service requests that a Domain Controller or remote NT system process a pass-through authentication sequence, that remote system will issue a “nonce” or challenge to the requesting client.   The nonce, which is actually a 16-byte (128-bit) hash generated from an  MD-4 hashing algorithm, is used to encrypt the client’s credentials.  By default, the client-side Netlogon service will generate two (2) responses using the 16-byte challenge issued by the remote system, these are:

· A 24-byte LM challenge response comprised of the initial 16-byte challenge and the requesting client’s already LM OWF-encrypted password.   

· A 24-byte NT challenge response comprised of the initial 16-byte challenge and the requesting client’s Windows NT OWF-encrypted. 

Two challenges are generated because Windows NT, by default, stores one or both types of the User’s credentials in it’s SAM database, depending on the method by which the account was created or how the password was changed, such as from a Windows for Workgroups (LM authentication type) system.

The Netlogon service of the remote system will unencrypt the passed credentials using the same challenge it issued to the requesting client, and pass the now unencrypted User ID and NT/LM OWF-encrypted passwords to the bottom half of the Domain Controller’s MSV1_0 authentication package for further verification.  Figure 3.2 shows the procedure for remote, or pass-through, authentication requests.

Figure 3.3: Remote Authentication Request
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This method of system authentication and double encryption provides reasonable assurance that the User’s password will not be easily compromised.  However, it is theoretically possible that a third party could, with access to both the session key ($MACHINE.ACC) and several reverse engineering algorithms along with the hashed password, captured in a trace, and determine the password.  The assurance with this method of authentication, however, is that the possibility of this type of assault is greatly reduced. 

Access Tokens 

Once a user is successfully authenticated to a system, they are granted an Access Token, this Token is used for the length of the entire authenticated session and is only released when a user logs off of the system.  This token is used to “represent” the user for verification purposes when requesting access to or services from objects on a system or a network.  This form of security ensures that any process or application initiated by User during their authenticated session, it runs under the security context of the User.  It ensures that a User cannot gain greater access to, or be further restricted from, secured objects via indirect methods of access or control and allows for a greater degree of accountability through auditing functionality.  Figure 3.3 shows a breakdown of contents of a User’s Access Token:

Figure 3.4: A Graphical Representation of a User’s Access Token
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You’ll notice that the Access Token contains specific information about the logged-on user, including some additional information that is used by NT’s security subsystem for access control, object creation and impersonation purposes. Table 3.1 explains the contents of Access Tokens and their purpose:

Table 3.1

Access Token Component


Purpose

User’s Security Identifier


The numerical representation of the user’s account used to identify the user to the system for the purpose of authentication and audit.

Ex. S-1-5-21-1607479885-249575134-1330272300-500

Group Security Identifier(s)


The numerical representation of the groups, both local and global, that a user is a member of.  This information is present within an Access Token to ensure that the permissions for each group are applied when requesting access to secured objects.

Ex. S-1-1-0 (Everyone)

       

User Privileges


The access privileges a user possesses.  For efficiency, privileges that effect broader access issues are stored with the user’s Access Token rather than propagating them down into individually secured objects.  This reduces the problem of replication and maintenance and streamlines the access control process (for more on User Privileges, see Section 5)

Ex. SeRemoteShutdownPrivilege



Default Owner’s SID


Presented to the security subsystem at times when no security has been specified by Win32 API functions during the object creation process.  

Ex. S-1-5-21-1607479885-249575134-1330272300-500



Default Discretionary ACL


Presented to the security subsystem at times when no security has been specified by Win32 API functions during the object creation process.

Ex. Access 0x0000FFFF allowed to BUILTIN\ADMINISTRATORS 

       Access 0X001F0000 denied to EVERYONE



Impersonation Level


Sets the level of impersonation for the access token, which determines how much information another process is given about the requesting client.

Ex. SecurityImpersonation

       

Impersonation, Subjects & Delegation

When talking about the use of Access Tokens and Access Control in a Windows NT security environment, the most misunderstood components are the concepts of Impersonation, Subjects and Delegation.  When a user accesses a program and attempts to open a file, the program is running under the security context of that user.   The combination of a user’s Access Token and the initiated program is called a Subject.  Often times a Subject will call multiple processes to perform a desired task, such as a protected server process.  Depending on the types of access requested, the individual worker threads within the protected server process may simply use the primary Access Token of protected server process or be required to “impersonate” the client.  Impersonation is a widely occurring process in Windows NT environments, and occurs every time you access network resources.  Why? Because sometimes an individual process or thread may possess greater or lesser permission to objects the client process wishes to access. Figure 3.4 gives a graphical representation of a process impersonating a client.

[image: image29.png]Prinary
Access Taken

Securty | User intister
Descritor | Process

Prinary
Access Taken

mpersonation
Acess Taken

Securty
Deseritor

Securty
Deseritor




Figure 3.5: Client Impersonation

In the above graphic, thread one is performing a function that does not require impersonation.  Thread 2 has encountered a validation issue in which it cannot perform the required function using the process’s Primary Access Token, so it uses the Client’s Access Token to validate the procedure in its place. 

 Impersonation allows for continuity of access and security when dealing with secured objects.  Without it, various processes and threads would operate under the their own security, allowing varied types of access to secured objects within the system depending on which process was used for access.  Under Windows NT, each Access Token contains a special identifier which states to what extent the requesting client can be impersonated by another process, as well as how much information is provided to a requested process about the client itself.  The impersonation levels of a Token are:

Table 3.2: Impersonation Levels

Impersonation Level


Definition

SecurityAnonymous


The serving process of a client cannot identify the client, nor can it perform any level of impersonation.



SecurityIdentification


The serving process can identify the client only, such as retrieve any data within the Access Token of the client, but it cannot perform any level of impersonation.



SecurityImpersonation


The serving process can identify the client, retrieve data about the client, and impersonate the client on the local system.  It cannot, however, impersonate the client on a remote system.



SecurityDelegation


Not currently available.  The serving process can identify the client, retrieve data about the client, and impersonate the client on a remote system



Security Identifiers (SIDs) & Relative Identifiers (RIDs)

Security Identifiers (SIDs) are complex, compound, binary representations of machine, user or group accounts that are used to identify that account to NT’s security subsystem for the purpose of identification, access control and auditing functionality.  The primary or local machine SID is generated at the time Windows NT is installed and is created using a hashing algorithm based on three 32-bit numbers derived from the name of the computer, the user-mode execution time of the current thread used to create the account, the current system time.   The structure of a SID also defines security identifiers in the form of a single Top Authority, or Identifier Authority, and a number of SubAuthorities, or Relative Identifiers (RIDs).  The Identifier Authority represents the origination of the SID, with the following subauthorities representing additional information about the SID’s origins.  Below is an example of a the local (BUILTIN) Administrator’s SID for the NT Workstation \\NEPTUNE (in string format):

S-1-5-21-1607479885-249575134-1330272300-500

When this example is broken down, the SIDs structure is 

          S – R – I – S1 – S2 – S3 – S4 – S5 (A)  

S identifies the following numbers as part of a SID

R is the Revision Level of the SID, or 1 

I is the Identifier Authority, or 5 

S1 represents the first Subauthority, or 21

S2 represents the second Subauthority, or 1607479885

S3 represents the third Subauthority, or 249575134

S4 represents the fourth Subauthority, or 1330272300

S5 (A) is the fifth Subauthority (generally the User account RID), or 500 

When a new account is created, this unique 96-bit number is concatenated with a numerical extension representing the new account.  Windows NT reserves the numbers between 0-999 for it’s own system and group accounts, therefore requiring that all new accounts created start at 1000 and go up from there. 

To view text-based representations of installed SIDs, you can use NT’s 32-bit Registry Editor (Figure 3.5) to view installed SIDs by browsing to HKEY_LOCAL_MACHINE\SOFTWARE\Windows NT\CurrentVersion\ProfileList.  By clicking on the SID subkey you can view the associated account.

Figure 3.6: ProfileList Subkey
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Optionally, you can choose to use the NT Server Resource Kit’s GETSID.EXE, which will permit you to compare installed SIDs on various NT systems, or compile the following Win32 SDK example TEXTSID.C, which creates a console application that produces a text version of the SID of the currently logged-on user.

/*++

Copyright (c) 1996  Microsoft Corporation

Module Name:

    textsid.c

Abstract:

    This module illustrates how to obtain the textual representation

    of a binary Sid.  This is useful in scenarios where it is not appropriate

    to obtain the name associated with the Sid, or, when the network is not

    available to obtain such information.  The Windows NT event viewer

    utility displays Sids in textual form when the username cannot be

    looked up.  Furthermore, lookup of local user profiles is facilitated

    through conversion of the user Sid to textual form.

    This sample obtains the Sid of the current user and then displays the

    Sid in textual notation.

    A standardized shorthand notation for SIDs makes it simpler to

    visualize their components:

    S-R-I-S-S...

    In the notation shown above,

    S identifies the series of digits as an SID,

    R is the revision level,

    I is the identifier-authority value,

    S is subauthority value(s).

    An SID could be written in this notation as follows:

    S-1-5-32-544

    In this example,

    the SID has a revision level of 1,

    an identifier-authority value of 5,

    first subauthority value of 32,

    second subauthority value of 544.

    (Note that the above Sid represents the local Administrators group)

    The GetTextualSid() function will convert a binary Sid to a textual

    string.

    The resulting string will take one of two forms.  If the

    IdentifierAuthority value is not greater than 2^32, then the SID

    will be in the form:

    S-1-5-21-2127521184-1604012920-1887927527-19009

      ^ ^ ^^ ^^^^^^^^^^ ^^^^^^^^^^ ^^^^^^^^^^ ^^^^^

      | | |      |          |          |        |

      +-+-+------+----------+----------+--------+--- Decimal

    Otherwise it will take the form:

    S-1-0x206C277C6666-21-2127521184-1604012920-1887927527-19009

      ^ ^^^^^^^^^^^^^^ ^^ ^^^^^^^^^^ ^^^^^^^^^^ ^^^^^^^^^^ ^^^^^

      |       |        |      |          |          |        |

      |   Hexidecimal  |      |          |          |        |

      +----------------+------+----------+----------+--------+--- Decimal

    If the function succeeds, the return value is TRUE.

    If the function fails, the return value is FALSE.  To get extended

        error information, call the Win32 API GetLastError().

Author:

    Scott Field (sfield)    13-Apr-96

Revision History:

    Scott Field (sfield)    11-Jul-95

    Unicode enabled

    Scott Field (sfield)    15-May-95

--*/

#define RTN_OK 0

#define RTN_ERROR 13

#include <windows.h>

#include <stdio.h>

BOOL

GetTextualSid(

    PSID pSid,          // binary Sid

    LPTSTR TextualSID,  // buffer for Textual representaion of Sid

    LPDWORD cchSidSize  // required/provided TextualSid buffersize

    );

void

DisplayWinError(

    LPSTR szAPI,    // pointer to Ansi function name

    DWORD dwError   // DWORD WinError

    );

int

__cdecl

main(

    void

    )

{

#define MY_BUFSIZE 256 // all allocations should be dynamic

    HANDLE hToken;

    BYTE buf[MY_BUFSIZE];

    PTOKEN_USER ptgUser = (PTOKEN_USER)buf;

    DWORD cbBuffer=MY_BUFSIZE;

    TCHAR szTextualSid[MY_BUFSIZE];

    DWORD cchSid=MY_BUFSIZE;

    BOOL bSuccess;

    //

    // obtain current process token

    //

    if(!OpenProcessToken(

                GetCurrentProcess(), // target current process

                TOKEN_QUERY,         // TOKEN_QUERY access

                &hToken              // resultant hToken

                ))

    {

        DisplayWinError("OpenProcessToken", GetLastError());

        return RTN_ERROR;

    }

    //

    // obtain user identified by current process' access token

    //

    bSuccess = GetTokenInformation(

                hToken,    // identifies access token

                TokenUser, // TokenUser info type

                ptgUser,   // retrieved info buffer

                cbBuffer,  // size of buffer passed-in

                &cbBuffer  // required buffer size

                );

    // close token handle.  do this even if error above

    CloseHandle(hToken);

    if(!bSuccess) {

        DisplayWinError("GetTokenInformation", GetLastError());

        return RTN_ERROR;

    }

    //

    // obtain the textual representaion of the Sid

    //

    if(!GetTextualSid(

                ptgUser->User.Sid, // user binary Sid

                szTextualSid,      // buffer for TextualSid

                &cchSid            // size/required buffer

                )) {

        DisplayWinError("GetTextualSid", GetLastError());

        return RTN_ERROR;

    }

    // display the TextualSid representation

    printf("%s\n", szTextualSid);

    return RTN_OK;

}

BOOL

GetTextualSid(

    PSID pSid,          // binary Sid

    LPTSTR TextualSid,  // buffer for Textual representaion of Sid

    LPDWORD cchSidSize  // required/provided TextualSid buffersize

    )

{

    PSID_IDENTIFIER_AUTHORITY psia;

    DWORD dwSubAuthorities;

    DWORD dwCounter;

    DWORD cchSidCopy;

    //

    // test if Sid passed in is valid

    //

    if(!IsValidSid(pSid)) return FALSE;

    // obtain SidIdentifierAuthority

    psia = GetSidIdentifierAuthority(pSid);

    // obtain sidsubauthority count

    dwSubAuthorities = *GetSidSubAuthorityCount(pSid);

    //

    // compute approximate buffer length

    // S-SID_REVISION- + identifierauthority- + subauthorities- + NULL

    //

    cchSidCopy = (15 + 12 + (12 * dwSubAuthorities) + 1) * sizeof(TCHAR);

    //

    // check provided buffer length.

    // If not large enough, indicate proper size and setlasterror

    //

    if(*cchSidSize < cchSidCopy) {

        *cchSidSize = cchSidCopy;

        SetLastError(ERROR_INSUFFICIENT_BUFFER);

        return FALSE;

    }

    //

    // prepare S-SID_REVISION-

    //

    cchSidCopy = wsprintf(TextualSid, TEXT("S-%lu-"), SID_REVISION );

    //

    // prepare SidIdentifierAuthority

    //

    if ( (psia->Value[0] != 0) || (psia->Value[1] != 0) ) {

        cchSidCopy += wsprintf(TextualSid + cchSidCopy,

                    TEXT("0x%02hx%02hx%02hx%02hx%02hx%02hx"),

                    (USHORT)psia->Value[0],

                    (USHORT)psia->Value[1],

                    (USHORT)psia->Value[2],

                    (USHORT)psia->Value[3],

                    (USHORT)psia->Value[4],

                    (USHORT)psia->Value[5]);

    } else {

        cchSidCopy += wsprintf(TextualSid + cchSidCopy,

                    TEXT("%lu"),

                    (ULONG)(psia->Value[5]      )   +

                    (ULONG)(psia->Value[4] <<  8)   +

                    (ULONG)(psia->Value[3] << 16)   +

                    (ULONG)(psia->Value[2] << 24)   );

    }

    //

    // loop through SidSubAuthorities

    //

    for(dwCounter = 0 ; dwCounter < dwSubAuthorities ; dwCounter++) {

        cchSidCopy += wsprintf(TextualSid + cchSidCopy, TEXT("-%lu"),

                    *GetSidSubAuthority(pSid, dwCounter) );

    }

    //

    // tell the caller how many chars we provided, not including NULL

    //

    *cchSidSize = cchSidCopy;

    return TRUE;

}

void

DisplayWinError(

    LPSTR szAPI,    // pointer to Ansi function name

    DWORD dwError   // DWORD WinError

    )

{

    LPSTR MessageBuffer;

    DWORD dwBufferLength;

    //

    // TODO get this fprintf out of here!

    //

    fprintf(stderr,"%s error!\n", szAPI);

    if(dwBufferLength=FormatMessageA(

            FORMAT_MESSAGE_ALLOCATE_BUFFER |

            FORMAT_MESSAGE_FROM_SYSTEM,

            NULL,

            dwError,

            MAKELANGID(LANG_NEUTRAL, SUBLANG_DEFAULT),

            (LPSTR) &MessageBuffer,

            0,

            NULL

            ))

    {

        DWORD dwBytesWritten; // unused

        //

        // Output message string on stderr

        //

        WriteFile(

                GetStdHandle(STD_ERROR_HANDLE),

                MessageBuffer,

                dwBufferLength,

                &dwBytesWritten,

                NULL

                );

        //

        // free the buffer allocated by the system

        //

        LocalFree(MessageBuffer);

    }

}

Security Descriptors (SD)

Security Descriptors are collections of security-related information stored with an object and are a critical component of NT’s security subsystem.  SDs exist on a variety of different objects under Windows NT, Nik Okunsteff aptly identifies these securable objects in his excellent programmer’s guide to Win32 Security functions, “Windows NT Security”.  His list is as follows (with some additions):

· Files

· Directories 

· File Mappings

· Pipes

· Mailslots

· Processes

· Threads

· Access Tokens

· Window Stations

· Desktops

· Registry Keys

· Service Objects

· Devices

· Synchronization Objects (such as events, mutexes, and semaphores)

· User-Mode Objects

· Kernel-Mode Objects

Every SD contains the following information, the Owner’s SID, a Discretionary ACL and a System ACL.  Table 3.3 highlights the contents and their individual purposes. 

Table 3.3: Security Descriptor Components

SD Component


Definition

Owner SID


The Security Identifier (SID) of the object’s Owner

Discretionary ACL (DACL)


The Discretionary Access Control List determines which users or groups may or may not access the object, as well as the types of access that are allowed.



System ACL (SACL)


The System Access Control List may be used to determine which users or groups and what types of access are recorded by NT’s auditing features.



When a user or a process requests access to a controlled object, the requesting process must first present it’s Access Token to the Security Reference Monitor (SRM) to verify the correct credentials exist for the type of access requested.  If the privileges do not match the requested access type present in the Discretionary ACL of the SD for the object, or no user privileges exist in the Access Token that may override the DACL entries, the user or process is notified of the denial.  If the access request matches the permission type, access to the object is permitted and the event is audited if the System ACL contains an entry instructing it to do so.  Figure 3.6 shows a graphical representation of a SD for NOTEPAD.EXE.  
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Figure 3.7: A Graphical Representation of a Security Descriptor (SD)

The following section discusses the contents of SDs and their relative importance to securing objects under NT’s security subsystem.

The Owner SID

The Owner SID portion of a SD simply contains the Security Identifier of the object’s current Owner.  Object ownership under Windows NT is transferable, but the permission to give ownership to an object does require that the recipient “take” ownership of the object.  Figure 3.8 shows the User Interface designed to display an objects current owner, as well as the method for taking ownership of the object.

Figure 3.8:  SD Object Ownership 
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Discretionary & System Access Control Lists

Access Control lists, both Discretionary and System, are comprised of Access Control Entries, or ACEs.  Each ACE in a Discretionary Access Control List represents an individual user or group’s permissions for the specified object.  Each ACE in a System Access Control List specifies the audit action as it relates to a particular user, group or process.  Both Access Control Lists are accessible from Windows NT’s user interface, as is evidenced through figures 3.9 & 3.10:

Figure 3.9: Discretionary Access Control List UI
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Figure 3.10: System Access Control List UI
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Null, Empty & Non-Standard Discretionary Access Control Lists

Though the concepts of Discretionary Access Control Lists may not be new to some of you, there are certain situations in which you may encounter curious behavior being exhibited by secured objects under Windows NT, these may appear intentionally or be part of a Trojan horse program.  In any case, these are:

· Null DACLs – This is very different from an Empty DACL (one with no ACE entries).  Null DACLS grant access to the object to Everyone, including Anonymous and Null Sessions. 

· Missing DACLs – Though rare, this is usually a programmatic error but can be intentional.  This creates an object without a Discretionary ACL of any kind, making it accessible to Everyone.

· Empty DACLs – Simply an empty Discretionary ACL, or one with no ACEs.  This signifies that Everyone is denied access to the object.

Part 4: Securing the NT File System

Controlling access to information stored on a file system, both from the network and during interactive sessions, is a principal component of any security model.   Therefore it is imperative that an administrator of NT fully comprehend the most efficient method for controlling access to data. Windows NT offers a wide array of security features for controlling access to data.    

In this section we will look at techniques for securing NT’s file system, such as the available file system types supported by Windows NT, their individual strengths and weaknesses, and how they can be configured to create secure, maintainable file storage environments on both NT Server and Workstation.  We will also examine some of the unique concerns associated with creating Network Shares and how they can be utilized to compliment NTFS-enabled volumes in providing layered data security.

Files System Security

Securing a file system, as well as the Operating System itself, starts with the system’s BIOS, or CMOS.  A good security habit to get into - especially with servers, systems located in high volume traffic areas or with systems requiring heightened security - is to make the system inaccessible from a bootable disk.  This is normally done by disabling the option to boot from a diskette drive, opting to boot from the hard drive exclusively.  If the system allows, it is also advisable to secure the CMOS from tampering by placing an administrative password on it, making it necessary to provide the password before configuration changes will be allowed.   This will protect a system from the dangers associated with bypassing NT’s security subsystem and accessing potentially vulnerable volumes directly.  

But this alone is not enough to secure a file system from interactive intrusion, since a variety of tools exist which can be either accessed from the command-line or enabled through another program to assault a file system’s security.  To further protect systems, an administrator can opt to install a securable or removable temporary media device, such as a floppy or CD-ROM and even go so far as to restrict the system from accessing network resources entirely. 

Securing Access to Removable Media

Several options exist for heightened control of removable media, these are:

· Install a physical Floppy/CD-ROM lock

A variety of physical locking devices are available for PCs and Servers, if they are not already available with the purchased system.  Everything from floppy/CD-ROM locks, CPU locks, power and case locks.  A good starting point for locating these types of physical locking devices is http://www.secure-it.com. 

· Install the NT Resource Kit’s FlopLock service

The Windows NT Resource Kit contains a Floppy Lock service that places a Discretionary ACL on installed floppy devices on a system.  FLOPLOCK.EXE can be installed as a service on any station you wish to secure access to removable media.  You can opt to use another NT Resource Kit tool to install floppy lock service, INSTSRV.EXE.  Below is the command-line sequence for installing the floppy lock service using INSTSRV.EXE:

Ex. – INSTSRV FloppyLock C:\NTRESKIT\FLOPLOCK.EXE –A COMPUTERNAME\Username –P Password

The Username should reference either a computer or domain name where the account is stored.  The account should also represent who will possess access to the installed floppy drives.  All other user accounts will be denied access to them.   The service can be removed or disabled by any user possessing the right to stop or start services on the system.  When disabled or stopped, users can access installed floppy drives.

· Make both Floppy and CD-ROM drives only accessible to the current interactive user.

To restrict access to floppy and CD-ROM drives so that they are only accessible to the current interactive user.  This removes the possibility of a remote or network user from accessing the drives while they may be in use.  To restrict these drives, use the following Registry edit:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

Add the following REG_SZ data types with a value of 1 for each:

AllocateFloppies

AllocateCDRoms

· Disable NT’s CD Autorun functionality

In certain situations, an administrator may not wish to continue to use NT’s Autorun functionality, in order to restrict potentially untrusted CD-ROMs from running on a secured system.  To do so, alter the following existing Registry key: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Cdrom

Change the REG_DWORD “Autorun” value from 1 to 0.

Finally, to ensure fine grain control to various files and directories, an administrator can choose NT’s more secure file system type.  Currently Windows NT actively supports three file system types, FAT (or FAT16), CDFS and NTFS.   Though CDFS is a read-only files system and not a selectable format option under Windows NT, it is nevertheless a supported file system.  A fourth file system type, HPFS, is available under certain circumstances - such as after upgrading a system from NT 3.51 to 4.0 - but it’s use is unsupported by Microsoft and not recommended.  Currently NT 4.0 does not provide support for FAT32 volumes, but support for it will be incorporated for it into Windows NT 5.0.   Of the above options, FAT16 and NTFS are the two file system types we are concerned with when thinking about securing NT file systems.

The FAT File System

FAT, or FAT16, as a formatting option for a volume is not normally a good choice when thinking about security, but in some cases the file system selection process may be determined by either your network environment or hardware platform, such as with RISC-based processor systems.  This particular processor platform requires a FAT volume in order to function properly.  FAT16 volumes may also be required if you are dual booting into different operating systems, such as Windows 95 or LINUX.   The issue off using FAT16 volumes may also be associated with your current comfort level with recovering Windows NT systems from crashes or system failures, opting to use FAT16 volumes so that they can be accessed quickly for attempting recovery.   

But how do you secure sensitive or critical data in these instances where it is essential to use FAT16 volumes?  A popular method of enabling heightened security in these scenarios is to create a second volume in the extended partition, greater than 2 GBs, and format it using NTFS.  The greater than 2 GBs will ensure that the volume will be inaccessible from most NTFS readers, such as NTFSDOS.EXE  (found at http://www.sysinternals.com).   

NOTE: In some instances, such as with BIOS that supports interrupt 13h handling, it will not be enough to keep the NTFS volume from being accessed with NTFSDOS.EXE.  Consult your hardware documentation before pursuing this solution method. 

Another, more involved method of securing an NTFS file system might incorporate the use of Fault Tolerance techniques such as the various levels of RAID.  In this way, the volume housing NT’s startup and system files would be easily accessible from DOS, but sensitive data would be secured.   For many administrators not faced with the above exceptions, FAT16 volumes are not considered a viable option when talking about file system security.  But what are the additional concerns associated with the use of FAT16 partitions with Windows NT?  Below are a few of the major issues:

· As we have learned, FAT16 systems are especially vulnerable to intrusion, since they are accessible from a bootable diskette or another installed operating system.  

· FAT16-formatted volumes are less robust in recovery after a catastrophic failure or system crash, since they use a write-through algorithm that immediately write changes to the disk as they occur.  Since this type of write management does not track changes that are made to data and are not discriminating about the order in which data writes to the disk occur, an interruption of service can lead to a permanent loss of data or possibly disk/volume corruption.

· FAT16 volumes possess only limited configurable file and directory attributes that allow a user to set security on stored data, mainly through the use of “marking” files as read-only or hidden, making it impossible to discriminate between the users who access information stored on the volume.

· When made accessible via NT’s Network Sharing functionality using either default security values (which is Everyone – Full Control) or loose Share security, FAT16 volumes are vulnerable to errant or malicious network users, especially on open or unsecured networks.   

· NT’s native auditing features cannot be enabled on FAT16 volumes, making it impossible to track changes users make to files and directories stored on them.

As you can see, FAT16 volumes are extremely limited in the number of security options available, making it a more undesirable file system option for environments requiring heightened security.   Only in environments where FAT16 are required should they be used, especially when data security is a concern, and administrators should be aware of the risks associated with its use and configure systems accordingly.

The New Technology File System, or NTFS

How NTFS Works

When enabled through the use of NTFS, Windows NT implements file system security using the object-oriented security model described in the previous section, with each file and directory treated as an object, possessing its own security descriptor that is stored as part of the file’s individual attributes.  Access to the file object is controlled by NT’s security subsystem, which checks the requestor’s token against the DACL of the file object.  In addition to file system security options, Windows NT also possesses the ability to create network accessible shares so that data housed within the file system can be made accessible to remote users.   But as you will see, many of these options must either be enabled or further configured beyond their default values to provide sufficient security for data storage on systems running Windows NT.  

NT’s File System (NTFS) possesses a multitude of functionality that, taken together, makes it an extremely robust and secure file system.  NTFS volumes possess the following security capabilities:

· NFTS possesses a feature-rich security interface that permits a user or administrator to exert fine tune file and directory access.

· As was mentioned earlier, NTFS volumes can be made inaccessible from DOS, including from utilities such as NTFSDOS.EXE, by making them greater than 2 GBs in size or by using Fault Tolerance techniques such as RAID.

· NTFS employs a mixture transaction processing and logging functionality that ensures file system integrity that, in the event of failure, can be can be restored quickly and efficiently with minimal loss.  

· When made accessible from a Network Share, NTFS permissions can be used to further augment a share’s security, tailoring access to all file and directory objects visible within the share.

· Access to files and directories stored within an NTFS volume can take advantage of NT’s auditing features.

· Finally, when configured, NTFS volumes provide an added level of data integrity through utilities such as FTDISK.SYS (NT’s Fault Tolerant Disk Driver) and the Disk Administrator, creating options for disk mirroring, striping, sector-sparing and bad cluster recovery.  

NTFS Recoverability

NTFS volumes utilize a method of transaction processing and a write-ahead logging feature to ensure the integrity of data being written to the volume.  As data is accessed, the disk subsystem checks for the requested file’s information in the Master File Table, or MFT.  This file, which lives on the disk as the hidden file called $MFT, houses all of the information concerning data stored on the volume, including the critical system files NTFS uses to mount the disk, track bad clusters and store pertinent attribute information.  The MFT is checked for the existence of the requested file, and if found the file’s security descriptor attributes are read and checked against the requesting process’s token.  Once checked, the requested file is either opened with the requestor’s permission set or access is denied, depending on the outcome of the validation sequence.   When the file is opened, an entry is created by NTFS’s Log File Service (LFS) and stored on the disk in the hidden file $LogFile.  This file is used by the LFS to track changes made to data as it is accessed.  In this way changes to data stored on the NTFS volume does not have to occur as it would on FAT file systems, where data is accessed and altered directly using a write-through algorithm.  NTFS uses this logging feature to track changes to data as they occur, then write the desired changes to the open file as it exists in the disk cache stored in memory where it will later be written back, or “flushed”, to the disk at scheduled intervals.  This ensures that in the event of a failure or system crash, data alterations that were lost in the disk cache would still have been recorded in the $LogFile and would be recoverable at next boot, either reverting the accessed data structure to its original form or completing the transaction.   This higher standard of recoverability and data control ensure the integrity of NTFS volumes, making the probability of recovery from failure that much greater.

More about NTFS’s Hidden Files 

NTFS maintains a set of hidden files in the root of the NTFS volume, known as NTFS metadata files, these files are utilized by NTFS to access and control the files system.  They cannot be removed by conventional methods and retain the unalterable hidden property.  

Table 4.1: NTFS Metadata Files

Filename
Description

$MFT
The Master File Table stores all information about all of NTFS’s metadata files as well as all of the data stored on the volume.

$MFTMirr
The MFT Mirror File contains the first 16 records of the MFT and stores them in the middle of the NTFS volume.  This file is used for recovery purposes should the NFT become damaged or corrupt.

$LogFile
This critical file is utilized by the Log File Service to track changes made to the file and directory structure of the NTFS volume.  This information is useful in the event of a system failure.

$Volume
This file stores information concerning the version of NTFS in use and the volume name

$AttrDef
The Attribute Definition File stores information about the acceptable attribute types permitted for use on the volume, as well as whether or not they should be recovered in the event of a failure.

$Bitmap
This file records the on-disk allocation state of free or in-use clusters, represented as a bit in a bitmap.

$Boot
This file contains the required bootstrap information to access the NTFS volume. 

$BadClus
Should NTFS discover bad clusters within its volume, it will record its location in this file to ensure that the cluster will not be utilized again.  If a bad cluster is located, NTFS will make an entry in the $Volume file to let the system know that at next boot CHKDSK should be run to attempt to correct the problem.

$Quota
A dormant file that will be utilized in NT 5.0 for storing disk Quota information.

$UpCase
This file is utilized to map upper-case letters to lower-case letters in filenames and directories.

Though each of these files cannot be opened in any conventional editor, the attributes of each can be viewed by using a simple command.  Starting at the root of each NTFS volume, simply type “DIR /AH and the name of the hidden file, such as $MFT.  Figure 4.1 shows the $MFT file.
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Figure 4.1: NT’s Metadata file, $MFT 

If you are interested in more information concerning the Master File Table records, Mark Russinovich at http://www.sysinternals.com has developed a simple console tool for viewing extended information about these records.  The tool, NTFSINFO, will produce console output describing the properties of these Metadata files.  Pointing the output of the tool to a standard text file permits you to capture and store this information for logging purposes.  This can be done using the following command:

NTFSINFO [drive letter] >>c:\logs\ntfsinfo.txt
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Figure 4.2 shows the contents of NTFSINFO.TXT

Multiple, or Alternate, Data Streams

On NTFS volumes, each attribute of a file or directory object is stored in a separate stream of data, or sequence of bytes denoting that attribute.  There are separate streams for all of the attributes associated with the object, such as security information concerning the file, its name, or any link information for the object, to name a few. Many of these multiple streams of data are transparent to the user simply because they exist in a stream not directly accessible from the Explorer interface and are only modifiable through UI tools, such as the ACL Editor.  What is readily accessible is the data of the file, which is also contained within a data stream associated with the file.  The data for a file normally resides in the default “unnamed” stream, making it accessible through the User’s interface.  Many of you may already be familiar with the Macintosh File System, which uses Alternate Data Streams to store dual information about a file or directory, hence, the Macintosh “resource fork”, with one stream holding the data for the file or directory, the other storing the attributes of the object.  Multiple Data Streams are considered a useful component of NTFS volumes, since they provide a method of appending additional information about a file or directory in a “hidden” stream for use by a program, such as a system backup or auditing application.  How are Alternate Data Streams created?  This is easily demonstrated through a simple demonstration. Using the RUN command-line, type the following: NOTEPAD F:\DEFAULT.TXT:ALTERNATE.TXT, this will create a new file called DEFAULT.TXT in the root of F:\ (or whatever drive or directory you specify).  The file DEFAULT.TXT will possess an Alternate Data Stream called :ALTERNATE.TXT.  Since the use of a colon ( : ) is restricted character in filenames, it serves as a marker for the Data Stream associated with the file.  If you add any content to the file while NOTEPAD is open, it will be stored in the Alternate Data Stream, :ALTERNATE.TXT.  Figure 4.3 shows the data stored in the alternate stream.     
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Figure 4.3: DEFAULT.TXT:ALTERNATE.TXT

Next, save and close NOTEPAD.  Next browse to where ever DEFAULT.TXT was stored and open it with notepad, Figure 4.4 shows the contents:

Figure 4.4: DEFAULT.TXT
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As you can see, DEFAULT.TXT is empty.  If you were to check the file system for size of DEFAULT.TXT, you would see that the file would have a size of 0 bytes.  The data stored in the stream :ALTERNATE.TXT would not appear against the size of DEFAULT.TXT.  

To make matters more complicated, a user can create a data file wholly within an Alternate Data Stream without any counterpart file existing within the default data stream simply by placing a colon in front of the file name, like the following example in Figure 4.5.  This file was created using the following command in the RUN box:  NOTEPAD F:\:ALTERNATE2.TXT.  This command creates a file that is completely hidden from the file system and only accessible to the person or persons knowing the Alternate Data Stream’s name.  

Figure 4.5: :ALTERNATE2.TXT
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Why does this represent a security hazard?  For starters, anyone, including the Guest account, can create an Alternate Data Stream, so long as they possess the Write permission within any given directory.  Second, no tools currently exist native to NT that permit an administrator of NT to track Alternate Data Stream usage.  Third, unless the data stream name is known, there is no way to know what is being written to the file or how much data is being stored there.  Thus, a potential security risk exists where a user can hide MBs of data from an administrator.  A more serious risk exists in the form of a denial of service attack, where a user can potentially run a system completely out of disk space.  A user can copy MBs, even GBs of data to an Alternate Data Stream, but the offending file or files would either appear as a 0 byte file (such as our own example DEFAULT.TXT) or not appear at all (such as :ALTERNATE2.TXT).  

Fortunately a number of industrious developers have created tools for locating Alternate Data Streams stored on NTFS volumes.  Frank Heyne (http://www.heysoft.de) has created both an FAQ on Alternate Data Streams and a freeware tool, LADS.EXE (List Alternate Data Streams) for locating them on NTFS volumes.   

Figure 4.6: LADS.EXE
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Unfortunately, this tool will not detect files stored in Alternate Data Streams without default stream counterparts, such as our second example :ALTERNATE2.TXT.  This means that any file stored wholly in an alternate stream would be invisible to detection.  If you check Figure 4.6 again, you will see that the second example :ALTERNATE2.TXT is not visible.

Administrators of NT systems utilizing NTFS volumes should be very careful about open systems and accessibility to certain areas of the hard disk.  These types of security hazards can make for a long, puzzling diagnosis when a system appears to be normal.  To date, no Microsoft-approved or developed tools exist to track Alternate Data Stream usage.  Those readers who are interested in learning more about this potential threat can check http://www.mvps.org for more information on how to develop tools which detect Alternate Data Streams.

NTFS Security Structures

As was covered in Section 3, when a new file or directory object is created, a security descriptor is created along with the object, containing the object owner’s SID, the group SID, the object’s Discretionary Access Control List (DACL) and the object’s System Access Control List (SACL).  This information is used by NT’s security subsystem to validate a process’s permissions to the object (See Figure 4.7).   The SACL, as described in the previous section, specifies whether or not access to the object should be audited.  The Discretionary Access Control List is the element of NTFS security that most administrators are already familiar with through the GUI interface of the Permission Editor, shown in figure 4.8.

Figure 4.7: Modifiable Security Descriptor Functions  
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Figure 4.8: DACL-to-File Permission Editor

The Access Question

Before we begin discussing the details of NTFS permissions, it is first important for an administrator developing the NTFS component of a security model to understand both the question of user access and the methods by which they are determined.  It is a question that will be revisited throughout is work, since the question and its answer apply not only to NTFS security, but to all of NT’s other security components as well.  What does this mean?   This means that an administrator or security developer must create an Access Schema, or a set of predefined rules an administrator can use to determine how permissions are granted or denied.   

Access Schemas can come in a variety of different patterns, some are organizationally oriented, others are process or function-oriented, but all of these are based on the needs of the environment the schema is being developed for.  It is the paradigm that will be used to develop the entire security plan for the Windows NT environment.   Without it, design conflicts will arise, or worse, holes will be left in the overall security plan, leaving a system or network vulnerable to assault.  

Access Schemas are integral to the question of file system access, which is why the concept is introduced along with NTFS permissions.  Before applying NTFS permissions, an administrator’s Access Schema must take into account the following components and generally follow these action items in the order they appear here:

1. The File System Architecture – How are files and directories laid out within the file system itself?  Is security being developed for NT Workstation or NT Server?  How much interactive access should be allowed?  How much network access should be allowed?  Where should open or common data access areas be located?  Where should private or personal data access storage areas be?

2. User and Group Architecture – Who should be a member of what group?  Should I use NT’s default groups or develop my own?  Who should be restricted and who should be granted access, as well as what types of access?  A common error is a lack of planning on how permissions are to be managed, often resulting in on the fly changes that are improperly propagated to directories, subdirectories and individual files.  Know who you are restricting or granting access and why.  

3. Permission Architecture – What permissions, given a solid plan developed looking at the first two options presented here, should be applied to files?  Which should be used for directories? Which should be inherited and which should not?  Which users or groups should be permitted to alter these permissions, which should not?

With these steps in mind, development of an overall NTFS permission scheme should be fairly straightforward (see Figure 4.9).  The first two requirements leave only the particulars of the third (NTFS permissions) to be ironed out.  As you will see, NTFS permissions can be tricky to master, as we will uncover in this next section.
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Figure 4.9 shows the structured layout of NTFS permission development

NTFS Permissions

NTFS volumes incorporate the ability to set exact permissions for both users and groups to both files and directories stored on the file system.  This is critical to ensuring that access to data is both controlled and monitored (via Auditing).  Permissions to the file system come in two forms, Individual and Standard Permissions.  Individual permissions represent singular permission types that can be applied independently to files and directories.  Standard permissions are preset combinations of the most commonly grouped individual permissions, designed to provide some continuity when applying permissions to the file system.  Table 4.2 shows the individual NTFS permissions and their corresponding values, tables 4.3 & 4.4 show the standard permissions that can be applied to files and directories respectively.

Table 4.2 Individual NTFS Permissions

Permission


Description

Read (R)


This right grants both Read and Execute access. 



Write (W)


This right grants the ability to Write to a file or directory



Execute (X)


The right grants the ability to Execute a file.

Delete (D)


The right grants the ability to Delete a file or directory

Change Permissions (P)


This right grants the ability to change permissions on a file or directory, this includes the ability to alter the issuing user or group’s permissions. 



Take Ownership (O)


This right allows a user or group to take ownership of a file or directory. 



Table 4.3: Standard File Permissions

Name


File

Permission
Description

No Access


(None)
Deny all Access to the specified file

Read


(RX)
Permission to read the file only

Change


(RWXD)
Grants the ability to Read, Write, Add, Execute and Delete the file

Full Control


(All)
Grants all permissions, including the ability to take ownership

Table 4.4: Standard Directory Permissions

Permission


Directory

Permission
File

Permission
Description

No Access


(None)
(None)
Deny all Access to both the specified directory and all files contained within it.

List


(RX)
(Not Specified)
Allows the listing of the contents of the specified directory only.

Read


(RX)
(RX)
Permission to both list the directory contents and read the contents

Add


(WX)
(Not Specified)
Permission to add to the contents of a specified directory but not view them

Add & Read


(RWX)
(RX)
The permission to add to a directory, to include subdirectories, and read the contents of the directory.

Change


(RWXD)
(RWXD)
Grants the ability to Read, Write, Add, Execute and Delete files and added subdirectories.



Full Control


(All)
(All)
This permission set also allows the user to take ownership of directories or files and the ability to delete the directory itself.



NTFS permissions, both individual and standard, can be managed from both a GUI interface and the command-line.  Many of you are already familiar with the GUI permission editor available within an NTFS file system, but you may or may not have very much experience with command-line tools.   Knowing that the preceding tables contain enough reference data that can be directly applied to use of a GUI ACL Editor, it might be more instructive to provide the reader with techniques for resetting NTFS permissions quickly and efficiently.  The beauty of the available command-line ACL editing tools is that they can be utilized in a batch file, accept wild card values and can be wholly automated so that no user interaction is required.  This can be especially beneficial when you wish to make global security alterations to systems on your network, say, from a single floppy diskette or a login script.  Of the currently available tools, the Microsoft NT Server Resource Kit, Supplement II contains an excellent command-line ACL editor, XCACLS.EXE.  XCACLS improves on its predecessor, the native NT command-line ACL editor CACLS.EXE, in that it permits an administrator to set permissions on both files and directories, allows for fine grain permission alterations and is more efficient when used in a batch file.  Figure 4.10 shows the available options that can be used with XCACLS

Figure 4.10: XCACLS.EXE Options
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Batching ACL permission changes removes the need for an administrator to sit at each individual Windows NT system on a network and manually configure NTFS permissions, which might result in an inconsistent or incomplete application of permissions.  The trade-off is the development time required to create a custom batch file that correctly modifies permissions within an NTFS file system to suit an administrator’s needs.  After much testing, one of the quickest methods for applying NTFS permissions in this manner is to use a two or even three pass system of permission modification.  Using wildcard values (*), an administrator can create blanket permissions for a majority of the files and directories within an NTFS volume, then use a second or third pass through the same file system to add, change or remove permissions for specific files, file types or directories.  This method ensures that the entire file system is addressed and that no files escape the required permission changes. This can further be verified by pointing the output from the batch file directly to a log file that can be reviewed to catch any failed permission alteration events by using the suffix of  >>logfile.log after referencing the batch file containing XCACLS permission changes.

It might be instructive at this point to also point out another useful NT Resource Kit tool used for modifying NTFS permissions.  This next tool is called FIXACL.EXE.  FIXACL is used to reset an NTFS volume to the original permissions that are applied during the installation of Windows NT.  This is extremely useful when developing batched NTFS permission changes, or when resetting a system for the purpose of troubleshooting problems related to permission changes.

Cumulative NTFS Permissions & Inheritance

NTFS permission inheritance, along with User permissions & Protocol security, is one of the most misunderstood elements of NT’s security model.  In many cases concerning securing the file system, administrators either restrict the volume too severely or leave security holes because of improper implementation of inherited permissions.  

Why?  First there is a general misconception over what should and should not be restricted on a volume, especially one containing NT’s system files.  Second, many administrators do not make full use of group membership or built-in accounts on NTFS volumes when securing systems and Third, the granularity of permission sets are a little different when looking an directories (or containers) and files (non-containers) and how they are applied and used.   

Administrators can learn quite a bit from the way NT applies the default NTFS permissions that are placed on the system volume and enhance the concept in their own permission implementations.  \WINNT\FONTS might be a good example to start with.  If we examine the folder permissions, you will see that Everyone possesses Change (RWXD) permission for both the directory and all new files placed there.  At first glance this might be alarming, but this is only so from the initial group chosen to possess this right.  If we look at the permission sets of existing files within \WINNT\FONTS, we will see that Everyone possesses Read to all of the existing font files within the directory.  This is because NTFS permissions were applied first to the directory and then to specific existing files to protect them, allowing members of the group Everyone, depending on their additional User-based privileges, the ability to add new fonts to a system without deleting any of the core font files installed.  This type of two-tiered application of NTFS permissions is one of the best ways of managing security on the file system by first determining the level of access you wish users or groups to possess within a directory and with all new files, then establishing which particular critical files within each directory you wish to further protect.  This will help you to control access to critical system files while still permitting a user or group to move through a file system without encountering too great an impediment. 

Developing NTFS Permission Strategies

Below are a few additional helpful tips when developing a strategy for NTFS permission management:

· Make it a policy to never grant users or groups Full Control to files and directories, opting instead to use RWXDPO in it’s place.  With Full Control to a directory, a User or Group Member possessing this right can delete the directory regardless of the permissions held by files and subdirectories within it.  This means that if a User’s permission to a file is No Access but his/her permission to the directory it is within is Full Control, the User can delete the directory.  When RWXDPO, the User or Group is impeded from this type of sweeping deletion capability when permissions on files or subdirectories within the directory are set to not permit removal. 

· When possible, always use group membership to manage file permissions, the exception to this would be in folders containing a user's personal files.  A lot of confusion stems from granting explicit rights to a specific user and then make changes to the permissions of a group that user is a member of.  Also, from the administrative standpoint, managing a files system’s permission set is much easier when working through groups.

· Unless your security model dictates otherwise, make use of the Built-in placeholder options CREATOR/OWNER, INTERACTIVE and NETWORK in lieu of granting explicit permission to specific users or groups when securing NT’s system files.   The dynamic nature of NT’s built-in accounts allows permissions to effect users across group membership without relying on their membership in the more difficult built-in group Everyone.

· Use the “Replace Permissions on Subdirectories” checkbox sparingly and only if you are sure that you want to recursively apply the same permission set to all subdirectories within a given directory.  Almost half of the problems with misapplied inherited NTFS permissions occur when this option is applied.

· Grant Full Control to files only when the user is CREATOR/OWNER, such as in personal directories or workspaces, or if the user or group should be allowed to take ownership, as with Project management.  Be sure to consider simply granting RWXDPO in its place and the implications of its use.

· Just because a user or group possesses RWXD to a directory or folder does not mean that they can remove existing files should the permission set for that object be more restrictive.  An example of this might be a user who possesses Change access on the folder C:\PROGRAM FILES\WS_FTP.  This does not mean that he can delete files within the directory if they have been reset to reflect only the Read permission for the same user.  The Change permission only applies to the directory itself and any new files placed within the directory.  In some instances alternate permissions for a file within a directory help to ensure the directory can never be deleted.

· NTFS permissions are cumulative and work under the assertion that the highest assigned permission applies.  The two exceptions to this rule are the No Access privilege, which denies all access to the file or directory and when an NTFS volume is accessed via a network share.  The Discretionary ACL set on the network share overrides the individual NTFS permissions on files and directories within the share.  These exceptions can make things very tricky when working with individually assigned permissions, group membership and network-based access.

· An excellent, well-known tool for both monitoring and testing NTFS permissions is Frank Somar’s DUMPACL.EXE, available at http://www.somarsoft.com.  It is currently available on a 30-day trial basis.  The trial version allows you to “dump” not only ACL entries for the file system, but also allows you to view them for the Registry.  It allows you to dump User privileges and view share permissions as well. 

· Inheritance of NTFS permissions can occur when a directory has file inheritance set so that all new files created inherit the permissions of the parent directory.

It is important to note that permission conflicts can arise when two separate, conflicting permission sets apply to the same user or group.  An example of this might be when a user possessing Full Control to a file is made a member of a group possessing No Access to the same file.  The user would then possess No Access to the file, since the lowest access permission is applied. 

File and Directory Object Ownership

File and directory object ownership only exists under NTFS volumes and implies, along with designating an owner for an object, the capability to reset any of the permissions on the object.  In this way an object’s owner can assign privileges to the protected object as they see fit.  The right to “own” an object can be granted to other users or groups, but this right must be exerted in order for object ownership to take place.  This means that in order for a person to own an NTFS object, they must first be granted the right to own an object then “take” ownership.  This was purposefully designed so that object ownership would be a conscious effort and could be recorded through auditing of the file system.  As always, certain caveats apply when dealing with file and directory ownership.  Once ownership of an object is “taken”, it cannot be “given back”. For this to happen the original owner must still possess the right to take ownership and then exert that right.  Also, Administrators retain the right to assert ownership to an object, even when explicitly denied.  This ensures that a user or group attempting to block access to information stored on the file system will not be impeded.  The administrator’s actions, however, would be recorded in the file ownership dialog box (see figure 4.11)

Figure 4.11: Object Ownership Box
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On any NTFS volume, file and directory ownership, by default, is in the hands of the local Administrators group.  This includes NT Server.  The exception to this rule is when a new account is generated and directory space is allocated as that user’s personal directory.  In these cases the designated user account is the owner of that directory, making it possible of the user to grant or deny access to files and subdirectories of their personal folder to any users or groups they see fit.       

In some cases where heightened security might preclude file and directory ownership, an administrator would have to manually take ownership of a user’s personal directory once 

Default NTFS Security Settings

In looking at NT’s default NTFS permission set, it is easy to see potential security risks.  Below tables 4.5 & 4.6 highlight Windows NT’s default NTFS permissions:

Table 4.5: Windows NT Workstation Default NTFS Permissions

*By Default, the group Administrators is owner of all files in the system drive.

Location
Group
Directory

Permissions
File

Permissions



Root of System Drive


Everyone
FC
FC 

C:\TEMP
Administrators

Everyone

Creator/Owner

System
FC

RWXD

FC

FC


FC

RWXD

FC

FC

C:\WINNT (%SystemRoot%)

C:\WINNT

C:\WINNT\NOTEPAD.EXE, WIN.INI, SYSTEM.INI, CONTROL.INI, TASKMAN.EXE, SETUP.OLD, SETUPLOG.TXT, *.BMP (Except for WINNT, WINNT256, ZAPOTEC, SOLSTICE.BMPS)


Everyone

Administrators

Everyone

System

Everyone


FC
FC

FC

RX

FC

FC



C:\WINNT\CONFIG

C:\WINNT\CONFIG\*.*


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

System
FC

RWXD

FC

FC


FC

RWXD

FC

FC

FC

RX

FC

C:\WINNT\CURSORS

C:\WINNT\CURSORS\*.*
Administrators

Everyone

Creator/Owner

System

Everyone
FC

RWXD

FC

FC


FC

RWXD

FC

FC

FC

C:\WINNT\FONTS

C:\WINNT\FONTS\*.*


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

System
FC

RWXD

FC

FC
FC

RWXD

FC

FC

FC

RX

FC

C:\WINNT\HELP

C:\WINNT\HELP\*.*

C:\WINNT\HELP\EXCHNG.CNT, EXCHNG.HLP, IEXPLORE.CNT, IEXPLORE.HLP, INT-MAIL.CNT, INT-MAIL.HLP, MSFS.CNT, MSFS.HLP, MSNAUTH.CNT, MSNAUTH.HLP, PINBALL.CNT, PINBALL.HLP, SCANPST.HLP, WANGIMG.CNT, WANGIMG.HLP, WANGOCX.CNT, WANGOCX.HLP, WANGOCXD.CNT, WANGOCXD.HLP, WANGSHL.CNT, WANGSHL.HLP, WORDPAD.CNT, WORDPAD.HLP


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

System

Everyone
FC

RWXD

FC

FC
FC

RWXD

FC

FC

FC

RX*

FC

FC



C:\WINNT\INF

C:\WINNT\INF\*.INF

C:\WINNT\INF\*.PNF


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

System

Everyone
FC

RWXD

FC

FC
FC

RWXD

FC

FC

FC

RX

FC

FC



C:\WINNT\MEDIA

C:\WINNT\MEDIA\*.MID

C:\WINNT\MEDIA\*.RMI

C:\WINNT\MEDIA\*.WAV


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

System

Everyone

Administrators

Everyone

System
FC

RWXD

FC

FC


FC

RWXD

FC

FC

FC

RX

FC

FC

FC

RX

FC



C:\WINNT\PROFILES\ADMINISTRATOR


Administrator

System

Administrators


FC
FC
FC


FC

FC

FC

C:\WINNT\PROFILES\ALL USERS
Administrators

Everyone

System


FC

RX

FC
FC

RX

FC

C:\WINNT\PROFILES\DEFAULT USERS
Administrators

Everyone

System


FC

RX

FC
FC

RX

FC

C:\WINNT\REPAIR

C:\WINNT\REPAIR\SETUP.LOG


Administrators

Everyone

Creator/Owner

Power Users

System

Everyone
FC

RX

FC

RWXD

FC
FC

RX

FC

RWXD

FC

FC

C:\WINNT\SHELLNEW


Everyone
FC
FC

C:\WINNT\SYSTEM

C:\WINNT\SYSTEM\*.DLL, *.DRV & MMTASK.TSK

C:\WINNT\SYSTEM\SETUP.INF
Administrators

Everyone

Creator/Owner

System

Everyone

Administrators

Everyone

System


FC

RWXD

FC

FC


FC

RWXD

FC

FC

FC

FC

RX

FC

C:\WINNT\SYSTEM32\

C:\WINNT\SYSTEM32\*.*

C:\WINNT\SYSTEM32\*.PNF, *.REG, *.TRN, $WINNT$.INF, CMC.DLL, CONFIG.TMP, MAPISP32.EXE, MAPISRVR.EXE, MAPISVC.INF, MAPIU.DLL, MAPIU32.DLL, MAPIX.DLL, MAPIX32.DLL, MDISP.TLB, MDISP32.EXE, MDISP32.TLB, MINET32.DLL, ML3XEC16.EXE, MLCFG32.CPL, MMFMIG32.DLL, MSFS32.DLL, MSPST32.DLL, OEMNAD0.INF, WGPOADMN.DLL, WGPOCPL.CPL, WMSFR32.DLL, WMSUI32.DLL 

C:\WINNT\SYSTEM32\LOCALMON.DLL 


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

System

Everyone

Administrators

Everyone

Creator/Owner

Power Users


FC

RWXD

FC

FC


FC

RWXD

FC

FC

FC

RX*

FC

FC

FC

RX

FC

RWXD

C:\WINNT\SYSTEM32\CONFIG\

C:\WINNT\SYSTEM32\CONFIG\*.LOG, *.SAV, SAM, SECURITY, SYSTEM.ALT


Administrators

Everyone

Creator/Owner

System

Everyone


FC

RX

FC

FC
FC

RX

FC

FC

FC



C:\WINNT\SYSTEM32\DHCP


Administrators

Everyone

Creator/Owner

System


FC

RX

FC

FC
FC

RX

FC

FC

C:\WINNT\SYSTEM32\DRIVERS

C:\WINNT\SYSTEM32\DRIVERS\Current NIC Drivers


Administrators

Everyone

Creator/Owner

System

Everyone
FC

RX

FC

FC


FC

RX

FC

FC

FC

C:\WINNT\SYSTEM32\DRIVERS\ETC


Administrators

Everyone

Creator/Owner

System
FC

RX

FC
FC
FC

RX

FC
FC

C:\WINNT\SYSTEM32\OS2\

C:\WINNT\SYSTEM32\OS2\*.*


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

System


FC

RWXD

FC

FC
FC

RWXD

FC

FC

FC

RX

FC

C:\WINNT\SYSTEM32\OS2\DLL

C:\WINNT\SYSTEM32\OS2\DLL\*.*


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

System
FC

RWXD

FC

FC
FC

RWXD

FC

FC

FC

RX

FC



C:\WINNT\SYSTEM32\RAS

C:\WINNT\SYSTEM32\RAS\*.*


Administrators

Everyone

Creator/Owner

Power Users

System

Administrators

Everyone

System


FC

RWXD

FC

RWXD

FC
FC

RWXD

FC

RWXD

FC

FC

RX

FC



C:\WINNT\SYSTEM32\REPL


Administrators

Everyone

Creator/Owner

System
FC

RX

FC

FC
FC

RX

FC

FC



C:\WINNT\SYSTEM32\REPL\EXPORT


Administrators

Everyone

Creator/Owner

Replicator

System


FC

RX

FC

RWXD

FC
FC

RX

FC

RWXD

FC

C:\WINNT\SYSTEM32\REPL\IMPORT
Administrators

Everyone

Creator/Owner

Replicator

System
FC

RX

FC

RWXD

FC


FC

RX

FC

RWXD

FC

C:\WINNT\SYSTEM32\SPOOL


Administrators

Everyone

Creator/Owner

Power Users

System


FC

RX

FC

RWXD

FC
FC

RX

FC

RWXD

FC

C:\WINNT\SYSTEM32\VIEWERS

C:\WINNT\SYSTEM32\VIEWERS\*.*


Administrators

Everyone

Creator/Owner

System

Administrator

Everyone

System


FC

RWXD

FC
FC
FC

RWXD

FC

FC

FC

RX

FC

C:\WINNT\SYSTEM32\WINS


Everyone
FC
FC

Table 4.6: Windows NT Server Default NTFS Permissions

*By Default, the group Administrators is owner of all files in the system drive.

Location
Group
Directory

Permissions
File

Permissions



Root of System Drive


Everyone
FC
FC 

C:\TEMP
Administrators

Everyone

Creator/Owner

Server Operators

System


FC

RWXD

FC

RWXD

FC


FC

RWXD

FC

RWXD

FC

C:\WINNT (%SystemRoot%)

C:\WINNT\*.*

C:\WINNT\NOTEPAD.EXE, WIN.INI, SYSTEM.INI, CONTROL.INI, TASKMAN.EXE, SETUP.OLD, SETUPLOG.TXT, *.BMP (Except for LANMANNT.BMP, LANMA256.BMP, ZAPOTEC.BMP, SOLSTICE.BMP)


Everyone

Administrators

Everyone

Server Operators

System

Everyone
FC


FC

FC

RX*

RWXD

FC

FC

C:\WINNT\CONFIG

C:\WINNT\CONFIG\*.*


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System
FC

RWXD

FC

RWXD

FC


FC

RWXD

FC

RWXD

FC

FC

RX

RWXD

FC



C:\WINNT\CURSORS

C:\WINNT\CURSORS\*.*
Administrators

Everyone

Creator/Owner

Server Operators

System

Everyone
FC

RWXD

FC

RWXD

FC


FC

RWXD

FC

RWXD

FC

FC

C:\WINNT\FONTS

C:\WINNT\FONTS\*.*


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System


FC

RWXD

FC

RWXD

FC
FC

RWXD

FC

RWXD

FC

FC

RX

RWXD

FC

C:\WINNT\HELP

C:\WINNT\HELP\*.*

C:\WINNT\HELP\EXCHNG.CNT, EXCHNG.HLP, IEXPLORE.CNT, IEXPLORE.HLP, INT-MAIL.CNT, INT-MAIL.HLP, MSFS.CNT, MSFS.HLP, MSNAUTH.CNT, MSNAUTH.HLP, PINBALL.CNT, PINBALL.HLP, SCANPST.HLP, WANGIMG.CNT, WANGIMG.HLP, WANGOCX.CNT, WANGOCX.HLP, WANGOCXD.CNT, WANGOCXD.HLP, WANGSHL.CNT, WANGSHL.HLP, WORDPAD.CNT, WORDPAD.HLP


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System

Everyone
FC

RWXD

FC

RWXD

FC
FC

RWXD

FC

RWXD

FC

FC

RX*

RWXD

FC

FC



C:\WINNT\INF

C:\WINNT\INF\*.INF

C:\WINNT\INF\*.PNF


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System

Everyone
FC

RWXD

FC

RWXD

FC
FC

RWXD

FC

RWXD

FC

FC

RX

RWXD

FC

FC



C:\WINNT\MEDIA

C:\WINNT\MEDIA\*.MID

C:\WINNT\MEDIA\*.RMI

C:\WINNT\MEDIA\*.WAV


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System

Everyone

Administrators

Everyone

Server Operators

System


FC

RWXD

FC

RWXD

FC


FC

RWXD

FC

RWXD

FC

FC

RX

RWXD

FC

FC

FC

RX

RWXD

FC



C:\WINNT\PROFILES\ADMINISTRATOR


Administrator

System

Administrators


FC
FC
FC


FC

FC

FC

C:\WINNT\PROFILES\ALL USERS
Administrators

Everyone

System


FC

RX

FC
FC

RX

FC

C:\WINNT\PROFILES\DEFAULT USERS
Administrators

Everyone

System


FC

RX

FC
FC

RX

FC

C:\WINNT\REPAIR

C:\WINNT\REPAIR\*._, DA._

C:\WINNT\REPAIR\SETUP.LOG


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

System

Everyone


FC

RX

FC

RWXD

FC
FC

RX

FC

RWXD

FC

FC

FC

FC

C:\WINNT\SHELLNEW


Everyone
FC
FC

C:\WINNT\SYSTEM

C:\WINNT\SYSTEM\*.DLL, *.DRV & MMTASK.TSK

C:\WINNT\SYSTEM\SETUP.INF
Administrators

Everyone

Creator/Owner

Server Operators

System

Everyone

Administrators

Everyone

Server Operators

System


FC

RWXD

FC

RWXD

FC


FC

RWXD

FC

RWXD

FC

FC

FC

RX

RWXD

FC

C:\WINNT\SYSTEM32\

C:\WINNT\SYSTEM32\*.*

C:\WINNT\SYSTEM32\*.PNF, $WINNT$.INF, CONFIG.TMP, OEMNAD0.INF 

C:\WINNT\SYSTEM32\LOCALMON.DLL 


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System

Everyone

Administrators

Everyone

Creator/Owner

Server Operators

Print Operators


FC

RWXD

FC

RWXD

FC


FC

RWXD

FC

RWXD

FC

FC

RX*

RWXD

FC

FC

FC

RX

FC

FC

FC

C:\WINNT\SYSTEM32\CONFIG\

C:\WINNT\SYSTEM32\CONFIG\*.*

C:\WINNT\SYSTEM32\CONFIG\*.LOG, *.SAV, SAM, SECURITY, SYSTEM.ALT


Administrators

Everyone

Creator/Owner

System

Administrators

Everyone

Server Operators

System

Everyone


FC

(RX) list

FC

FC
FC

FC

FC

FC
RX*

RWXD

FC

FC



C:\WINNT\SYSTEM32\DHCP


Administrators

Everyone

Creator/Owner

Server Operators

System


FC

RX

FC

FC

FC
FC

RX

FC

FC

FC

C:\WINNT\SYSTEM32\DRIVERS

C:\WINNT\SYSTEM32\DRIVERS\*.*

C:\WINNT\SYSTEM32\DRIVERS\Current NIC Drivers


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System

Everyone
FC

RX

FC

FC

FC


FC

RX

FC

FC

FC

FC

RX

RWXD

FC

FC

C:\WINNT\SYSTEM32\DRIVERS\ETC

C:\WINNT\SYSTEM32\DRIVERS\ETC\*.*


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System


FC

RX

FC

FC

FC


FC

RX

FC

FC

FC

FC

RX

RWXD

FC

C:\WINNT\SYSTEM32\OS2\

C:\WINNT\SYSTEM32\OS2\*.*


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System


FC

RWXD

FC

RWXD

FC
FC

RWXD

FC

RWXD

FC

FC

RX

RWXD

FC

C:\WINNT\SYSTEM32\OS2\DLL

C:\WINNT\SYSTEM32\OS2\DLL\*.*


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System


FC

RWXD

FC

RWXD

FC
FC

RWXD

FC

RWXD

FC

FC

RX

RWXD

FC



C:\WINNT\SYSTEM32\RAS

C:\WINNT\SYSTEM32\RAS\*.*

C:\WINNT\SYSTEM32\RAS\

RASPHONE.PBK


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrators

Everyone

Server Operators

System

Everyone
FC

RWXD

FC

FC

FC
FC

RWXD

FC

FC

FC

FC

RX

RWXD

FC

FC

C:\WINNT\SYSTEM32\REPL


Administrators

Everyone

Creator/Owner

Server Operators

System


FC

RX

FC

FC

FC


FC

RX

FC

FC

FC

C:\WINNT\SYSTEM32\REPL\EXPORT


Administrators

Everyone

Creator/Owner

Replicator

Server Operators

System


FC

RX

FC

RWXD

RWXD

FC
FC

RX

FC

RWXD

RWXD

FC

C:\WINNT\SYSTEM32\REPL\IMPORT
Administrators

Everyone

Creator/Owner

Replicator

Server Operators

System


FC

RX

FC

RWXD

RWXD

FC


FC

RX

FC

RWXD

RWXD

FC

C:\WINNT\SYSTEM32\SPOOL


Administrators

Everyone

Creator/Owner

Server Operators

Print Operators

System


FC

RX

FC

FC

FC

FC
FC

RX

FC

FC

FC

FC

C:\WINNT\SYSTEM32\VIEWERS

C:\WINNT\SYSTEM32\VIEWERS\*.*


Administrators

Everyone

Creator/Owner

Server Operators

System

Administrator

Everyone

Server Operators

System


FC

RWXD

FC

RWXD
FC
FC

RWXD

FC

RWXD

FC

FC

RX

RWXD

FC

C:\WINNT\SYSTEM32\WINS


Everyone
FC
FC

In addition to NT’s default NTFS permissions, drives that are converted to NTFS after an installation through the use of CONVERT.EXE leave the entire volume’s permissions set to Everyone – Full Control. 

NTFS Permissions and the Group “Everyone”

NT’s security for NTFS volumes contain the group “Everyone”, which is the group in which it’s Internet and Guest accounts reside, as well as Null Session accounts, granting it excessive permissions and presenting a grave security risk.  As you will see throughout this paper, the group Everyone possesses unnecessarily excessive permissions throughout each of NT’s security components.  

By default, the group Everyone possesses the following excessive permissions:

· Full Control to the root of each logical NTFS drive

· Full Control to \WINNT 

· Change access to \SYSTEM32

As was stated earlier, Full Control implies the ability to both change existing permissions on files and directories and to take ownership of those same objects.   These permission sets should be altered to severely restrict the group Everyone’s access to the file system, if not remove it entirely, replacing it instead with Users or Authenticated Users (post-SP3) to remove the danger of unauthorized, and possibly unauthenticated, access to files and directories.

Special Security Note:

Windows NT relies on two volumes to successfully boot into the operating system, these are the boot partition and the system partition, and sometimes they are one in the same.  The boot partition contains the critical NT startup files necessary to load the operating system, these files are the BOOT.INI, NTLDR, NTDETECT.COM, and NTBTDD.SYS (for SCSI systems).  The system partition contains the file and directory structure that houses all of NT’s library and executable files.  Often times both reside on the same partition, such as C:\.  To ensure the integrity of these files, remove all user or group permissions to these files, except for Administrators and the SYSTEM account.  For the AUTOEXEC.BAT and CONFIG.SYS, set the permissions to include EVERYONE with READ access, in addition to the permissions above.

Securing Specific NT File Systems

There are some distinct differences in the general daily use of both NT Server and Workstation, which effect the manner in which file system security is applied.  This next section will review some of these differences and how custom permission sets placed on the NTFS volume can greatly enhance overall type security.

Securing Workstation NTFS File Systems

Workstations are, by nature, designed primarily for interactive sessions servicing a wide variety of functions in an organization.  They can be configured to be anywhere from a kiosk-like information console to a high-end CAD Workstation and everywhere in between.  Because of the dynamic nature of the wide variety of software that can be installed on an NT Workstation in conjunction with the desired functionality and the varying levels of possible interactive users, developing NTFS security can be a difficult process to undertake.   Throw in additional components such as Peer Web Services and file sharing via the Server service and you have a true administrative headache.  

Prior to developing NTFS permission sets for Workstation environments, it is important to coordinate software permission requirements with the types of users and/or groups who will be accessing the Workstation.  These permission sets should also coincide with level of access to the Operating System you want to grant each user or group.  With this in mind, below are some common NTFS security concerns for NT Workstation.

· Remove the group Everyone, replacing it with the group Users or (Authenticated Users).   If you are using Peer Web Services, make sure that explicit NTFS permissions (Read) exist that grant the IUSR_COMPUTERNAME account access only to the directories containing web-related data.  Make sure that the account is explicitly given No Access to the rest of the file system.

· Restrict standard user permissions to Read-only in directories housing program-related executables and dependent files.  A caveat exists here with concern to temporary data for programs and where it is stored.  Only with proper testing can you determine where a program writes it’s temporary files and either expand the permissions for the designated directory or alter the location to a more acceptable location should the program permit it.  

· Designate areas where Users can write both temporary data and, when applicable, where they might house more permanent, personal data.  Depending on your particular network environment, this may be on the local station, on a network accessible share or both.  

Securing Server NTFS File Systems

Servers, whether they are Domain Controllers or Stand-alone systems, also service a wide variety of functions, all of which involve remote or network accessibility issues.  Much of the NTFS permissions that are applied to a Server (outside of the system files for NT) should be designed to protect data that is accessible in the NTFS file system through Network Shares or Internet Information Server.  

· Interactive console access to a server should be limited strictly to server administration staff, this means only those users who may be members of Administrators, Domain Admins, Backup Operators and Server Operators, as well as any custom server administration groups your environment may require.  In multi-server or multi-domain environments, console access to a server might be further segmented along organizational or physical location boundaries.

· Remove Everyone, Users and any other extraneous user or group accounts from the files and directories directly associated with the Operating System, as these are not readily accessible to network users and there presence in the permission architecture is an unnecessary security risk.  

· Create Directories, preferably on a separate logical drive from the volume housing the system partition, to house User data and applications that you will make accessible via Network Shares.  This ensures that, in the event no quota software is being used, User’s copying data to the Network Share won’t run the system partition out of critical disk space.

· When designing directory structures that are intended for network accessibility, ensure that the data sets used by the largest common number of individuals are located in the root of the directory.  If you are going to “nest” data sets in subdirectories of a network-accessible directory, remember that permissions are cumulative and that Share permissions override NTFS permissions (see the following section on Network Shares for more information on Share permissions) 

C2 File Permissions

With Microsoft’s first release of it’s Resource Kit for both Server and Workstation can a tool called C2CONFIG.EXE, which diagnoses a systems existing security standards and rates them against Microsoft’s interpretation of C2 security.  One of the options available when using this tool is to reset the existing NTFS permissions on a volume to purported C2 standards.  Within the Resource Kit’s installation directory you may find the file C2NTFACL.INF.  This file contains the settings that the C2 Configuration Editor will use to reset NTFS permissions with.  Below in table 4.7 are the contents of C2NTFACL.INF.

Table 4.7: Contents of C2NTFACL.INF

Location


C2 Permissions

[%SystemDrive%\]
Everyone - Read

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemDrive%\*.*]
Everyone - Full Control



[%SystemDrive%\IO.SYS]

[%SystemDrive%\MSDOS.SYS]
Everyone - Change

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemDrive%\BOOT.INI]

[%SystemDrive%\NTDETECT.COM] [%SystemDrive%\NTLDR.]


BUILTIN\Administrators - Full Control

SYSTEM - Full Control

[%SystemDrive%\AUTOEXEC.BAT]

[%SystemDrive%\CONFIG.SYS]


Everyone - Read

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemDrive%\TEMP\!]
Everyone - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemDrive%\USERS\!]
Everyone - List

BUILTIN\Administrators - RWXD

SYSTEM - Full Control



[%SystemDrive%\USERS\DEFAULT\!]


Everyone - RWX

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemDrive%\WIN32APP\!]


Everyone - Read

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\!]
Everyone - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\*.*]
Everyone - Read

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemRoot%\*.INI]


Everyone - Change

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemRoot%\LOCALMON.DLL]

[%SystemRoot%\PRINTMAN.HLP]
Everyone - Read

BUILTIN\Power Users - Change

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemRoot%\REPAIR\!]
BUILTIN\Administrators - Full Control



[%SystemRoot%\SYSTEM\*.*]


Everyone - Read

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\*.*]
Everyone - Read

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\AUTOEXEC.NT]

[%SystemRoot%\SYSTEM32\CMOS.RAM]

[%SystemRoot%\SYSTEM32\CONFIG.NT]

[%SystemRoot%\SYSTEM32\MIDIMAP.CFG]


Everyone - Change

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\PASSPORT.MID]


Everyone - Full Control

[%SystemRoot%\SYSTEM32\CONFIG]

[%SystemRoot%\SYSTEM32\CONFIG\*.*]


Everyone - List

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\CONFIG\DEFAULT.LOG]

[%SystemRoot%\SYSTEM32\CONFIG\SAM.]

[%SystemRoot%\SYSTEM32\CONFIG\SAM.LOG]

[%SystemRoot%\SYSTEM32\CONFIG\SECURITY.]

[%SystemRoot%\SYSTEM32\CONFIG\SECURITY.LOG]

[%SystemRoot%\SYSTEM32\CONFIG\SYSTEM.]

[%SystemRoot%\SYSTEM32\CONFIG\SYSTEM.ALT]

[%SystemRoot%\SYSTEM32\CONFIG\SYSTEM.LOG]


Everyone - Full Control

[%SystemRoot%\SYSTEM32\CONFIG\USERDEF.]
Everyone - Read

SYSTEM - Change

BUILTIN\Administrators - Full Control



[%SystemRoot%\SYSTEM32\DHCP\!]


Everyone - Read

BUILTIN\Power Users - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\DRIVERS\!]


Everyone - Read

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\OS2\OSO001.009]


Everyone - Read

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\OS2\DLL\DOSCALLS.DLL]


Everyone - Read

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\OS2\DLL\NETAPI.DLL]


Everyone - Full Control

[%SystemRoot%\SYSTEM32\RAS]


Everyone - Read

BUILTIN\Power Users - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\RAS\*.*]


Everyone - Read

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\REPL\!]


Everyone - Read

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\REPL\EXPORT]

[%SystemRoot%\SYSTEM32\REPL\EXPORT\*.*]
Everyone - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\REPL\EXPORT\SCRIPTS]

[%SystemRoot%\SYSTEM32\REPL\EXPORT\SCRIPTS\*.*]
Everyone - Read

BUILTIN\Replicator - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\REPL\IMPORT]

[%SystemRoot%\SYSTEM32\REPL\IMPORT\*.*]


Everyone - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\REPL\IMPORT\SCRIPTS]

[%SystemRoot%\SYSTEM32\REPL\IMPORT\SCRIPTS\*.*]
Everyone - Read

BUILTIN\Replicator - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\SPOOL\!]


Everyone - Read

BUILTIN\Power Users - Change

BUILTIN\Administrators - Full Control

CREATOR OWNER - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\SPOOL\DRIVERS\W32X86\1]


Everyone - Full Control

[%SystemRoot%\SYSTEM32\SPOOL\PRTPROCS\W32X86\WINPRINT.DLL]


Everyone - Read

BUILTIN\Power Users - Change

BUILTIN\Administrators - Full Control

SYSTEM - Full Control



[%SystemRoot%\SYSTEM32\WINS\!]
Everyone – Full Control



NOTE: the exclamation point (!) is used by C2CONFIG.EXE to represent NTFS permission changes that effect both the current directory as well as all files and subdirectories of that directory.  For more information, consult the C2NTFACL.INF file for configuration information.

As you can see the group Everyone, even under what is considered C2 standards of file system access, still possesses a wide range of access to an NTFS volume.  Thankfully the file C2NTFACL.INF is editable, making it possible for an administrator who wishes to use this tool capable of editing it for stricter security. 

Copying or Moving Files and NTFS Permissions

Copying or moving files and directories is a day-to-day occurrence in today’s computing environment.  When these files or directories are copied or moved within or between NTFS volumes, permissions may or may not change depending on the type of operation.  Figure 4.12 shows the various file operations and their effects on NTFS permissions
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Figure 4.12: File Operations and NTFS Permissions

As you can see from Figure 4.12, in most cases files that are copied or moved inherit the permissions of the target directory, except in the instance of a move operation within the same NTFS volume, in which case the file or directory retains it’s original permissions.  When files are copied of moved to a FAT partition, all permission information are removed.  

It is also important to note that when a file is copied, the new file’s owner is the user who initiated the copy operation.  

NTFS, NT’s Recycle Bin and Deleted Files

When files are deleted on an NTFS volume, they are actually stored in the directory RECYCLER, in a subdirectory (using the Recycle Bin icon) that uses the interactive user’s SID as it’s name (see figure 4.13).  

Figure 4.13: NT’s NTFS Recycle Folder
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This folder will contain any files locally deleted during the users interactive session.  These files will survive logoff and will remain in the user’s Recycle Bin until they are deleted by emptying the Recycle Bin.  While in the Recycle Bin, these files may be vulnerable to intrusion.  Two options currently exist, when deleting files from the file system.  The first option involves simply hold down the SHIFT key while deleting the files and this will bypass the use of the Recycle Bin altogether.  The second option involves disabling the Recycle Bin completely.  The decision to do so should be weighed against the consequences of losing files without the any quick method for recovery..  Once it has been deleted, the file must either be reinstalled or retrieved using a disk editing and recovery tool, such as the one available with Symantec’s Norton Utilities for NT.  Figure 4.14 shows how the Recycle Bin might be disabled through the Properties menu option on the Recycle Bin.  

Figure 4.14: Disabling NT’s Recycle Bin
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In addition to disabling the Recycle Bin, an administrator might opt to completely remove the Recycle Bin from the desktop.  This might be useful in a lab or kiosk-like environment.  To do so, simply open the system Registry using REGEDT32.EXE and delete the following subkey:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Desktop\NameSpace\{645FF040-5081-101B-9F08-00AA002F954E}

As with disabling the Recycle Bin, the decision to completely remove the Recycle Bin from the Desktop should be weighed against its design function.  To re-enable the Recycle Bin, simply re-add the value above to the target system’s Registry.

Securing Network Shares

Determining the types of network access to shared data represents one of the major conflicting concerns of network administrators.  Why?  The first concern of any network administrator deals with making shared data and applications accessible to those users or groups who require access to it.  Their second concern is how to protect that data from unauthorized access, alteration or deletion – whether it is intentional or otherwise.  Understanding how Network Shares work in conjunction with the resident file system is critical to the advanced file sharing functionality that is integral to any network environment.  

Windows NT implements access to shared resources through NT’s Server Messaging Block (SMB) server and redirector services.  Because of NT’s reliance on SMB and NetBIOS protocols for establishing file-sharing sessions, a potential for intrusion exists if these two types of traffic are not controlled or monitored from areas off of a controlled network, such as unauthenticated or unauthorized users browsing in from the Internet.  Without some sort of filtering, such as through a router, a Proxy Server or a firewall, these user types can enumerate shared resources and servers, making it that much easier for them to pinpoint and assault systems on your network.   Administrators of NT are also advised to restrict anonymous and Null Session browsing and enumeration of controlled network resources to further secure systems from assault.    

To make data accessible over the network, NT uses the concept of Network Shares, which can be used to make directories within a local file system available from the network.  The ability to create a Network Share is provided by the Server service.  Many administrators of both Windows NT Workstation and Server opt to disable the Server (and Computer Browser) services on NT Workstations within their environment for both security and bandwidth management purposes.  This is an advisable option should you possess the power to make such a decision, since it will cut down on the possible security risks associated with network file sharing, as well as reducing the overall bandwidth utilization of each Workstation.

Who can create Network Shares? This depends on the type of NT system the share is being created on.  Table 4.8 shows which groups can create Network Shares on the various NT platform types:

Table 4.8: Groups Capable of Creating Shares 

Windows NT System Type


Groups Capable of 

Creating Shares



NT Workstation


Administrators

Power Users



NT Server


Administrators

Power Users



NT Domain Controller


Administrators

Server Operators



*In order to share a directory, a User must possess at least the LIST permission.

Setting Up Secure Shares

When creating Shares, several security concerns exist that may adversely effect a file system’s integrity, these are:

· When a new network Share is created, the default security on the Share is Everyone – Full Control.  This is most likely because Microsoft had intended to make each new Share initially accessible to the broadest number of network users, leaving the file system’s NTFS permissions to perform whatever necessary security for access to files and directories.  

· New network Shares, by default, have no limit to the number of user connections.  On Windows NT Workstation, the maximum number of simultaneous connections to the system is 10, but on NT Server, no connection limit exists. 

· When used to share directories stored on a FAT volume, the Share security determines the level of access to files and directories, since FAT volumes do not possess any inherit security that might preclude unwanted deletion or modification. 

· When used to share directories stored on an NTFS volume, if the Share permissions are more restrictive then the NTFS permissions placed on directories within the Share, the Share permissions determine the level of access.  An example of this might be if a shared directory possesses the Share permissions of Everyone – Read but NTFS security on a file within the share is Everyone – Full Control, then the group Everyone would only possess Read permission to the contents of the share, barring a file or folder possessing more restrictive access.  

Figure 4.15 shows the Share Properties Page
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Hidden & Administrative Shares

Windows NT, by default, creates “administrative shares” during its installation.  These shares are “hidden” shares, meaning that they cannot be enumerated using Network Neighborhood when browsing a system’s shared resources.  Hidden shares are denoted by a suffix of “$” following the share name. These hidden administrative shares are created at the root of each logical drive (C$, D$, E$) and for the %SystemRoot% subdirectory (ADMIN$).  The permissions for these Shares dictate that only members of the administrator’s group can access them and the permissions themselves cannot be altered.  Though extremely useful for remotely accessing the root of each drive of an NT system, in some secure environments it may be desirable for an administrator to disable administrative shares, such as with NT Workstation.  If this is the case, administrative sharing can be disabled by using either the following Registry edit or command line option:

· Via a simple registry edit, HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanServer\Parameters Use the value AutoShareServer with a DWORD hex value of 0 to disable administrative shares on an NT Server.             

Use AutoShareWks with a DWORD hex value of 0 to disable administrative shares on an NT Workstation.

· NET SHARE C$ /DELETE

NOTE:  This registry edit does not disable the PRINT$ share created on the folder %SystemRoot%\System32\Spool\Drivers when a printer is shared, nor does it disable the NETLOGON share created on the directory %SystemRoot%\System32\ Repl\Import\Scripts.

The use of hidden shares is not restricted to administrative sharing, any newly created share can be hidden by using the appended $ at the end of the share name at the time it is created.  This can be extremely useful for administrators who wish to share certain directories within a given file system but who do not wish to let it be widely advertised that it is being done.

Administrators of NT should periodically monitor systems for unnecessary or inappropriate sharing, especially in cases where users are also a member of Administrators or Power Users on their local station.  This can be done through either NT Server’s Server Manager or the 95/NT Client Administration Tools for NT Server Manager.  Using Server Manager, an administrator can attach to systems on a network and check to see that directories are being shared, hidden or not.

Part 5: Users, Groups & Security

Managing User & Group Security

Developing a standard of User & Group account policy can go a long way in preventing unwanted intrusion and increased overall network security, as well as reducing management overhead.  Windows NT possesses a variety of options for defining a more secure account policy, but as with many of NT’s security features, the defaults fail to provide adequate security for most environments.  In some cases, the default security settings either fails to fully secure a system or they are not enabled at all. 

If you look at figure 5.1, you’ll see that User & Group account policy accounts for a major portion of NT’s overall security options.  Not only does it define the method by which users are permitted to logon to NT systems, but it also defines how the remaining security components – such as NTFS permissions, Security Audits and Registry permissions – are implemented. 

Figure 5.1: NT’s Security Components
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But defining a scalable, secure and manageable account policy, both in terms of group membership and corresponding privileges, is no small task. If the account-related security needs of your network environment are extremely low to non-existent, NT’s default groups and privileges may suit your purpose, but for a majority of environments – whether they are homogeneous, mixed or exotic – customization of these settings will most likely be required.  

User Account Policy

Prior to creating accounts on an NT system, it is important to set the Account policy options.  These options control settings such as account lockout and password length.  Like many of NT’s security-related settings, most of the component parts of NT’s account policy are disabled.  To enable these settings, open User Manager (NT Workstation) or User Manager for Domains (NT Server), found in the Administrative Tools menu.  After opening User Manager (figure 5.2) select the Policies menu option. 
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Figure 5.2: NT’s User Manager for Domains (NT Server)

Next select Account option and the Account Policy window will appear (figure 5.3)

Figure 5.3: Default Account Policy Window (NT Server)
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As you can see from figure 5.3, many of the account policy features are not enabled.  These default values should be reset to create a more secure logon environment.  Table 5.1 shows NT’s default account policy and some recommended changes 

Table 5.1: User Account Policy Defaults

Account Policy Option


Default Setting
Recommended Setting

Maximum Password Age
Expire In 42 Days
45-60 Days *

(depending on your environment’s security needs, you may wish to alter this value to a stricter or more lax setting) 



Minimum Password Age
Allow Changes Immediately

when enabled, the default value is 1 day


5 Days

Minimum Password Length
Allow Blank Passwords

when enabled, the default value is 6


8 Characters 

(13 for High Security Environments)

Password Uniqueness
Do Not Keep Password History

when enabled, the default value is 5


10 Password Iterations

Account Lockout


No Account Lockout

when enabled, the default values are :

Lockout After  5 Bad Logon Attempts

Reset Count After 30 Minutes

Lockout Duration 30 Minutes

Account Lockout Enabled

Reset the Defaults To:

Lockout After 3 Bad Attempts

Reset Count After 60 Minutes

Lockout Duration 60 Minutes

(Forever or Until Admin Unlocks for High Security Environments)



Users must logon in order to change password 


Checkbox Empty
Checkbox Enabled

Forcibly disconnect remote users from server when logon hours expire 

(NT Server Only)


Checkbox Empty
Checkbox Enabled

NOTE:  These settings effect all of the User accounts created.  Separate Account Policy functions for individual accounts or groups are not currently supported under NT.

Secure Password Policy

Should a more restrictive password policy be required then that provided by NT’s standard acco8unt policy, an Administrator might opt to enable the Password Filtering option available with Service Pack 3.  This library, PASSFILT.DLL, enforces stricter password policy by requiring that they be at least 6 characters in length and contain at least three of the four following character classes: 

English upper-case letters




A, B, C…

English lower-case letters




a, b ,c ,…


Westernized Arabic numerals



0, 1, 2…


Non-alphanumeric (“special characters”)


?, !, ;…

To enable this policy, an Administrator must add the following Registry edit to the Domain Controller or other authenticating NT system

1. Open the target system’s Registry using REGEDT32.EXE 

2. Traverse to the subkey - HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

3. Add the value of “Notification Packages” as a REG_MULTI_SZ data type.  

4. Add the string PASSFILT.  

5. Make sure that the appropriate file, PASSFILT.DLL is copied from the directory containing an expanded Service Pack 3 (using the extraction option /X) to %SYSTEMROOT%\SYSTEM32.

6. Reboot the system

Modifying User Rights & Privileges

When defining an access strategy, it is important to visit NT’s default application of User rights to remove any potential security risks and redefine their use based on a more strict security policy.   When developing a User rights strategy for your environment, it is important to remember that the group Everyone also include Null and Anonymous sessions.  

Figure 5.4 shows a simple diagram used for defining access control and associative privileges.  The topmost group, Administrators, possesses the fewest members but also the highest degree of access control.  In most organizations, the members of the Administrators group are the most trusted individuals, responsible for overseeing network security and operability.  

Figure 5.4: Basic Access Control Diagram
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To modify User Rights from the GUI interface open NT's User Manager (NT Workstation) or User Manager for Domains (NT Server).  Select the Policies option, then User Rights (figure 5.5).

Figure 5.5: User Rights Selection in User Manager
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The User Rights Policy window will appear (figure 5.6).  Check the "Show Advanced User Rights" checkbox and browse the list of available rights from the dropdown list of User Rights.   

Figure 5.6: User Rights Policy Screen
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NT's User rights can also be modified from the command-line using the NT Server Resource Kit (Supplement II) tool, NTRIGHTS.EXE.  This command-line tool can be scripted and is extremely useful when creating custom security settings that are batched or part of a logon script.  Below are the command-line parameters for NTRIGHTS:

Table 5.2: NTRIGHTS

Usage: NTRIGHTS [+R/-R] Specified Right –U [User/Group] –M \\REMOTE_SYSTEM\User/Group –E 

Option


Function

+/- R


Grant/Revokes the defined Right for the specified User

-U


Defines the User/Group to receive the Right

-M


Used to assign the defined Right for the specified user on a remote system.



-E


Records the change to the System Event log

Windows NT breaks down User Rights into two categories, Standard and Advanced Rights.  Standard Rights are those that a more commonly by administrators when developing a security strategy. The advanced privileges are not commonly used, since they represent a set of rights normally reserved for Win32 development, system level processes or advanced administration.  It is of note that many of these privileges are not audited – even with Full Privilege Auditing enabled – or rather, are only audited at logon when they are assigned to a User’s token should successful logons be an option audited on the logon system. 

Standard Privileges

Access this Computer from the Network

(SeNetworkLogonRight)

This right allows users to access the system from a network.  Administrators of NT Domains should weigh which groups should be granted this type of access and which should be restricted (such as the group Everyone).  When granted to an account from a Domain Controller, the right permits the user to access all other Domain Controllers within the Domain.  When granted to an account from an NT Workstation or NT Server, the right permits access from the network to only that station.

Add Workstations to the Domain 

(SeMachineAccountPrivilege)

This privilege allows the user to add workstations to the Domain, making it a trusted system of the Domain and permitting pass-through authentication to occur from the local console.  By default both Domain Admins and Account Operators possess this privilege which cannot be revoked.  They may also, should they choose to do so, grant this privilege to other accounts. 

Back up Files and Directories 

(SeBackupPrivilege)

This privilege allows the user to bypass any NTFS security that would otherwise impede the user from gaining access to secured files or directories for the purpose of data backup.  Administrators of Windows NT systems should take great care with this privilege and it’s sister privilege, SeRestorePrivilege (Restore files and directories), as they represent a potential for security breaches.  When granted to an account from a Domain Controller, the user possesses this privilege on all Domain Controllers within the Domain, making it an even greater potential threat. When granted to an account from an NT Workstation or NT Server, the privilege only applies to that station.

Change the System Time

(SeSystemTimePrivilege) 

This privilege permits a user to change the system time.  This privilege can represent a potential hazard due to it’s indirect effect on synchronization and scheduled events and should be restricted to system administrators only.  When granted to an account from a Domain Controller, the user possessing this privilege can set the system time on all the Domain Controllers within a Domain. When granted to an account from an NT Workstation or NT Server, the user may only set the system time on that station.

Force Shutdown from a Remote System 

(SeRemoteShutdownPrivilege) 

This privilege is designed to allow an administrator of user to force the shutdown of a remote system.  This privilege is not currently used and is reserved for future use.

Load and Unload Device Drivers 

(SeLoadDriverPrivilege)

This privilege permits a user to load and unload Device drivers on an NT system.  Administrators of NT should restrict granting this privilege outside of the Administrators group, as it effects whether or not devices, such as the Network Adapter or SCSI devices, from functioning. When granted to an account from a Domain Controller, the user possessing this privilege can load or unload Device drivers on all the Domain Controllers within a Domain. When granted to an account from an NT Workstation or NT Server, the user may only load or unload Device drivers on that station.

Log on Locally.

(SeInteractiveLogonRight)

This right permits a user to logon locally to an NT system.  When developing an account strategy, an Administrator of NT might consider restricting specific accounts from local logon privileges to ensure greater security and remove the need for redundant security measures not normally required if security is set through Network shares/NTFS permissions. When granted to an account from a Domain Controller, the user possessing this right can logon locally to all the Domain Controllers within a Domain. When granted to an account from an NT Workstation or NT Server, the user may only logon locally to that station.

Manage Auditing and Security Log 

(SeSecurityPrivilege)

This privilege grants the user the ability to audit access to files and directories and other securable objects (such as Registry keys) but does not grant them access to the Security Audit Policy accessible in User Manager (and User Manager for Domains), which is only accessible to Administrators.  Administrators of NT should decide auditing procedures and should not permit users to determine which objects should be audited as overuse/misuse of NT’s auditing features can severely effect system performance. When granted to an account from a Domain Controller, the user possessing this privilege can set auditing functions on all the Domain Controllers within a Domain. When granted to an account from an NT Workstation or NT Server, the user may only set auditing features on that station.

Restore files and directories 

(SeRestorePrivilege)

This privilege permits a user to restore files and directories to an NT system, bypassing any NTFS security that would otherwise impede the user from gaining access to secured files or directories.  Like its sister privilege, SeBackupPrivilege 

(Back up Files and Directories), this right represents a potential security risk since a user with this right could potentially restore older or modified files to a file system, doing possibly irreparable damage. When granted to an account from a Domain Controller, the user possesses this privilege on all Domain Controllers within the Domain, making it an even greater potential threat. When granted to an account from an NT Workstation or NT Server, the privilege only applies to that station.

Shut down the system. 

(SeShutdown-Privilege)

This privilege permits a user to shutdown a system.  For this privilege to be extremely useful, Administrators must institute a method of securing both the power supply and the on/off switch for the computer.  For many modern Servers, this may not present a problem, but from most workstations, disabling the power switch and using additional physical security devices, such as lock-down cages, may be required. When granted to an account from a Domain Controller, the users possessing this privilege can shutdown any of the Domain Controllers within a Domain. When granted to an account from an NT Workstation or NT Server, the user may only shutdown that station.

Take ownership of files or other objects 

(SeTakeOwnershipPrivilege)

This privilege permits a user to take ownership of securable objects on an NT system, such as files, directories and printers.  This privilege means that a User can take ownership of an object even though it’s owner has not granted that right, therefore making it a privilege that should be reserved for members of the Administrator’s group. When granted to an account from a Domain Controller, the users possessing this privilege can take ownership of objects on any Domain Controllers within a Domain. When granted to an account from an NT Workstation or NT Server, the user may only take ownership of objects on that station.

Advanced Privileges

Act as Part of the Operating System

 (SeTcbPrivilege) 

This privilege grants a user the additional access necessary to perform functions as if it were a trusted part of the Operating System.  When a user possesses this right, they will have access to subsystem’s not normally accessible to user accounts, such as direct access to the SAM and SECURITY portions of the Registry.  Administrators of Windows NT systems should severely restrict the use of this right.  

Bypass Traverse Checking 

(SeChangeNotifyPrivilege) 

This privilege grants a user the right to traverse directories within an NTFS files system that they do not have permission to, in order to access files or subdirectories where they do have access.  This privilege is by default granted to the group Everyone and Administrators should consider restricting this right to only groups that are directly authenticated against NT’s security subsystem.  For systems requiring even stricter security, Administrators may wish to further restrict this privilege, especially when implementing NT’s POSIX subsystem. This privilege is not auditable.   

Create a Pagefile 

(SeCreatePagefilePrivilege)

This privilege grants the user the ability to create a pagefile.  Security is determined by a user’s access to the Registry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Management.  This privilege is not currently used and is reserved for future use.

Create a Token Object 

(SeCreateTokenPrivilege)

This privilege permits a user to create access tokens.  At present, only NT’s Local Security Authority has the ability to do this.  This privilege is not auditable.

Create Permanent Shared Objects 

(SeCreatePermanentPrivilege)

This privilege grants a user the ability to create permanent shared objects, such as \\Device, for use within Windows NT.  

Debug Programs

(SeDebugPrivilege)

This privilege grants a user the additional rights necessary to debug applications and services, as well as the ability to modify threads in real-time.  A recent assault, SECHOLE.EXE, has shown the power of this privilege for modifying a process while it is executing.  It should therefore be severely restricted. This privilege is not auditable.

Generate Security Audits 

(SeAuditPrivilege) 

This privilege permits a user to set security audits on an NT system.  The granting of this privilege should be limited to the Administrator’s of NT systems, as a user with this right can reset existing security audit policy. This privilege is not auditable

Increase Quotas 

(SeIncreaseQuotaPrivilege) 

This privilege grants a user the ability to set and resize disk quotas. This privilege is not currently used and is reserved for future use.

Increase Scheduling Priority 

(SeIncreaseBasePriorityPrivilege) 

This privilege permits a user to increase the scheduling priority of a process.  The granting of this right to users is not normally recommended, as a user with this privilege can set a process’s scheduling priority to REALTIME so that all other processes are starved for CPU access, resulting in a massive system slowdown and possible system failure.

Lock Pages in Memory

(SeLockMemoryPrivilege) 

This privilege allows a user to “lock” pages in memory so that they will not be written back to the pagefile.  This is not normally a recommended process, locking pages in memory removes those pages from reuse, limiting the overall amount of available RAM for other processes.

Log on as a Batch Job

(SeBatchLogonRight) 

This right grants a user the ability to logon to a system using NT’s batch queue facility. This right is not currently used and is reserved for future use.

Log on as a Service

(SeServiceLogonRight) 

These rights allows a user account to logon to a system and register itself as a system service, granting access to subsystems not normally accessible to standard user accounts.  Administrators may find this right useful for creating accounts for use with system services such as NT’s Schedule service.

Modify Firmware Environment Variables 

(SeSystemEnvironmentPrivilege)

This privilege permits a user to modify System, not User, environment variables that are stored in non-volatile RAM (on systems that support this type of configuration).

Profile Single Process 

(SeProfSingleProcess) 

This privilege, along with SeSystemProfilePrivilege (Profile System Performance), is used for performance tuning Windows NT.  This privilege allows for performance sampling of a single running process.

Profile System Performance 

(SeSystemProfilePrivilege) 

This privilege, along with SeProfSingleProcess (Profile System Performance), is used for performance tuning Windows NT.

This privilege allows a user to performance profile the entire system.  The use of this right should be restricted, as performance profiling of an entire system can result in degradation of a system’s performance.

Replace a process-level token

(SeAssignPrimaryTokenPrivilege) 

This privilege allows a user to replace a process’s Access Token, used to authenticate it against NT’s security subsystem.  This right should be severely restricted, as the ability to change Access Tokens represents a major security risk.  

Default Assignment of User Rights

By default, Windows NT assigns a fairly open set of privileges to established groups, creating a potential security risk (Table 5.3).  These default assignments should be reviewed and when possible, altered to meet a more secure set of privilege assignments.  It is important to note that where certain permissions may not be removed for purposes of access or management, Administrators may opt to audit the various components of these privileges to ensure that logging of success or failure may fill the security gap left by their assignment.  Table 5.4 contains recommendations on changes to NT's default User Rights assignments

Table 5.3: Default User Rights Settings

User Right/Privilege
Default Group(s) Possessing this Right/Privilege on NT Server
Default Group(s) Possessing this Right/Privilege on NT Workstation



Access this Computer from the Network

(SeNetworkLogonRight) - SP


Administrators

Everyone

 (On Non-DC Servers)

Administrators

Everyone

Power Users


Administrators

 Everyone 

Power Users



Act as Part of the Operating System

 (SeTcbPrivilege) - AP


Empty
Empty

Add Workstations to the Domain 

(SeMachineAccountPrivilege) - SP

.
Empty
Empty

Back up Files and Directories 
(SeBackupPrivilege) - SP


Administrators

 Backup Operators

Server Operators

 
Administrators

 Backup Operators



Bypass Traverse Checking 

(SeChangeNotifyPrivilege) - AP


Everyone
Everyone

Change the System Time
(SeSystemTimePrivilege) - SP


Administrators

Server Operators
Administrators

Power Users

Create a Pagefile 
(SeCreatePagefilePrivilege) - AP


Administrators
Administrators

Create a Token Object 
(SeCreateTokenPrivilege) - AP


Empty
Empty

Create Permanent Shared Objects 
(SeCreatePermanentPrivilege) - AP


Empty
Empty

Debug Programs
(SeDebugPrivilege) - AP


Administrators
Administrators

Force Shutdown from a Remote System 
(SeRemoteShutdownPrivilege) - SP


Administrators

Server Operators
Administrators

Power Users

Generate Security Audits 
(SeAuditPrivilege) - AP


Empty
Empty

Increase Quotas 
(SeIncreaseQuotaPrivilege) - AP


Administrators
Administrators

Increase Scheduling Priority 
(SeIncreaseBasePriorityPrivilege) - AP


Administrators
Administrators

Load and Unload Device Drivers 
(SeLoadDriverPrivilege) - SP


Administrators
Administrators

Lock Pages in Memory
(SeLockMemoryPrivilege) - AP


Empty
Empty

Log on as a Batch Job

(SeBatchLogonRight) - AP


Empty
Empty

Log on as a Service

(SeServiceLogonRight) - AP


Empty
Empty

Log on Locally.

(SeInteractiveLogonRight) – SP

Account Operators

Administrators

Backup Operators

Print Operators

Server Operators

(On Non-DC Servers)

Administrators

Everyone

Guests

Power Users

Users


Administrators

Everyone

Guests

Power Users

Users



Manage Auditing and Security Log 
(SeSecurityPrivilege) – SP


Administrators
Administrators

Modify Firmware Environment Variables 
(SeSystemEnvironmentPrivilege) - AP


Administrators
Administrators

Profile Single Process 
(SeProfSingleProcess) - AP


Administrators
Administrators

Profile System Performance 
(SeSystemProfilePrivilege) – AP


Administrators
Administrators

Replace a process-level token
(SeAssignPrimaryTokenPrivilege) – AP


Empty
Empty

Restore files and directories 
(SeRestorePrivilege) – SP


Administrators

Backup Operators

Server Operators


Administrators

Backup Operators

Shut down the system. 

(SeShutdown​Privilege) – SP


Account Operators

Administrators

Backup Operators

Print Operators

Server Operators

(On Non-DC Servers)

Administrators

Everyone

Guests

Poser Users

Users


Administrators

Everyone

Guests

Power Users

Users



Take ownership of files or other objects 
(SeTakeOwnershipPrivilege) – SP


Administrators
Administrators

*AP – Advanced User Privilege

*SP – Standard User Privilege

Table 5.4: Recommended Changes to Default User Rights

User Right
For NT Server
For NT Workstation



Access this Computer from the Network


Account Operators

Administrators*

Backup Operators

Domain Users

Print Operators

Server Operators


Administrators

Power Users

Users



Add Workstations to the Domain 


Administrators


No Change

Bypass Traverse Checking 


Possibly Everyone, replaced with specific User Groups*


Possibly Everyone, replaced with specific User Groups*

Force Shutdown from a Remote System 

Administrators

Server Operators


Administrators

Increase Quotas 

Administrators

Server Operators

Account Operators


Administrators



Load and Unload Device Drivers 

Administrators

Server Operators


No Change

Lock Pages in Memory

Administrators
Administrators

Log on Locally.


Account Operators

Administrators

Backup Operators

Server Operators

Print Operators


Administrators

Power Users

Users



Manage Auditing and Security Log 

Administrators

Server Operators


No Change

Modify Firmware Environment Variables 

Administrators

Server Operators


No Change

Shut down the system. 


Administrators

Backup Operators

Server Operators

Print Operators


Administrators

Power Users

Users



Take ownership of files or other objects 

Server Operators
No Change

Creating Secure Accounts

Once the account policy is set, User accounts can be created.  When creating a new account, either on a Server or a Workstation, an Administrator should determine the maximum level of access that User should possess and build the account accordingly.  It is often helpful to build template accounts and use the Copy function (available from the User drop-down menu within User Manager) to speed up the user creation process while maintaining a standard of security settings.  If you create the template accounts with a prefix of a ".", the accounts will remain at the top of the User Manager window for quick access.

To create an Account from the GUI interface, open User Manager (NT Workstation) or User Manager for Domains (NT Server).  Highlight the User menu option then "New User" and the New User window will appear (figure 5.8)

Figure 5.7: User Manager for Domains[image: image56.png][_[CIx]
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Figure 5.8: New User Window
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By default, NT sets the "User Must Change Password at Next Logon" checkbox for you.  Add the Username and whatever User Management information about the account you wish to maintain, then select the "Groups" button.  This will bring up the Group Membership window.  By default, all new accounts are placed in the Domain Users group.  The Primary Group option (NT Domain Controllers only) is designed for accounts that use POSIX applications or access resources through Windows NT's Services for Macintosh, enabling the primary group which permissions the accounts will be associated with. 

Figure 5.9: Group Memberships Window
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Once the appropriate groups have been added, close this window and return to the New User window. Next select the Profile button from the available options.  This will bring up the "User Environment Profile" window (figure 5.10).

Figure 5.10: User Environment Profile window
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An administrator concerned about controlling where a User may write their individual profiles to can set a path in the "User Profile Path" option, as well as set a custom logon script for that User account.  An administrator might also set a Home Directory path for the account.  All of the options in figure 5.10 take system variables, such as %USERNAME%, which facilitates the use of template accounts.  After creating any special paths, select "OK" and return to the New User window.  

Next select the "Hours" button (NT Domain Controllers only).  This will bring up the Logon Hours window (figure 5.11). This is an extremely useful tool for administrators looking to minimize the risks associated with off-hour access to network resources.  Highlight the times of day access should be allowed or disallowed and use the corresponding buttons to enforce the policy.  It is important to note that in order for this tool to function properly, an administrator must also use the "Force disconnect remote Users when logon hours expire" checkbox in the Accounts Policy window (Figure 5.3) to ensure that accounts that are left logged-on at the end of the day are logged off automatically.

Figure 5.11: Logon Hours Window
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An administrator should review the amount of off-work hours a user might access the system or Domain prior to setting this policy to ensure that workers are not impeded from completing necessary work over weekends or after hours.  Once this policy is set, return to the New User window and select the "Logon To" button.  This will bring up the Logon Workstations window (Figure 5.12)

Figure 5.12: Logon Workstations window
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An administrator may select up to eight workstations that a specific User account may use to access Domain resources through.  Once specified, close the window and return to the New Users window, next selecting the "Account" button, this will bring up the Account Information window (figure 5.13).

Figure 5.13: Account Information
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Here an administrator can set the account policy for expiration, as well as define the account type.  If an administrator selects the "End Of" radio button and specifies an end date for the account, at the end of the specified day, the account will disable itself, after which an administrator might opt to re-enable the account should the User still be employed.  Setting this type of policy is highly recommended, as it will disable forgotten or missed accounts after a certain period of time, removing the risk of exploitation and will force an administrator to review accounts at various intervals.  The Account type is by default set to Global Account.  This is so that the account can be used interactively within the Domain.  If the account is set to Local Account, then the account is used for members of an untrusted Domain to access resources within the Trusted Domain.  This account type cannot be used for interactive logons to stations within a Domain, nor will it be visible within the "Add Users and Groups" window of any system within the Trusting Domain.   Once you have completed setting this policy option, close the window and return to the New User window, next selecting the "Dialin" button.  This will bring up the Dialin Information window (figure 5.14).

Figure 5.14: Dialing Information

[image: image8.png]User

Cancel

I it i pason 3 e tp

CallBack:

& NoCallBack

© SetBy Callr

© PresetTo ]





Depending on whether or not the system is supporting NT's Remote Access Service (RAS) this option will allow and administrator to grant or deny the ability for the account to remotely access the system.  If selected, the administrator has the option to not allow the server to call the user back at their location, present the option to the user to allow the server to call them back at their location, or preset the callback number..  Once done, you can close this window and return to the New User window.  Select the Add button and the new account will be created.  

NOTE: On NT Workstation, only the Groups, Profile & Dialin buttons are available when creating new accounts.  This is due in part to Microsoft's design strategy of forcing security through Domain-authenticated accounts.

In addition to User Manager, NT's NET tool can aid an administrator in making changes to Account Policy, Users and Group (both Local and Global) settings from the command-line or from within a batch file.  These tools are especially helpful during deployments of NT or through scripted functions referenced in Login scripts.

NET ACCOUNTS (Table 5.5) allows an administrator to reset a station's Account Policy settings.

Table 5.5: NET ACCOUNTS [Option]

Switch


Definition

None


Displays the systems current user account settings 



/DOMAIN

(NT Workstation Only)
Used on an NT Workstation to force the command to occur on the Primary Domain Controller for the Domain.

 

/FORCELOGOFF:{Minutes|No}


Sets the number of minutes to wait before a logged on user is disconnected should their account possess time restrictions.  Setting this switch to No allows a user to remain logged on, but will not permit them to log back on during the time restriction should they log off.  The default value is No.

 

/LOCKOUTDUR:{Minutes}


Sets the account lockout duration when a user surpasses the value set in /LOCKOUTTHR: for unsuccessful logon attempts.



/LOCKOUTTHR:{Attempts|NEVER}


Sets the number of unsuccessful logon attempts an account will be permitted to process before locking the account.  NEVER disables account lockout.



/LOCKOUTWIN:{Minutes}


Sets the time window in which the lockout threshold number will be monitored.  If the lockout threshold is exceeded within the time window, the account is disabled for the account lockout duration value.



/MAXPWAGE:{Days|UNLIMITED}


Sets the amount of time a password is valid on a system, the default being 90 days.  The valid range of days an account can be 1 – 49710, but cannot be less than the minimum password age.  Unlimited disables the time limit.

 

/MINPWAGE:{Days}


Sets the minimum amount of time a password is valid on a system, the default being 0 (Disabled).  



/MINPWLEN:{Number}


Sets the minimum password length, the default being 6.  The valid range is 0 – 14.

/SYNC

(Domain Controllers Only)


Synchronizes the User/Group accounts database with the Primary Domain Controller.

/UNIQUEPW:{Number}


Sets the number of password changes that need to occur before a password can be used.  The maximum is 8 changes.

 

This NET command-line option is used to modify or view User accounts on an NT system.  NOTE: User accounts created using NET USER commands have LM authentication passwords stored in the SAM.  Administrators who have disabled the use of LM authentication through the LSA Registry edit and corresponding hotfix may experience problems when attempting to authenticate with these accounts should no NT authentication password exist within the SAM.

Table 5.6: NET USER [Options]

Switch


Definition

None


Displays Users on a system or a Domain

Username


Lists the account settings for the ID specified.

The following commands must be preceded by the Username option.



Password


The word placed after the Username will be used as the password for that account.  Here Password can be substituted for any desired password (under 14 characters)

 

*


Produces a password prompt.  In this way the password is not displayed.

/ACTIVE:{Yes|No}


Yes enables the account, No disables the account.  The default is enabled.

/ADD


Adds the specified Username as a new account on the system. 

/COMMENT:”Remarks”


Adds up to a 48-character comment string to the account.  Comments must be enclosed in quotation marks.



/COUNTRYCODE:{Number}


Denotes the Country code for the account so that the specified language files for Help screens and error messages will be displayed.  Entering a value of 0 uses the country code of the system the account is being installed to.



/DELETE


Deletes the specified account.

/DOMAIN

(NT Workstation Only)


Used on an NT Workstation to force the command to occur on the Primary Domain Controller for  the Domain

/EXPIRES:{Date|NEVER}


Specifies the date the account will expire.  Dates can be entered using the following formats:

11/09/97

Nov. 9

November, 9,1997

11/9

(Omitting the year defaults to the next occurrence of the specified date)

NEVER means the account will not expire.

  

/FULLNAME:”User’s Name”


The User’s full name

/HOMEDIR:{Path}


Sets the path to the designated User’s directory.  The path must exist.

/HOMEDIRREQ:{Yes|No}


Sets whether a home directory is required or not.

/PASSWORDCHG:{Yes|No}


Sets whether a user is permitted to change their own password, the default is Yes.

/PASSWORDREQ:{Yes|No}


Sets whether a password is required for an account or not.

/PROFILEPATH:{Path}


Sets the path for the storage location of a User’s Profile.

/SCRIPTPATH:{Path}


Sets a path for the User’s logon script.  Path should be relative to %SystemRoot%.

/TIMES:{Times|ALL}


Specifies the time and days of the week a User can access the system.  Time is expressed in one hour increments, either on a 12- or 24-hour clock.  Use of the 12-hour clock requires the use of AM or PM.  Days can be either spelled out (Monday) or abbreviated (M).

Multiple entries must be separated by colons and no spaces should exist in the data string. 

Example:

/TIMES:T,7AM-7PM:Wednesday,07:00-19:00:

Using ALL removes any time restrictions and represents the default.



/USERCOMMENT:”Remark”


An additional comment field.

/WORKSTATION:

{Computername [...] |*}


Sets the workstations on a network the account is permitted to use, up to eight stations can be specified, each separated by a comma.  Use of the Asterisk permits the account to access all systems.  

This command-line option is used to create, delete and manage Global groups in a Domain.

Table 5.7: NET GROUP [Option]

Switch


Definition

None


Displays global groups in the Domain. 

“Groupname”


When specified, denotes the group which is to be added, deleted modified or viewed, depending on additional variables in the NET GROUP command string.  Quotation marks should be used when specifying a group. 



Username [...]


Denotes the username or names that should be added or removed from the specified Groupname.  If multiple names are listed, they are to be separated  be a single space. 



/ADD


Adds a Global group, or adds a Username to a group.  The specified Username must exist before it is added to a group.

  

/COMMENT:”Remark”


Adds up to a 48-character comment string to the group.  Comments must be enclosed in quotation marks.



/DELETE


Deletes a Global group, or deletes a Username from a group.  

/DOMAIN

(NT Workstation Only)


Used on an NT Workstation to force the command to occur on the Primary Domain Controller for  the Domain.



This command-line option is used to modify or view Local groups on a system.

Table 5.8: NET LOCALGROUP [Option]

Switch


Definition

None


Displays the Server/Workstation name and the names of the Local groups on the system.

“Groupname”


Displays the members of the group specified.

Username [...]


Denotes the username or names that should be added or removed from the specified Group name.  If multiple names are listed, they are to be separated be a single space. 

If a member of another Domain, specify the Domain name preceding the User ID



/ADD


Adds a Local group, or adds a Username(s) to a group, or adds a Global group to a Local group. 

  

/COMMENT:”Remark”


Adds up to a 48-character comment string to the group.  Comments must be enclosed in quotation marks.



/DELETE


Deletes a Local group, or deletes a Username(s) or Global group from a Local group. 

 

/DOMAIN

(NT Workstation Only)


Used on an NT Workstation to force the command to occur on the Primary Domain Controller for the Domain.



NT's Default, Special & Built-in Accounts 

Administrator

This account was designed for administration of the local system, whether it is an NT Workstation, NT Server or a Domain Controller.  By default, this account has complete control and access to the entire station, enabling it to perform necessary administrative tasks.   During the installation process, setup creates this account without a password.  By default, this account cannot be locked out, nor can it be disabled or deleted, making it an extremely desirable target for any hacker looking to gain access to a system.   Several steps should be taken to ensure that this account is kept as secure as possible:

· Rename the account, to further obscure the account, remove the default Description “Built-in account for administering the computer/domain” so that this extended information cannot be queried as a method of locating the renamed account.  This can be done from within User Manager by selecting User, then Rename (see figure 5.15)

Figure 5.15: Renaming the Administrator Account
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· Create a complex password containing 13 characters or more.  

· Set the account so that it can be locked out.  Use the NT Server Resource Kit tool PASSPROP.EXE, which sets a more restrictive password policy on the Administrator account and enables lockout from the network, while still allowing local console access should the account be locked out due to repeated Network logon failures.

· Avoid using the account over a network or from stations that you are unfamiliar with, as your authentication sequence can be monitored, regardless of the interrupt generated by the Secure Attention Sequence in Winlogon.  Your efforts may also be recorded by other means such as video surveillance.  

· It may also be desirable to disable the Administrators account’s ability to access systems from the network, making it less of a danger should anyone who does not possess physical access to a server console compromise the account. Audit logon and logoff sessions.  Also consider auditing the SAM file of your Domain Controllers or secure Workstations to note access requests to the accounts database (for more on SAM auditing, see Part 6: Auditing for Security)

· Consider creating a dummy Administrator account called, what else, “Administrator”.  Grant it no access to the system and create a fairly complex password for it.   If you are auditing failed logon attempts, the Security Event logs will contain multiple failed logon attempts of Logon Type 3 “Network” or (hopefully not) 2, “Interactive”.

· For administrative purposes, create separate administrator accounts, possibly with more restrictive or compartmentalized access.  Also, create separate User accounts for daily logon and use to further minimize the risk of compromise. 

· Always (always, always) logoff, either from the server console or a workstation when using an administrator’s account, this further reduces the possibility of an internal hacker from bypassing a locked console and gaining access to an administrator’s access privileges.

Guest

This account is, by default, disabled on all installations of NT, both Workstation and Server.  Its primary purpose is to provide a restricted account for local access to NT Workstations and Stand-alone NT Servers.  The real danger in this account lies in both its membership in the group Everyone and its access to the console.  Several assaults, such as GETADMIN and SECHOLE exploit interactive access to gain greater privileges on the local station, which might ultimately lead to greater access to network resources.   Careful planning and precautions should be taken if this group is to be utilized.  On those stations where a guest account will be used, the following recommendations should be followed:

· Enable strict NTFS security in the file system, be careful to explicitly set permissions for the Guest account and be aware of its membership in the group Everyone.  NTFS permissions are cumulative, so simply setting READ access may not be sufficient should Everyone exist in the same ACL with CHANGE access.

· Audit the station(s) activities.  Ensure that the log files are protected

· Restrict the Guest account from access to the network whenever possible.  When creating information kiosk systems, it may prove beneficial to cycle automated logons.

· Restrict access to the system Registry, to include Registry editing tools

System

The System account under Windows NT is designed for use by the operating system for internal authentication purposes.  In this way the operating system has it’s own “account” with which to perform functions that it might not be capable of running under the security context of the logged-on user.  This account is unique in that it is not accessible from NT’s User Manager, nor can it modified or added to a group.  It can, however, be granted or restricted from NTFS and Registry objects.  This account possesses administrative equivalency on a local system and has Full Control to and NTFS volumes on the system, but possesses only Anonymous, Null Session, access to network resources.  This is by design, so that the System account may exert control over an NT system locally, but not present a security risk by granting permission to network resources.  By default all of NT’s system services use the System account and run under its security context on the local system.  For administrators looking to increase or decrease the permission base of Services, such as Schedule, the option exists to use a different.

Local & Global Groups

Groups are simply collections of User accounts.  Windows NT implements two types of groups, local groups and global groups.  Local groups are groups created on a particular system designed to provide user accounts with access to resources.  Global groups are used to organize accounts across systems or Domains.   To explain the concepts of local and global groups, look at Table 5.9.

Table 5.9: Local vs. Global

Local Groups


Global Groups

Provide individual accounts or Global groups with access to local resources


Used to organize individual User accounts to standardize access to resources across systems or Domains.



Can include individual accounts or Global groups.  No "nesting" of other local groups is permitted.


Can contain individual accounts from the Domain in which it was created.  No "nesting" of local or global groups is permitted.



When created on the Primary Domain Controller, local groups can be granted access to any Domain Controller within the Domain.


Are always created on the Primary Domain Controller of the Domain.

Are granted rights and privileges to resources and are a part of the local security schema


Are by default granted no privileges and merely serve as "transports" between local groups.  Gain access through local group membership.



When developing security strategies for local and global groups, it is important to understand that access to resources should never be granted directly to a global group.  This negates its ability to serve as a "transport" between networked systems.  In the current model, global group affiliation with local groups can be mixed, with each system placing the global group in the local group of choice to determine the level of access they wish to grant the members of that global group to the local system's resources.  If you grant rights or permissions directly to a global group, they will carry those privileges with them from system to system.  Since the privileges are "domain-wide" when granted to a global group, upon authentication to a local system, the privileges are added to those granted by local group affiliation.  This can cause problems, as mixed or conflicting rights or permissions can undermine a security policy.  An example of this might be granting the SeBackupPrivilege (Backup File and Directories) to a global group.  Upon logon to a local system within the Domain, this group would be able to by pass NTFS security set on the local system that might otherwise restrict them from gaining access to secured files or directories, even though the local system security was set to deny them access due to some local group affiliation.   Two-tiered application of privileges (some to local groups, some to local groups) is not a recommended method of securing systems.  By using global-to-local group affiliation and allowing the local groups to manage access, a more secure environment can be ensured.  An easy litany to remember when dealing with assigning User permissions through group membership is the following - "AGLP":

A - Accounts are put into

G - Global Group, which are put into

L - Local Groups, which are in turn given

P - Permissions to resources

NT’s Special Groups

During the installation process, NT also creates several special accounts for use either by the system or an administrator to aid in controlling access to resources.  Special groups are actually placeholder accounts for the actual user or system SID that fits the authentication type specified by the group.  These groups are special in that their membership is predetermined and cannot be altered, which is why these accounts are not accessible from NT’s User Manager.  Below are the special groups and their corresponding definitions:

CREATOR/OWNER – This group specifies membership on the basis of object ownership.  If the requesting user or process is the actual owner or a member of a group that is designated as the object’s owner, then the corresponding permissions granted or denied to the group apply.

Everyone – This group, also known as “The World”, is an all-encompassing account, including anonymous and Null Session connections.  There is an inherent danger in the use of this group when developing system security strategies, so it’s use should be severely restricted.  Throughout this work you will see that this group presents a major dilemma to administrators of NT, one focusing on issues of access vs. security.   Many of the latest assaults on NT, whether they are console or network-based, in some way exploit this group’s weakness due to it’s interdependency with the Operating System. 

INTERACTIVE – This group’s membership is determined by the type of authentication a user has logged on with.  If a user has processed an interactive logon session, that is, local to the system, then they are considered to be members of this group and are subject to any permissions or restrictions associated with it.

NETWORK –  This group’s membership is determined by the type of authentication a user has logged on with.  If a user has processed a network logon session, then they are considered to be members of this group and are subject to any permissions or restrictions associated with it.

System – This group is designated for use by the Operating System itself.  

Local Built-in User Groups

Windows NT also creates several default groups during the setup process.  These groups are used by NT to create a default management and security schema.  It is important that an administrator looking to secure a system or Domain reviews both the inherent and default permissions of each group and modify them (when applicable) accordingly.  

Account Operators

Domain Controllers, Stand-alone NT Servers

This group is particularly powerful, in that it can log on locally to an NT Server (shut the system down, if required) and add new accounts, both User (through User Manager) and Computer (through Server Manager) to a Domain.  Its members also have control over those accounts that they have created, meaning that they can alter or delete them as they see fit.  They cannot, however, add Users to the Account Operators, Administrators, Domain Admins, Backup Operators, Print Operators and Server Operators groups, nor can they modify current membership of these groups.  This means that they can only, by default, add Domain User/User accounts.  They also cannot alter any of the settings available from the Policy drop down menu in User Manager, making it impossible for them to modify User account policy, User rights or audit policy.  Members of this group should have a thorough understanding of account policy and the potential security threats associated with User account management.

Administrators

Domain Controllers, Stand-alone NT Servers, Workstations

Members of this group are granted access to the entire system by default, possessing the capability to add or remove protocols or services, alter registry entries and delete NTFS file system content.  Membership within this group should be limited as much as possible.  On Domain Controllers and member systems within a Domain, the Domain Admins group is automatically added to this group.  Should you wish to partition off specific server and Domain responsibilities, or merely compartmentalize security, you might consider removing this group in favor of local administrative control.   This group’s membership should be carefully thought through and should match the security requirements of your network environment.

Backup Operators

Domain Controllers, Stand-alone NT Servers, Workstations

This is also a potentially threatening group to security, in that its members possess the ability to logon locally, shutdown the system and bypass NTFS security, regardless of whether or not they have permission to the directory or file.  This is due to the necessity of the group’s responsibility, which is to provide for a complete system backup.  Members of this group can Read, Write or Change any file or directory in the file system.  Their ability to create system backups makes them a threat for data theft, since they can create backups of sensitive data without impedance.   

Guests

Domain Controllers, Stand-alone NT Servers, Workstations

This group possesses very limited access to an NT system.  On Workstations and Stand-alone NT Servers, members of this group are granted the right to log on locally, but on Domain Controllers they may only access the system from the network and are denied console access.  Use of this group should be weighed heavily against their potential security threat to system integrity.  Since members of Guests are also considered to be members of the built-in group Everyone, they may possess access to parts of the Operating or File System you may not be aware of.  Recent assaults have shown that members of this group can run a hacking tool, such as SECHOLE.EXE, or process a .REG file effecting NT’s Run and RunOnce keys to gain additional access or launch console-based assaults on a system.  The group Domain Guests is automatically made a member of this group.

Print Operators

Domain Controllers, Stand-alone NT Servers

Like Account & Backup Operators, this group possesses the ability to logon locally to an NT Server and even shut it down.  This group’s primary responsibility is the management of printers, possessing the capability to add, change and delete printer shares on the server.  The threat from this group comes primarily from their ability to log on locally to an NT Server and shut it down, in addition to the possibility of maliciously removing network printer shares.

Power Users

Stand-alone NT Servers, Workstations

This account could also be considers a Semi-Administrator, in members of this group possess a wide variety of administrative privileges.  Members can create Network shares, both within the File System and with Printers, they can create, alter and delete most user accounts, except those which are members of the Administrators groups.  This group can also add users to the Power Users group.  Members of this group can also reset the system time and use NT’s performance monitoring tools.  For Domain Administrators who do not wish to grant complete administrative capabilities to users on local Workstations within their network environment, but who are tasked to provide an account more permissive than standard Users.   

Replicator

Domain Controllers, Stand-alone NT Servers, Workstations

This group was designed for Users who will be responsible for managing directory replication through NT’s Server Control Panel (Workstation) or Server Manager (Server).  Members of this group can create, maintain and remove Directory Replication settings between NT systems.  Directory replication involves copying a master set of files and directories from an export, or master, server to import servers or workstations. 

Server Operator

Domain Controllers, Stand-alone NT Servers

Members of this group possess a wide array of local Server access and control, they can log on locally to a server console, shutdown the server, format server hard drives and change the system time.  Members can also create, alter and delete Network shares, backup and restore files within the file system (granting them the ability to bypass NTFS security) and lock/unlock the Server console.  Members of this group cannot, however, unlock local Workstation consoles, as the members of Administrators can.

Users

Domain Controllers, Stand-alone NT Servers, Workstations

Members of this group possess the ability to logon to NT Workstations from both the network and the local console, have the ability to create local groups on the Workstation and manage the groups they create.  They also possess the ability to shutdown the local system.  On NT Server, this group possesses no rights.  Oddly enough, this group attains it access to network resources through indirect membership in the group Everyone, which has the right “Access this Computer from the Network”.   By default, the group Domain Users is a member of this group.  

Global Groups

Because of NT’s inability to “nest” local groups from one station to the next, global groups are used to accommodate the transfer of access control across stations in a Domain.  In this way, global groups added to the local groups can inherit local access rights while retaining associative rights on other systems, such as a Domain Controller.  By default Windows NT creates three global groups, Domain Admins, Domain Users and Domain Guests, which they add to the corresponding local groups (Administrators, Users and Guests) each time a system is added to the Domain.  It is important to note that these groups, by themselves, do not possess any inherent abilities or rights, they only attain status through their association with local groups on the Domain Controller.  

Domain Admins

The global group is used primarily to transfer administrative control to systems within a Domain.  Whenever a computer is added to a Domain, this group is automatically added to the local station’s administrators group.  

Domain Guests

Just as the global group Domain Admins standardizes administrative control throughout a Domain, this group standardizes Guest access, as it is added to the local station’s Guest group when a computer is added to the Domain. 

Domain Users

This global group standardizes User-level access on a network, as it is automatically added to the local station’s User group when a computer is added to the Domain.

Custom Groups

Creating custom groups is no small feat where security is concerned.  NT’s default groups are added to NT’s security structures during the installation process and these additions occur transparent to the user.   Simply creating a custom group is not enough, it must be granted the desired rights, added to any file and Registry ACLs and, when necessary, audited.  But custom groups do offer something that NT’s default groups do not, a blank slate of zero access, making it possible for an administrator to build security for the membership of that group from the ground up, with not default privileges the administrator may not be aware of.  In certain situations and with careful planning, custom groups may be more desirable than NT’s default groups.

Accounts Across Trusts

When dealing with large, multi-domain models, User and Group management and security can quickly become a time-consuming issue.  A high degree of planning is essential to a successful and secure implementation of inter-Domain trusts.  But what are Trusts?  Simply stated, Trusts are channels of communication setup between two or more Domains for the purpose of distributed access and resource control.  Without them, multiple Domains would have to be managed separately, forcing administrators to maintain separate accounts on each Domain for every user should they require access in more than one Domain.   The purpose of this section is to highlight the security concerns associated with trusts and to help administrators avoid some the common security mistakes associated with their use.  

First the concepts of Trusting and Trusted must be explained.  When establishing a Trust, one established Domain "trusts" another Domain by granting access.  This "trusting" Domain allows accounts from the "Trusted" Domain to access resources under its control, hence the Trust term, "always point to the one you trust".  This simple example is called a One-way Trust, in that Access only flows in one direction.  Users from the Trusting Domain cannot access resources in the Trusted Domain, but Users from the Trusted Domain can access resources in the Trusting Domain.  Two-way Trusts occur when both Domains set up Trusting-Trusted sessions, allowing access to resources in both Domains for each other's accounts.  This, however, is not a recommended method of access, due to the amount of overhead associated with Two-way Trusts.  

Trusts effect account security in that members of one Domain will be granted access to another Domain, extending their access possibilities that will have to be monitored.  Depending on the degree of interoperability and the number of Users crossing the Trust boundaries, it is recommended, for accountability purposes, to establish new global groups expressly for the purpose of cross-trust access. This creates an additional, third layer of security and management when dealing with groups, but allows for a more fine-grained control of who would be permitted to access resources across a Trust boundary.  The new group architecture might be as follows:

Local Groups - Still used to assign access to resources on a system or within a Domain

Domain-specific Global Groups - Organizational groups for defining access to Domain-specific resources

Inter-Trust Global Groups - Organizational groups for defining which user accounts will be granted permission to access resources across the trust.

But the use of trusts does not preclude the use of NET USE commands supported by NT's LAN Manager capabilities to access remote resources in another Domain.  This type of access requires that the user possess an account in that Domain, which can be accessed from the command-line from an NT Workstation with the following command:

NET USE X: \\SERVERNAME\SHARE /USER:DOMAINNAME\USERNAME PASSWORD

Administrators concerned about this type of inter-Domain access can choose to disabled LAN Manager authentication on systems in both Domains, requiring that users use NT Authentication only.  This will ensure that only those accounts that are members of the Inter-Trust Global groups can access resources in the Trusting Domain, and vice versa.  To disable LM Authentication, implement the following procedures:

1. Ensure that all systems you wish to disable LM Authentication on have Service Pack 3 installed

2. Download and install the Microsoft LM-FIX hotfix from Microsoft's FTP Server at ftp://ftp.microsoft.com

3. Add the following Registry edit to the systems you want to disable LM authentication on:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\control\LSA

Add the following value "LMCompatibilityLevel" as a REG_DWORD data type with one of the following values:

Level 0 – (Default) Send LM response and NTLM response; never use NTLMv2 session security   

Level 1 - Use NTLMv2 session security if negotiated

Level 2 - Send NTLM authenication only

Level 3 - Send NTLMv2 authentication only

Level 4 - DC refuses LM authentication

Level 5 - DC refuses LM and NTLM authenication (accepts only NTLMv2) 

If an administrator selects above Level 2 , disabling LM Authentication entirely, other systems using LM Authentication will be inaccessible.  This means that Operating Systems such as Windows 95, 98 and 3.1x will no longer be able to communicate with NT Systems on your network.  Complete testing of this method should be performed prior to use within a production environment (See MSKB Article Q147706 for further information on the use of this setting).

The Workstation-only Administrator

Concern over the level of local access with NT Workstation may or may not by an issue in you environment, but should you wish to create Administrators at the local station only, follow these steps:

1. Create a new global group, call it anything you like (i.e.- LocalAdmins)

2. Add the LocalAdmins global group to the local group Administrators on each station you wish to allow local Adminstrative access to.

3. Add the LocalAdmins global group to the local group Users on the Primary Domain Controller.   

This will ensure, at lease in the above example, that the members of LocalAdmins will possess only those rights associated with Users on Domain Controllers, but possess Administrative privileges at the Workstation level.  In order for an Individual User to possess Administrative privileges on the local station, but remain a User within the Domain, simply add their individual User account from the Domain to the local station's Administrator's group.  This can, however, represent a more difficult management issue, since individual accounts are subject to change.

Recommended User Security

Recommendations on developing a secure User & Group strategy can be a dangerous affair, since every environment has different security needs and may be “organizationally-challenged” (politically or otherwise) when it comes to issues of access.  However some very simple guidelines are applicable across the board:

1. Always rename your Administrator account and give it an extremely difficult password.   When possible, ensure that no two Administrator passwords are the same on different servers (this will limit the amount of damage a compromised account can cause).

2. Plan a User & Group strategy out.  This will help you immensely later when you are developing other components of your NT security model.

3. Be conservative in the issuance of User rights.  It is always better to be forced to grant permissions later than regret having given too much access sooner and suffer a loss because of it.

4. Set as secure an account policy as your environment will permit.  Remember that too strict an account policy could result in indirect risks, such as users writing down passwords on sticky notes or their desktop blotters.

5. At the Domain level, make use of the "Logon Hours" option for accounts whenever possible, making the accounts inaccessible after work hours.

6. Always make a concerted effort to limit the membership of your administrator’s group. 

7. Avoid using the Administrator account over the network.  Even with a renamed Administrator’s account a good hacker can use NBTSTAT on a Workstation where an Administrator is working to find out the new name and proceed from there. 

8. Manage through group membership as much as possible.  Granting or restricting access based on individual User accounts can quickly become a time-consuming process and could lead to more serious security risks should you lose track of issued rights and privileges.

9. Remove the group Everyone from as many privileges as possible, but be careful to replace it with, say, Authenticated Users (post –SP3) or some other group.  Remember that restricting this group’s access can have unexpected consequences so be sure to review your entire security schema before making any sweeping changes.

10. Restrict the number of user’s who are allowed to access the server console interactively.  There are a variety of third-party tools that automate system backups and there are a number of tools that allow from remote account generation and administration, making it less and less necessary to grant console access to Servers.  The NT Workstation's Server Management Tools are on the NT Workstation & Server Resource Kits under \APPS\CLIENTS.  The 95 versions of NT Server Management Tools are available for download from the Microsoft NT Server website.

11. Never allow users to “share” accounts, or create dummy logon accounts for a group of users to use.  This negates the strengths of auditing since anonymity is assured by a group’s use of a single username and password. 

12. Never permit blank or easily compromised passwords, ever.  

13. When creating new accounts, never use a “simple” first password for the account, such as username – “MayersD”, password – “##MayersD”, or worse, “password”.  These are potential security holes.  Also, develop a secure method of issuing, and confirming, receipt of new account information.  Ensure that new users are made aware of computer security policies and whenever possible, get it in writing that they have read the policy and are aware of the consequences.

14. Disable LM Authentication whenever possible, this will also remove those stations from the risk of LM-based assaults from the Internet or other remote stations.

Part 6: Auditing for Security

Auditing for Security

Windows NT possesses a variety of auditing features, all of which permit an administrator to monitor and record various actions performed by users, groups and the system itself.  Through the use of auditing, an administrator can ensure a greater degree of accountability for any number of different functions, tracking access and system utilization for both authenticated user accounts, as well as monitor unauthorized access attempts from both authenticated and unauthenticated user accounts.

But what should you audit?  If you were to enable every audit option available, your NT systems would suffer from very serious resource deprivation, resulting in a system failure or lockup.  This is because each audit event forces additional steps required to log the action appropriately.  Even if this were acceptable, the audit logs generated by such heavy monitoring of the system would be extremely difficult to manage and review, and locating potential security infractions through the maintained logs would become like finding a needle in a haystack.   Therefore it is critical for an administrator to focus the use of auditing functions.  When reviewing what should or should not be audited, an administrator should take into account the other security components in use and how they have been setup to perform a desired security function.  The concept is a simple one, use auditing with a directed purpose.  That is not to say that more than one auditing scenario cannot exist on a single system, in fact, it would be wrong to approach auditing from that standpoint, since NT’s auditing features are broken down into four major components, Account, File System, Print and Registry audit policies (figure 6.1).  Each of these audit policy components can be used to compliment one another, augment overall system security and fill in the gaps where other layers of security are purposefully or uncontrollably thin.  An example of this might be auditing access to a file or directory where NTFS security requires a broad use policy.  In this way access to the file or directory object is not restricted, but an administrator can still possess some level of control through accountability of access.

Figure 6.1: NT Audit Policy Components
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Auditing is a form of passive security, in that it does not prevent a User from performing some action on an audited object, but rather records the event or attempted event.  This is an important distinction.  Auditing can aid an administrator in locating unauthorized access attempts, or record who changed permissions for a User account, and can even provide useful information on when an account attempted logon, but it cannot inhibit any of these events from occurring.   As you will learn, some of NT’s auditing features are specific to individual objects, whereas others define a more global audit policy.  This provides a greater degree of fine-grained control when necessary and balances resource utilization, while still allowing for broader auditing functionality to occur. 

How Auditing Works

When auditing has been enabled for a specific object, an entry is added to the System Access Control List section of the object’s Security Descriptor (figure 6.2).  This entry is stored with other Security Descriptor information for the object and is accessed when access to the object is requested.  

Figure 6.2: System Access Control List (SACL)
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If the type of access requested to the object is an audited event, the audit record is passed through the Win32 subsystem in User mode to the Security Reference Monitor (SRM) running in Kernel mode via an LPC connection.  The SRM in turn passes the audit record to the Local Security Authority (LSA) where information regarding the audited event is added to the record.  The LSA then passes the modified audit record to the EventLog service, where it is written into the Security Event Log (SECEVENT.EVT).
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From figure 6.3, you can see the full path an audit record must travel from the time it is created to the point of actual logging.  These records are queued as they are created and are not grouped, as with NTFS writes. 

Setting up an Audit Policy

In order for the various subcomponents of NT’s auditing options to function, an administrator must first enable the Security Audit Policy, or Account Policy, accessible from NT’s User Manager.  By default, NT’s Audit Policy is disabled and must be enabled by a member of the administrator’s group through User Manager’s Audit Policy window.  Once set, these options are enabled for the entire system, that is, you cannot individually audit logon and logoff attempts, but you can audit indirect events that will tell you if a user has logged on, such as access to a specific profile folder.  This set of policy options determines whether or not the various individual audit options will actually be recorded in the Security Event log.   Opening User Manager, Select “Policies”, and then “Audit” from the drop-down menu of options.  This will open the “Audit Policy” window (figure 6.4)
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Figure 6.4: NT’s User Manager Audit Policy

Each of these options sets up NT’s security audit policy options, stored in HKEY_LOCAL_MACHINE\SECURITY\Policy, HKEY_LOCAL_MACHINE\SECURITY\RXACT and related subkeys.  These options determine what system-wide parameters will be audited, as well as enabling the ability for subcomponent auditing options to function.  

An excellent tool exists in the Windows NT Server Resource Kit, Supplement II, for altering a system's audit policy from the command-line, to include remote access changes.  This tool can be extremely effective in a batched command, such as a login script, for enabling and standardizing System Audit Policy in a network environment.  Below is the syntax for the tool's use: 

Syntax: AUDITPOL \\COMPUTERNAME /ENABLE /DISABLE /HELP /? /CATEGORY:TYPE 

Examples:

AUDITPOL \\COMPUTER /ENABLE /OBJECT:ALL /SYSTEM:SUCCESS /POLICY:ALL

Option


Definition

\\COMPUTERNAME


Name of the remote system you wish to alter audit policy on.  If no name is specified, the change occurs to the local station's audit policy



/ENABLE


Enables auditing (Default)

/DISABLE


Disables auditing

/HELP, /?


Displays tool use and help

/CATEGORY


LOGON - Logon and Logoff events

OBJECT - File and Object Access events

PRIVILEGE - Use of User Rights events

SAM - User and Group Management events

POLICY - Security Policy Changes events

SYSTEM -  Restart, Shutdown and System events

PROCESS - Process Tracking events



:TYPE


SUCCESS - Audit Success events

FAILURE - Audit Failed events

ALL - Audit both Successes and Failures

NONE - Do not Audit either event type



Table 6.1 shows a breakdown of these audit options and the corresponding subcomponents they enable.

Table 6.1: Audit Categories

Audit Option
Audited Functions
Recommendations



Logon and Logoff

(Logon/Logoff)

Related Event IDs:

514, 515, 518, 528, 529, 530, 531, 532, 533, 535, 536, 537, 538, 539 
Monitors and records logon and logoff attempts, to include the connection and disconnection of network connections between systems.  This audit option also provides information on the type of logon attempt made (network, interactive, etc.) as well as whether or not it was successful.  
Monitor failures to determine if attempts are made to guess passwords

(recommended)

Monitor successes periodically to see if unauthorized access is being successfully attempted after hours.

(not recommended)  



File and Object Access

(Object Access)

Related Event IDs:

560, 561, 562, 592, 593
Monitors and records access or modification to file & directory, printer and registry objects.  


Monitor failed access attempts to determine if unauthorized Users are attempting to use the audited object

(recommended)

Monitor successful access attempts only in environments that require strict accountability and access control such as on kiosk systems.

(not recommended)  

 

Use of User Rights

(Privilege Use)

Related Event IDs:

576, 577, 578


Monitors and records the granting or modification to a User’s rights policy.  Also records the use of a specific right.


Monitor failed access attempts to determine whether or not a User has attempted to use a right they do not have permission assigned.

(recommended)

Monitor successful access attempts to record use of assigned privileges for unauthorized purposes.

(not recommended)



User and Group Management

(Account Manager)

Related Event IDs:

624, 625, 626, 627, 628 ,629, 630, 631, 632, 633, 634, 635, 636, 637, 638, 639, 640, 641, 642, 643


Monitors and records the creation, modification or deletion of a User or Group.  
Monitor failed access attempts to record whether unauthorized modification to a User or Group account has occurred.  

(recommended)

Monitor successful access attempts to track authorized changes to User or Group accounts.

(recommended)

  

Security Policy Changes

(Policy Change)

Related Event IDs:

608, 609, 610, 611, 612
Monitors and records the addition or deletion of User privileges to User and Group accounts.  This also monitors the creation or deletion of Trust relationships between Domains, as well as system audit policy. 


Monitor failed access attempts to record unauthorized attempts to manipulate local system security policy

(recommended)

Monitor successful access attempts to track changes to system security policy.

(recommended)



Restart, Shutdown  and System

(System Event)

Related Event IDs:

512, 513, 514, 515, 516, 517,518  


Monitors and records the shutdown and restart of the system, as well as changes to the audit log, such as deletion of audit records and marking whether or not the audit log is full.


Monitor failed access to determine whether or not unauthorized shutdown or system failures have occurred.

(recommended)

Monitor successful attempts to shutdown the system to track total system downtime.  

(Not recommended for workstations, but recommended for servers)



Process Tracking

(Detailed Tracking)

Related Event IDs:

592, 593, 594, 595


Monitors and records the start and stop of processes within the system.  This option provides detailed information regarding running system processes.


Monitor failed attempts to determine unauthorized access to system or application processes.

(not recommended)

Monitor successful attempts to track access to available processes.

(not recommended)



NOTE: NT’s Server Resource Kit, Supplement II, comes with a series of extremely useful help files, such as NTMSGS.HLP, which contains a detailed listing of the various security-related audit log messages.  This tool can be extremely helpful in tracking down explanations to security audit entries that can sometimes be very cryptic.

NTFS Auditing (File & Directory Access)

An advantage to the use of NTFS file systems is the ability to audit access to both files and directories.  Without NTFS, an administrator cannot effectively determine who has accessed, modified or deleted an object or objects stored in the file system.  Thus, the use of NTFS volumes for the provision of both active (DACL) and passive (SACL) security measures is highly recommended.

Once a file system has been formatted using NTFS, an administrator can select the “Properties” option from the right-click context menu of a file or directory, then select the “Security” tab and the “Auditing” button to bring up the audit window for the selected object (figure 6.5).  

Figure 6.5: Directory Auditing

[image: image62.png]Computer:  NEPTUNE oK
€ DoNot Audt
& i Thess Evenis:

Cancel

Success Falure Help
Logon and Logit
File and Dbject Access
Lse of User Rights
User and Group Management
‘Secuity Folicy Changes
Restar, Shutdown, and System

o o o
o o o

Prosess Tracking





NOTE: NT’s Server Resource Kit, Supplement II contains a new set of NT Power Toys, including the Security Power Toy, RSHXMENU.  This tool places an additional entry on the right-click context menu of any file or directory object in an NTFS volume, allowing a User to go directly to anyone of NT’s security windows (Permissions, Auditing and Ownership) without having to go through “Properties”, “Security” then selecting the appropriate button.

If you attempt to enable auditing on a file or directory object, you may see the following message should you have failed to enable the “File and Object Access” option the Security Audit Policy found in User Manager (for Domains) (figure 6.6)

[image: image63.png]Directory Auditing [x]

Diectoy:  FAWINNT
T~ Figplace Audiing on Subdiectories
I¥ Replace Audiing on Exising Eles
Nae:

~Events o Audt
Success  Faiure

Bed rr
wie rr
Execte rr
Dokte rr
Change Permisions rr
Take Qunership r ~




Figure 6.6: Audit Failure

When auditing files and directories, it is important to know the differences between the available audit options when they are applied to files and when they are applied to directories.  Tables 6.2 & 6.3 define the NTFS audit options and their corresponding values when auditing files and directories.

Table 6.2: NTFS File Audit Options

Action Requiring Audit


Audit Option

Displaying the file’s contents


Read

Displaying the file’s attributes


Read & Execute

Displaying the file’s permissions/owner


Read, Write & Execute

Changing of the file's contents/attributes


Write

Run the file (if executable)


Execute

Deletion of the file


Delete

Changes to the file’s permissions


Change Permissions

Changes to the file’s owner


Take Ownership

Table 6.3: NTFS Directory Audit Options

Action Requiring Audit


Audit Option

Displaying the directory’s contents


Read

Displaying the directory’s attributes


Read & Execute

Displaying the file’s permissions/owner


Read, Write & Execute

Creation of  new files or subdirectories


Write

Change in a directory’s attributes


Write

Accessing subdirectories within a directory


Execute

Deletion of  a directory


Delete

Change to the directory’s permissions


Change Permissions

Change to the directory’s owner


Take Ownership

· Know your enemy - Be paranoid, but not too paranoid.  Remember that overuse of auditing can overly tax a system, stealing resources from critical services or applications.  You should have a good feel for how effective your active security structures are before implementing passive ones.  

· Focus your use of auditing - it is highly recommended that the auditing of NTFS file and directory objects be restricted to critical components or data directories only.   Auditing the group Everyone's access to \WINNT will not provide you with valuable audit information and will only serve to obscure possibly important audit records.  Auditing Everyone's access to the subdirectory \REPAIR in \WINNT might be a better example of an effective use of focused NTFS auditing. 

· Multiple audit options can exist for the same object - remember that different Users or Groups can have different auditing options enabled, this gives you the ability to create multi-level auditing structures for each object audited.  This can be critical when defining levels of passive security tailored with use of active security structures, such as NTFS and Share permissions.   

· Target your audited audience - don't lay down sweeping NTFS audit policies for every user or group unless are certain that it is critical to do so.  Also, if it is absolutely necessary to audit all users or groups, narrowly define the scope of the audit object or objects, to reduce resource overhead and sizable audit logs.  An all-encompassing audit policy should only be implemented if you are extremely well-versed in interpreting Event IDs and intend to frequently review audit logs.

· Success is just as important as failure - don't be mislead by what audit failures catch.  If you are not auditing for successes, in some case you may not be catching an unauthorized user from successfully accessing a controlled file or directory, or even an authorized user from off-hour access to controlled data.
· Periodically review your NTFS audit policy - with changes to data storage and patterns of use as a system grows, you may be leaving blind spots in an audit policy if it is not periodically reviewed.  You should be amenable to testing the strength of your security and should keep up with new Event IDs and failures in audit policy due to bugs or application mismatching.
Printer Auditing

Auditing access to printer is useful in a variety of different security scenarios, such as monitoring access to restricted resources, like a color printer or plotter.  As with NTFS auditing, the System Policy option of "File and Object Access" must be enabled.  Table 6.4 shows the auditable actions and the corresponding options that track them.

Table 6.4: Print Auditing Options 

Action Requiring Audit


Audit Option

Initiation of a print job


Print

Changes to a print job settings


Full Control

Delete, move, pause or restart a print job


Full Control

Sharing of a printer


Full Control

Changes to a printer's properties


Full Control

Deletion of a printer object


Delete

Change to a printer's permissions


Change Permissions

Changing a printer's ownership


Take Ownership

Auditing Registry Access

Auditing access to certain components of the system Registry can be critical to maintaining the integrity of its contents.  As was described in the previous section, the Registry can be a complex, convoluted mix of security needs, making it - in some cases - very difficult to provide security for.  Here is where passive security measures can come to the fore and offer a "net" of sorts to capture unauthorized or unwanted change.  As with NTFS volumes, the auditing of Registry events should be restricted to key components and possibly their subkeys. 

Table 6.5: Registry Auditing Options

Action Requiring Audit


Audit Option

Open a Registry key to read it's values


Query Value

Open a Registry key for the purpose of setting a value


Set Value

Creating subkeys of an existing key


Create Subkey

Display the subkeys of an existing key


Enumerate Subkey

Open a key using Notify access


Notify

Create a link to an existing Registry key


Create Link

Delete a Registry key 


Delete

Highlight permissions to an existing key


Write DAC

Display the owner of a key


Read Control

A word of caution.  When applying audit functionality to keys within the Registry, you may wish to be highly selective about what you are monitoring for.  Have active targets in mind, just as you would with NTFS file systems, secure what you can and audit what you can’t.  Do not let you fear get the better of you.  Enabling (and recursing) audit functionality within the Registry can overload your logs with extraneous information and mask real threats that may get recorded, in which case your security schema may be working against you, not for you.

Auditing the SAM file

The registry houses a variety of security-related information, including the SAM and SECURITY subkeys of HKEY_LOCAL_MACHINE.  These two keys and their subkeys store both the Username & Password Accounts Database for the local system (or in the case of a domain controller, the entire Domain) as well as the security policy for the local system.  By default, changes to these policies are not enabled, and in fact a number of steps must take place in order to audit these keys because they are not normally accessible by default, as shown in figure 6.7

Figure 6.7: SAM and SECURITY subkeys 
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In order to place the desired auditing options on these keys, REGEDT32.EXE must be accessed using the SYSTEM account.  To do this, an administrator can set a AT command (using AT.EXE) to open REGEDT32.EXE under the context of the SYSTEM account.  Before attempting to set up the AT command, you must first start the Schedule service, which is setup to be started manually by default.  You can start the service either through the GUI interface available by accessing the Services icon in NT's Control Panel, or from the command line using a NET START command, like so:

NET START SCHEDULE

Next, issue the AT command to open REGEDT32.EXE, ensure that the time you set after the AT command is using a 24-hour clock and is set a minute ahead of the system clock.

AT 13:01 (system time + 1 minute) /INTERACTIVE "REGEDT32.EXE"

Once done, the event will register with the AT service and open the Registry Editor.  If it fails to do so, check the AT entry by simply typing "AT" at the command prompt to ensure that the AT service did not register the event to occur the following day.  The Registry Editor should appear, this time without the SAM and SECURITY keys grayed out.  

Next, highlight the SAM key and select "Security" from the menu bar and  "Auditing" from the dropdown menu of options.  This will bring up the Registry Key Auditing window (Figure 6.8) for the SAM portion of the Registry.

Figure 6.8: Registry Key Auditing window 
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To monitor access to the SAM file, add the group Administrators and the SYSTEM account to the groups that should be audited and select both "Success" and "Failure" for the following audit options: Query Value, Set Value, Write DAC, and Read Control.  This will ensure that changes to the SAM are recorded in the Security Event log.  Once you are finished, select "OK" and set the same audit options on the SECURITY subkey.  This will also let you know who has made changes to the system's security policy.  If necessary, you may add additional group or user accounts should they have access to reset either of these policies.  Once you are done, close the Registry Editor.  The audit policy for the SAM and SECURITY subkeys is now set.

NOTE: If you are in an environment where multiple changes occur the volume of audit events recorded may increase dramatically.  When enabling this option, be sure to track the number of events and increase the size of your log files accordingly. 

Auditing Registry Enhancements

In addition to auditing keys within the Registry, certain enhancements to a system's audit policy can be implemented through the use of Registry edits.  The following Registry edits can heavily increase the number of audited events and should be used with care.   

Full Privilege Auditing

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Name: FullPrivilegeAuditing 

Data Type: REG_BINARY

Value: 1

This Registry edit enables the auditing of backup and restore operations on a local system.  The use of this registry edit is not recommended, as a normal backup or restore performs thousands of reads/writes during the course of the backup session.  However, in certain environments where extremely sensitive data is being managed, the overhead costs associated with the use of this edit may be justified.

Auditing of Base Objects

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Name: AuditBaseObjects

Data Type: REG_DWORD

Value: 1

By default NT's audit policy does not include the auditing of shared or base objects (such as Executive, Win32 base, Win32 GDI and Win32 USER objects) that are integral to the operating system.  These events are not normally accessible to a User during a logon session and are therefore not necessarily a desired audit event. 

Certain situations, such as monitoring the object access of a program being developed, might merit the use of this edit, but only for short periods of time as the use of this edit can flood the Security Event log with unnecessary or useless information. 

Halting the System When the Audit Logs are Full

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Name: CrashOnAuditFail

Data Type: REG_DWORD

Value: 1

In certain situations it may become necessary to deny further access to a system when the audit logs have become full.  This is to ensure that no further audit writes will occur to the system before an administrator has had time to review the log entries.  This can be extremely useful in situations where security is at premium and all forms of access are monitored.  In order for this edit to function properly, the log must not be set to overwrite itself automatically (see the section on the Event Viewer later on in this section).  Once enabled, when the audit log fills to capacity, the system will automatically shutdown.  An administrator must then log on and alter or clear the log settings in order for the system to be usable again.  It is important to note that once this action has occurred, the value stored in the Registry will be set to 0 and must be reset to 1 should an administrator wish to continue to use this function.   

Changing the Audit Log Path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Security 

Name: File

Data Type: REG_EXPAND_SZ 

Value: %SystemRoot%\System32\config\SecEvent.Evt

Finally, an administrator may wish to alter the location of the Security Event logs for the purpose of obsfucation or consolidation of logs.  This is not a recommended procedure but can be done through the use of the above Registry edit.  

Disabling Guest Access to your Event Logs

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Application

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Security

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\System

Name: RestrictGuestAccess

Data Type: REG_DWORD

Value: 1

For each of the logs (Application, Security & System) add the “RestrictGuestAccess” entry to restrict Guests from reading the Event Logs.  This entry, however, does not preclude a guests session from copying the .EVT file(s) from their original location and reading them from a different system if the NTFS permissions for the %SystemRoot%\System32\config subdirectory are not properly set.

Putting it all together: Making sense of Audit Records

Now that you have selected what to audit, you’ll have to develop the necessary skills for interpreting audit entries recorded in the Security Log and accessible through NT’s Event Viewer (figure 6.9).  When auditing of a system has been configured correctly, this tool can be very handy in diagnosing security breaches as well as other system-related difficulties.  NT's Event Logging service actually records three separate logs.  Each log file contains a header that qualifies it to the Event Viewer as a valid log file, without it, the file will not be accessible and an alert is generated. These logs are the System log (SYSEVENT.EVT), the Security log (SECEVENT.EVT) and the Application log (APPEVENT.EVT), all of which are stored in % SYSTEMROOT\SYSTEM32\CONFIG. 

This is mentioned because sometimes security-related information can be gleaned from the System and Application logs that might otherwise have not been recorded in the Security log.  Careful monitoring of Event logs should be a daily part of an administrator's life.  The event logs themselves should also be protected from unwanted modification through the use of NTFS permissions, when applicable.   

Figure 6.9
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By default, only administrators possess the ability to access these logs and make changes to Event Viewer's settings.  NT's Event Viewer can also be used to attach to remote system's Event Logs, insofar as the user possesses administrative access to the requested remote system.  This can be done by using the "log" menu option, then selecting "Select Computer" option from he available list of options.  This tool can also be used over a dial-up connection by simply checking the "Low Speed Connection" checkbox in the "Select Computer" window

It is important the log settings for NT's Event Viewer be configured to match the appropriate needs of your audit policy.  For example, it would not be a recommended process to keep the "Maximum Log Size" at the default (512 KB) and allow the event log to "Overwrite Files as Needed" in an environment where very heavy auditing is occurring, why?  Because events will clear the log file before they may have a chance to be read.  This means that a potentially important event may be removed during the overwrite process, allowing a security infraction to go unnoticed.  The recommendation here is to let the auditing environment you've created dictate the log settings.  To alter the Event Log settings, open Event Viewer and select "Log" from the menu bar and then "Log Settings" from the drop down list of options.  This will bring up The Event Log Settings window (figure 6.10) 

 Figure 6.10: Event Log Settings window 
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Many of these settings are self-explanatory and require little in the way of direction when configuring them.  As a rule of thumb, Event logs should be kept at a manageable size, so that you are not reviewing endless entries of audit records looking for the "needle" mentioned earlier.  But if your security requirements dictate otherwise, reset the Maximum Log Size to the desired size and use the Event Viewer's "Filter" (figure 6.11) and "Find" (figure 6.12) options to locate specific types of audit entries or groups of audit entries.   Both of these options are accessible from the "View" menu bar option in Event Viewer.  

Figure 6.11: Event Viewer's Filter option
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Figure 6.12: Event Viewer's Find option
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Each of these components is critical to reviewing large audit logs, but may require some additional knowledge regarding the types of events or the actual event IDs that are being searched for.  Also, by filtering or using a directed search, an administrator runs the risk of bypassing a recorded event that might be of worth.  Ensure that filtered or directed searches are used in conjunction with periodic complete reviews of logs prior to dumping. 

Reading Audit Records

Reading event records is often the more tedious duties of a network administrator, especially when a wide variety of events are being audited.  When reviewing an audit records Event Detail, it is important to understand the meaning of each entry in the record and what it means in the overall context of the audited event.   There are several new tools on the market that allow for real-time monitoring of Event Logs that can help an administrator with this duty.  Figure 6.13 shows the Event Detail of System Logon.

Figure 6.13: Event Detail
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When reviewing Event Details, it is important to understand the components of the record and how they play into the recorded event.  Table 6.6 highlights the Event Detail's header items.

Table 6.6: Event Detail Header Items

Event Detail Header


Definition

Date


The date the audited event occurred.  

Time


The time the audited event occurred.  In certain circumstances it might be useful to restrict those users who possess the ability to change the system time (SeSystemTimePrivilege) to avoid altering the date/time stamp of a recorded event.

Source


The system or subsystem that submitted the audited event.  Security-related events fall under the Source: Security  

Category


The classification of the audited event.  Security Categories are the same as those described in Table 6.1



Event ID


The Event-specific identifier for the audited event.  This number can be extremely helpful when diagnosing a recorded event and can be researched on Microsoft's KnowledgeBase



User


The account name associated with the audited event.  This will be the name of the actual account if the Primary ID generated it or will be impersonation ID should the audit be generated through an impersonating thread or process.



Computer


The computername of the system where the audit was generated.



Event Type


Displays whether or not the audited event is a Failed event or a Successful based on the audit type initiated.

 

Performance Monitoring for Auditing Purposes

In addition to NT’s conventional auditing tools, certain actions can also be monitored and recorded using NT’s Performance Monitor (PERFMON.EXE).  This tool possesses certain options that permit an administrator to 

monitor and record specific actions that relate directly to system security, which it can then send to a remote station in the form of an alert.  Figure 6.14 shows Performance Monitor's Alert window, accessible from the "View" dropdown menu of options.

Figure 6.14: Performance Monitor's Alert window
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Once opened, an administrator can add to entries to be monitored by PERFMON.EXE by simply selecting the "+" button from the menu, this will bring up the "Add to Alert" window (figure 6.15)

Figure 6.15: PERFMON.EXE's Add to Alert window
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From figure 6.15, you can see the Object Server has several security-related events that can be monitored, these are:

· Errors Access Permission

· Errors Granted Access

· Errors Logon

· Errors System

Each of these events can be monitored on a local system or remote system simultaneously and will be recorded in the generated alert log once the alert threshold (Alert If) has been met. An administrator can even specify a custom program to run through the "Run Program on Alert" to perform some action or notification should any additional steps be necessary.   

Protecting Collected Performance Data

In some instances an administrator may wish to restrict the viewing of performance data on a local system, which is by default accessible to remote users.  This can be done by replacing the security on the following Registry key:

 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib

Deny Everyone access to this key and only allow Administrators Full Control and the INTERACTIVE account Read access.

Part 7: Security & the NT Registry

What is the Registry?

The NT is a dynamic repository for configuration data for the entire NT Operating System, as well as any installed applications that chose to store data there.  The NT Registry is broken down into Hives, which Microsoft defines as a discrete body of keys, subkeys and values rooted at the top of the Registry hierarchy.  Hives are defined by the fact that they are permanent parts of the Registry structure and are not dynamic.  The subkeys of each Hive header are dynamic and for the most part, with the exception of SAM and SECURITY, are accessible for the purpose of direct editing via Windows NT’s principal Registry editors REGEDIT.EXE or REGEDT32.EXE.  It is highly recommended by Microsoft that REGEDIT.EXE only be used for search functionality and that any direct editing to the Registry in NT be done using REGEDT32.EXE.

The Registry Security Dilemma

The Windows NT Registry represents somewhat of a dilemma for many administrators.  This is in part due to the registry’s role as a repository for dynamic application, user & system configuration data as well as security information vital to User & Group accounts and system security.  The dynamic nature of  this repository requires that it be, by nature, accessible to users and applications as well as the system itself.  

This basic operating principle can at times come into direct conflict with an administrator’s desire to “lock down” or secure a system to inhibit unwanted changes.  The task of securing the Registry can be increasingly difficult, as the Registry not only contains System-related entries, that is, registry entries that effect the operating system but also Application-related entries for each new package that gets installed on a system.  These new Registry entries need to be reviewed and secured, with thorough testing to ensure that the operating system, along with any installed software, will function properly.  If that wasn’t enough, even though the Registry possesses security mechanisms for both access control and audit (like NTFS partitions), Microsoft (or anyone for that matter) has failed to release a comprehensive look at securing the Registry.   This may also be in part due to the dynamic nature of the Registry itself, as third-party software may store dynamic values in locations that were previously secured against such entries.

Unlike NTFS partitions, the Registry also provides the opportunity for greater security through the use of direct editing.  These direct edits enable security components that are not currently configurable through any User interface.  Information regarding these direct edits can also be hard to come by and is usually brought about by individually shared discovery, Microsoft technical bulletins or through system updates.

These direct edits can greatly enhance overall system and network security, when they are fully understood and applied correctly.  When they are not, often systems - and in some cases entire networks - can suffer from difficult to diagnose problems.    

This section will address the fundamental concerns of securing the Registry, as well as how to use the Registry as a tool for enhancing overall security.

Registry Security Concerns

The Registry possesses another, unique element, the ability to be directly edited in such a way as to heighten security for both itself and the entire system.  An example of this might be the post-Service Pack 3 option to enforce a stricter password policy through a Registry edit.  Unfortunately the opposite is also possible, the Registry can be directly edited to cause a downgrade in a system’s security or worse, it can be edited to cause irreparable damage to the Registry, forcing a restoration from backup or a possible reinstallation.

When developing a security policy for the Registry, it is important to keep in mind what tools and methods are available and how their combined implementation will best suit your registry-specific concerns, as well as your overall security policy as it pertains to NT.  Some good questions to be asking yourself when designing a Registry security policy are:

“Who should possess local/remote access to the Registry?”

“Is it more efficient to monitor access to specific Registry keys rather than attempt to secure them?”

“Will users of NT Workstation be Administrator on the local station?”

“Who should be allowed to install software on the system?”

“What changes are necessary to secure my IIS server’s Registry from remote web users?”

These are only a few questions that you will need to be asking yourself or your staff when working through Registry security.  When developing the Registry portion of your security policy, use figure 6.1 to aid you in planning a format.  The outermost ring marks the most critical change to the Registry’s security, which is disabling anonymous access. This reduces both the risks of unauthorized (as well as unauthenticated) individuals from accessing the Registry, narrowing the scope of potential culprits to authenticated users of the system or Domain that the system is a part of.  After disabling anonymous access, an administrator should next restrict who possesses the ability to remotely access and read and/or configure the Registry.  This helps to further narrow the scope of potential agents of change, as well as reduce the possible avenues for effecting that change.  Next comes placing security on the Registry files themselves, both in their active directory and wherever backup copies of it may be stored.  This reduces the risk of an unauthorized person gaining access to them for the purpose of reading their contents or possibly replacing them with altered versions.  Restricting the access of your user community to Registry editing tools works to further remove the possibility of undesirable change and again, narrows the scope of potential culprits should change occur.  But this is still not enough to thoroughly secure a Registry, since the keys and values can still be modified through. INFs and REG files.  With this in mind, restricting access to subkeys and values in the Registry and restricting who possesses the capability to install software further secures the Registry from change and again, narrows the scope of potential culprits should change occur.  This includes the possibility of encrypting the SAM password file which is stored in the SAM portion of the Registry.

The final “ring” of auditing can then be reserved for only the most critical components of the Registry, such as the SAM and SECURITY subkeys of HKEY_LOCAL_MACHINE, to reduce the amount of total system resources that are consumed when auditing is enabled.  In this way, an administrator can effectively manage Registry security while still leaving the core dynamic components of the Registry available.   

Figure 7.1: Registry Security “Rings” Model
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Securing the Registry from Anonymous Access

First and foremost in an administrator’s tasks when reviewing Registry security should be to remove the possibility of an anonymous user gaining either interactive or remote access to a system’s Registry and reading, or even altering, information stored there.  This is a vital concern, simply because anonymous and Null Session users are not necessarily authenticated on the system and their actions will not always be recorded.  Since anonymous and Null Session users are all considered members of the built-in group Everyone, they will possess the permissions in the registry assigned to this group.

Should an anonymous user gain access to a local system’s Registry, depending on the security in place, the system’s overall security can be compromised.  Remember that anonymous and null session users are members of NT’s built-in group Everyone, so where this group is granted permissions in the Registry, those permissions will apply to anonymous users as well.   

To disable Anonymous access to the Registry, 

To minimize the possibility of anonymous or null session users from gaining access to a local system’s Registry from a remote location, enable the following Registry edits on the target system.

Open REGEDT32.EXE and traverse to the subkey HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\LanmanServer\Parameters and add the value “NullSessionPipes” as a REG_MULTI_SZ data type (if not already present).  

Use the value to set security for those accounts you wish to grant access to Null Session Pipes, including the Registry, on the target system.

To further restrict anonymous access to an NT system, such as the ability for Null Session users to enumerate shared resources or highlight account names, enable the following Registry edit to restrict anonymous access to the Registry and the system: 

1. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa, adding the value of “RestrictAnonymous” as a REG_DWORD data type with a Hex entry of 1 (0x1)

2. Further restrict anonymous connections by adding the value of "RestrictNullSessAccess" under the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters key as a REG_DWORD data type with a Hex entry of 1 (0x1).  This key will restrict remote session access to only those options listed under the “NullSessionPipes” value.

3. By default, access to the Registry on NT Workstation is enabled, this should be restricted.  HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers add Winreg as a subkey, using security permissions on the key for those accounts you wish to grant access to the system’s Registry remotely.

Disabling access to NT’s Registry Tools.

This can be done using both NTFS permissions on REGEDIT.EXE and REGEDT32.EXE. However, a user can always import a copy of either executable from a remote location or the installation CD.  Therefore an Administrator can employ a simple Registry edit that disables a User’s ability to utilize Registry editing tools altogether.  This edit is:

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System 

(for the current user)

or 

HKEY_USERS\.DEFAULT\ Microsoft\Windows\CurrentVersion\Policies\System

(for all new profiles/users created on a system)

The entry is “DisableRegistryTools”, with a REG_DWORD data type and a Hex value of 1 (0x1)

This entry can also be imported using a System Policy, which is the recommended and preferred delivery option.  You may opt to apply the edit through the use of a logon script using the REGSEC.KIX script and Kixtart (see Appendiz A for more information).

Protecting the Registry Files

NT’s Registry is a dynamic, modular database, stored in several different files located in a number of different locations, depending on the system’s configuration.  Below is a table highlighting the core components of the Registry and their associated files.

Table 7.1: Registry Hives an Associated Files & Locations

Registry Component 

(Hive or Subkey)


Associated File
Location(s)

HKEY_CLASSES_ROOT


SOFTWARE

SOFTWARE.LOG

SOFTWARE.SAV

SOFTWARE._
\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\REPAIR (and ERD)



HKEY_CURRENT_CONFIG


SYSTEM

SYSTEM.ALT

SYSTEM.LOG

SYSTEM.SAV

SYSTEM._


\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\REPAIR (and ERD)

HKEY_CURRENT_USER


NTUSER.DAT

NTUSER.LOG

NTUSER.DA_


\WINNT\PROFILE\%USERNAME

\WINNT\PROFILE\%USERNAME

\WINNT\REPAIR (and ERD)

HKEY_LOCAL_MACHINE\HARDWARE


*NONE
*Dynamically generated by NTDETECT.COM at each boot

HKEY_LOCAL_MACHINE\SAM
SAM

SAM.LOG

SAM.SAV

SAM._


\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\REPAIR (and ERD)

HKEY_LOCAL_MACHINE\SECURITY


SECURITY

SECURITY.LOG

SECURITY.SAV

SECURITY._


\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\REPAIR (and ERD)



HKEY_LOCAL_MACHINE\SOFTWARE
SOFTWARE

SOFTWARE.LOG

SOFTWARE.SAV

SOFTWARE._


\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\REPAIR (and ERD)



HKEY_LOCAL_MACHINE\SYSTEM
SYSTEM

SYSTEM.ALT

SYSTEM.LOG

SYSTEM.SAV

SYSTEM._


\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\REPAIR (and ERD)



HKEY_USERS
DEFAULT

DEFAULT.LOG

DEFAULT.SAV

DEFAULT._


\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG

\WINNT\REPAIR (and ERD)



Used to upgrade a User’s Profile from an older version of NT to version 4.0.


USERDIFF

USERDIFF.LOG
\WINNT\SYSTEM32\CONFIG

\WINNT\SYSTEM32\CONFIG



The registry related files stored within \WINNT\SYSTEM32\CONFIG and the currently logged-on User’s profile directory are inaccessible during an interactive authenticated session, but the backed up copies of the registry’s components, both the .SAV files in \WINNT\SYSTEM32\CONFIG and the ._ files in \WINNT\REPAIR, are accessible and can be manipulated by a user should they desire to do so.  Access to these directories should be restricted.

Security and Emergency Repair Disks (ERDs)

In addition to providing security for Registry files stored on the local disk, it is equally important to secure both tape backups of a secured system and any Emergency Repair Disks created.  This is crucial because, just as with the Registry files stored in \WINNT\REPAIR, both ERDs and Tape Backups contain copies of the Registry that can be exploited if left unsecured.

Securing the Registry Itself

When securing the Registry, you can use REGEDT32.EXE, REGDACL.EXE (from Frank Heyne’s Website) or REGINI.EXE from the NT Resource Kit.  Since REGEDT32.EXE is the native tool (and GUI), it will be the easiest tool to use to familiarize yourself with NT Registry Security mechanisms if you have not already investigated it’s use.

Figure 7.2: REGEDT32.EXE’s Security Tab
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NT’s standard Registry permissions are Read and Full Control, with the Special Access option allowing you to tailor permissions for specific keys and subkeys.  Figure 7.3 shows the Special Access menu 

Figure 7.3: REGEDT32.EXE’s Special Access Tab
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Table 7.2 shows what each Special Access tab means:

Table 7.2: Registry Special Access Permissions

Special Access Type
Permission Granted



Query Value
Permission to read a value entry from a Registry key



Set Value
Permission to set the value entry of a Registry key



Create Subkey
Permission to create subkeys for a specified Registry key



Enumerate Keys
Permission to enumerate the subkeys of a specified Registry key



Notify
Permission to access a specified key for the purpose of audit notification



Create Link
Permission to access a key for the purpose of creating a symbolic link



Delete
Permission to delete the specified key



Write DAC
Permission to access the specified key to modify it’s Discretionary ACL



Write Owner
Permission to access the specified key to take ownership



Read Control
Permission to gain access to the security information on the key



Recommended Registry Security

Everyone: Query Value, Enumerate Subkeys, Notify and Read Control

HKLM\SOFTWARE

HKLM\SOFTWARE\RPC (and all subkeys)

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Profile List

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Compatibility

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Embedding

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Font Drivers

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Font Mapper

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Font Cache

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\GRE_Initialize

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MCI

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MCI Extensions

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib – No Everyone, use INTERACTIVE 

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Port (and all subkeys)

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Type1 Installer

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WOW(and all subkeys)

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows3.1MigrationStatus

HKLM\SYSTEM\CurrentControlSet\Services\LanmanServices\Parameters; NullSessionPipes (Add only Users/Groups who should have access to Null Session Pipes)

HKLM\SYSTEM\CurrentControlSet\Control\SecurePipeServer\Winreg (Add only Users/Groups who should have access to the Registry remotely)

HKLM\SYSTEM\CurrentControlSet\Services\LanmanServices\Shares

HKLM\SYSTEM\CurrentControlSet\Services\UPS

HCR (and all subkeys)

HKU\.Default 

Additionally:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce (Everyone – Read) HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders\Common Startup (Everyone – Read)

Secure the Remote Access Server subkeys under HKLM\SYSTEM\CurrentControlSet\Services through the use of the RASFIXI.EXE available from MS’s Security Website or ftp://ftp.microsoft.com
SAMKEY.EXE and encryption of Account Passwords 

After the release of Service Pack 2, Microsoft created a hotfix that permitted users to encrypt the password portion of the Security Accounts Database stored in the registry. Now a part of Service Pack 3, this tool permits user to enforce stricter security on a Workstation or Server’s account password database by encrypting the information with a 128-bit password key, making it extremely difficult for a potential intruder to access stored password information.  

To enable the system encryption key, type SYSKEY in the Run box on the Start Menu.  This will bring up the SYSKEY configuration tool stored in \%SYSTEMROOT%\SYSTEM32 (Figure 7.4)
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Figure 7.4: Service Pack 3’s SYSKEY.EXE

Select the “Encryption Enabled” option then hit “OK”, the next screen will ask for confirmation of the encryption process.  IF you have not made an ERD at this point, select “Cancel” and use RDISK to create one.  After restarting the process, select “OK” from the confirmation screen and the account database key dialog screen should appear. 

Figure 7.5: SYSKEY Confirmation Screen
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The Account Database Key screen presents the administrator with three options for encrypting the SAM file.  By default, the option “Store Startup Key Locally” is selected, allowing the system to automatically generate an encryption key.  This option is the least restrictive to use, permitting the local system to store the key and automatically unencrypt the password database at boot.  It is desirable for use in situations where frequent reboots may occur.

The next option, “Store Startup Key on Floppy Disk” also uses a system generated key, but requires that the key reside on a floppy disk, which must be present at time of boot to unencrypt the password database.  This option is highly desirable in situations required heightened security, since it adds an additional logon screen prompting the user to present the disk.  Without the diskette containing the password key, the system will not boot.  If the disk is missing or corrupt, the system will be inaccessible, therefore it is highly recommended that a backup (if not multiple copies) of this key disk be made and stored in a safe location.  

The final option is for the administrator to specify a custom password key for use when encrypting the password account database.  This option permits an administrator the luxury of the additional logon prompt at boot for heightened security, as well as the ability to define the password used for encrypting the password database.  

The following Figures display SYSKEY’s information screens (if you are unfamiliar with them)

Figure 7.6: SYSKEY’s Account Database Key window  
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Figure 7.7: SYSKEY’s Windows NT Startup Password Screen[image: image70.png][Account Database Key
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Figure 7.8: Startup Disk Request
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NT Registry Security Checklist

Hopefully this compiled list will help you when approaching the application of Registry permissions and security on individual systems.

1. When NTFS Volumes are used, deny standard users access to the \REPAIR subdirectory of \WINNT (%SystemRoot%)

2. Restrict Everyone’s access to List for the \WINNT\SYSTEM32\CONFIG subdirectory

3. By default, access to the Registry on NT Workstation is enabled, this should be restricted.  HKLM, SYSTEM\CurrentControlSet\Control\SecurePipeServers add Winreg as a subkey, using security permissions on the key for those accounts you wish to grant access to the system’s Registry remotely. (if the key does not already exist)

4. Restrict Regsitry editing tools by locking down REGEDT32.EXE and REGEDIT.EXE with NTFS permissions and adding the following edit to disable a User’s ability to utilize Registry editing tools altogether.  This edit is: HKCU, SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System and add “DisableRegistryTools” with a REG_DWORD data type and a Hex value of 1 (0x1)

5. Additionally, restrict Anonymous access to the Registry with the following Registry edit: HKLM, SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters, adding the value “NullSessionPipes” as a REG_MULTI_SZ data type (if not already present)  Use the value to set security for those accounts you wish to grant access to Null Session Pipes, including the Registry, on the target system.

6. Reset security on hives and subkeys… carefully.  See Microsoft’s white paper “Securing Windows NT Installations” found at http://www.microsoft.com/ntserver/library/ secure_ntinstall.exe for more on permissions for Registry security 

7. Set the security on HKLM, SOFTWARE\Microsoft\Windows\CurrentVersion\Run and RunOnce, make sure the group Everyone is removed or restricted to Read only. 

8. Run the new NT Remote Access Service Security patch available for download from the Microsoft Security website at http://www.microsoft.com/security . This patch resolves the issue of the group Everyone possessing special access (that includes the ability to alter the location of the associated .EXE) to the RAS subkeys under HKLM, SYSTEM\CurrentControlSet\Services

9. Securely store all ERDs and Tape Backups that may contain copies of a system’s Registry

10. For systems requiring heightened security, enable enhanced, 128-bit security for encrypting the Security Accounts Manager (SAM) through SAMKEY.EXE (available after installing SP3).  You can opt to use the default key generated or specify your own key to encrypt the SAM file.  Ensure that a current ERD exists prior to installing SAMKEY.EXE, then create another after you have successfully installed it.

11. For even stricter security, you may decide to audit changes to the SAM file.  This type of auditing will record any changes accounts stored on the local system.  This is done by using the AT tool and REGEDT32.EXE. With auditing enabled, use the AT command to start REGEDT32 (“AT <TIME> /INTERACTIVE “REGEDT32.EXE””).  This brings up REGEDT32 using the System account which grants access to the SAM and SECURITY hives.  Highlight each key separately, selecting the “Security” toolbar option and “Auditing” menu item.  Add the SYSTEM, Administrators and, if present, Domain Admins to the list of audited users.  Select the “Audit Permission on Existing Subkeys” checkbox, and check both Success and Failure boxes for “Query Value”, “Set Value”, “Write DAC” and “Read Control”.

Security by Editing the Registry

12. Use NT’s Winlogon key to add enhanced security functionality to the logon process: HKLM, SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon:

a. Add a legal notice textbox and textbox caption to appear prior to the logon screen, add the value “LegalNoticeCaption” as a REG_SZ data type, with the string value containing the title of the dialog box.  Add the value of “LegalNoticetext” as a REG_SZ data type, with the string value containing the warning you’d like displayed in the body of the text box.

b. Add additional captions and text to the actual logon screen, as well as to CTRL + ALT + DEL screens at logon time (both data types are REG_SZ):  

“LogonPrompt” with a REG_SZ data type containing the text you wish to replace “Enter a user name and password that is valid for this system” with.

“Welcome” with a REG_SZ data type you wish to use as a window title for the Begin Logon, Logon Information, Workstation Locked and Unlock Workstation dialog boxes.

c. To disable the display of the last authenticated user in the logon screen, add the value “DontDisplayLastUserName” as a REG_SZ data type with a string value of “1”

d. Autologon can be enabled on a system and in certain situations may be desirable (such as with lab systems or informaiton kiosks), but a caveat exists requiring that a Username and password be entered into the Registry in clear-text.  If used, the Registry must be secured against unauthorized access.  For this to be enabled add the following values as REG_SZ data types to the Winlogon key:  

“AutoAdminLogon” with a REG_SZ data type of “1”

“DefaultUserName” with a REG_SZ data type containing the desired username

“DefaultDomainName” with a REG_SZ data type containing the account location

“DefaultPassword” with a REG_SZ data type containing the password in clear-text

“IgnoreShiftOverride” with a REG_SZ data type of “1” to disable the SHIFT key access option when shutting down to logon as a different user on a system with Autologon enabled.

e. To disable the shutdown button on the logon dialog box for an NT Workstation, add the value “ShutdownWithoutLogon” as a REG_SZ data type with a REG_SZ data typ  of “1”.

13. Under HKCU, SOFTWARE\Microsoft\Windows NT\CurrentVersion\Shutdown, set the following values (if required):

a. Add the “LogoffSetting” setting as a REG_DWORD data type to set the default radio button selection when a user is logging off of the system: 

Value
Meaning

0
Logoff

1
Shutdown

2
Shutdown and Restart

3
Shutdown and Power Off

b. Add the “ShutdownSetting” setting as a REG_DWORD data type to set the default radio button selection when a user is shutting the system down:

Value
Meaning

0
Logoff

1
Shutdown

2
Shutdown and Restart

3
Shutdown and Power Off

14. Restrict anonymous access to the Registry and the system: HKLM, SYSTEM\CurrentControlSet\Control\Lsa, adding the value of “RestrictAnonymous” as a REG_DWORD data type with a Hex entry of 1 (0x1)

15.  Secure the installation of Printer drivers through the Printer folder so that only Administrators and Power Users (on NT Workstation) can use it to install drivers using the following key: HLKM, SYSTEM\CurentControlSet\Control\Print\Providers\LanMan Print Services\Server, add the value “AddPrintDrivers” as a REG_DWORD data type with a Hex entry of 1 (0x1)

16. To disable adminstrative shares (C$, D$ hidden shares at the root of each physical drive), add "AutoShareWks" (for Workstation) or “AutoShareServer” (for Server) as a REG_DWORD data type with  a value of 0 to HKLM,  SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

17. Disable IP Source Routing (for Post SP5 systems0 by adding "DisableIPSourceRouting"  under HKLM, SYSTEM\CurrentControlSet\Services\Tcpip\Parameters as a REG_DWORD data type with a Hex value of 1 (0x1) 

18. To enable more secure transactions between NT systems add the following entries to the key SYSTEM\CurrentControlSet\Services\Netlogon\Parameters:

a. This edit enables the encryption of SSC traffic, so that the machine name is encrypted and the pasword is doubly-encrypted, as well as all additional SSC-related traffic.  Add "SealSecureChannel" as a REG_DWORD data type with a value of 1 (0x1)

b. This edit enables the signing of SSC traffic between members of a Domain to ensure that the sender/receiver of session authentication traffic (such as the $MACHINE.ACC & password) is verified.  Add "SignSecureChannel" as a REG_DWORD data type with a value of 1 (0x1)

c. this setting ensures that all SSC traffic is either signed or sealed.  If enabled, all DCs MUST also have this value set.  Add "RequireSignOrSeal" as a REG_DWORD data type with a value of 1 (0x1)

19. This edit enables the signing of all CIFS/SMB traffic from the workstation verifying the originating address. WARNING: This edit can produce significant overhead  Add the following edits to HKLM, SYSTEM\CurrentControlSet\Services\Rdr\Parameters:

a. "EnableSecuritySignature" as a REG_DWORD data type with a value of 1 (0x1)

b. "RequireSecuritySignature" as a REG_DWORD data type with a value of 1 (0x1).  NOTE: this edit will require ALL traffic to be signed.

20. To disable DCOM, add "EnableDCOM" with a REG_SZ value of “No” to HKLM, SOFTWARE\Microsoft\Ole

21. To set up complex password requirements for the local station that follow this criteria: 

1. Passwords must be at least 6 characters long.

2. Passwords must contain characters from at least 3 of the following 4 classes: 


    Class                        

Examples


    English Upper Case Letters   
A, B, C, ... Z


    English Lower Case Letters    
a, b, c, ... z


    Westernized Arabic Numerals   
0, 1, 2, ... 9


    Non-alphanumeric characters   
.,;:*&%!

3. Passwords may not contain your user name or any part of your full name.

Add PASSFILT to the REG_MULTI_SZ value "Notification Packages" under HKLM, SYSTEM\CurrentControlSet\Control\Lsa", then copy the PASSFILT.DLL to the %SYSTEMROOT%\SYSTEM32 subdirectory (Post SP3 security addtion). For more information see 

The SP3 documentation.

22. To disable LM authentication, this edit has several options that you can configure for your environment as you see fit.  For the full functionality of this edit to be used, several conditions must be met. You must have SP4 or greater installed and for settings above 3, these values must exist on all DCs as well.  As there are many configuration options involved here, you must be very careful when applying this value.  The default established here is 2, disabling all LM activity (95 clients).  

Add the  “LMCompatibilityLevel” as a REG_MULTI_SZ data type with a value corresponding to the chart below: 

   
Valid Range: 0-5   Default: 0

   
Level 0 - Send LM response and NTLM response; never use NTLMv2 session security   

Level 1 - Use NTLMv2 session security if negotiated

  
Level 2 - Send NTLM authenication only

   
Level 3 - Send NTLMv2 authentication only

   
Level 4 - DC refuses LM authentication

   
Level 5 - DC refuses LM and NTLM authenication (accepts only NTLMv2) 

WARNING: Read *ALL* of MSKB Article Q147706 before using this edit!

23. To disable the OS2 & Posix Subsystems, clear the REG_MULTI_SZ value "Optional" of the entries Os2 & Posix under HKLM, SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems and then delete the OS2SS.EXE and PSXSS.EXE files from %SYSTEMROOT%\SYSTEM32.

24. To disable NT’s Task Manager, add "DisableTaskMgr" as a REG_DWORD data type with a value of 1 (0x1) to HKCU, SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

25. To disable the ‘Lock Workstation’ and ‘Change Password’ buttons on NT’s CTRL+ALT+DEL Security screen, add "DisableLockWorkstation" and "DisableChangePassword" as REG_DWORD data types, both with a value of 1 (0x1) to HKCU, SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

26. In heightened security environments, it might be necessary to disable the autorun function for CD-ROM drives.  This can be done by changing the value of the following Registry edit to “0” (zero):  HKLM, SYSTEM\CurrentControlSet\Services\Cdrom , “Autorun” (REG_DWORD data type)  

27. Set the Floppy and, when present, CD-ROM drives so that they are only accessible to the interactive user and cannot be subverted for another purpose during the User’s interactive session with the following key: HKLM, SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon, add “AllocateFloppies” as a REG_SZ data type with a value  of “1”.  Add “AllocateCDRoms” as a REG_SZ data type with a value of “1”.

28. Secure Base System Objects to C2 security settings with the following Registry edit: HLKM, SYSTEM\CurrentControlSet\Control\Session Manager, add the value “ProtectionMode” as a REG_DWORD data type with a Hex value of 1 (0x1).

29. Set the Pagefile to clear itself each time a system is shutdown using the following Registry edit: HKLM, SYSTEM\CurrentControlSet\Control\SesstionManager\Memory Management, add the value “ClearPageFileAtShutdown” as a REG_DWORD data type with a Hex value of 1 (0x1).

30. Not only a security issue but a performance enhancer as well, this edit disables the creation of short filenames/paths for use with DOS/Win16 applications.  See MSKB Articles Q121007 & Q210638 for further details.  To disable 8.3 name Generation, add "NtfsDisable8dot3NameCreation" as a REG_DWORD data type with a value of 1 (0x1) to HKLM, SYSTEM\CurrentControlSet\Control\FileSystem

31. Depending on the level of Security in your environment, you can opt to disable the caching of logon credentials during an interactive session so that, if a user disconnects or loses an authenticated connection to a resource, the user must provide credentials (username & password) for access without the system using cached entries to authenticate.  HKLM, SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon, add the value “CachedLogonsCount” as a REG_DWORD data type, with a Hex value of 0 

32. In addition to deleting caching logon credentials, NT Workstations can be configured to disable persistent connections so that after a reboot, the system will not attempt to reconnect to network resources.  This edit must be done prior to the creation of any user accounts so that each profile is created with the desired key, otherwise each NTUSER.DAT file will have to be edited.  Add the following key:  HKU, .DEFAULT\Software\Microsoft\Windows 

33. NT\CurrentVersion\Network\Persistent Connections, add or edit the following REG_SZ value "SaveConnections" setting the REG_SZ data type to "No".  

34. If even greater auditing functionality is needed, you can opt to enable the auditing of Base System Objects using the following key: HKLM, SYSTEM\CurrentControlSet\Control\Lsa, add the value “AuditBaseObjects” as a REG_DWORD data type with a Hex value of 1 (0x1).  You must then enable the option of Success or Failure auditing of the newly added “Object Access” category in the list of available audited features in User Manager’s audit list.

35. In addition to auditing Base System Objects, you can opt to extend auditing to include user and group privileges not normally monitored.  This additional auditing of privileges is not recommended due to the value of returned data vs. the additional audit and log file strain. It is included as a security documentation component.  HKLM, SYSTEm\CurrentControlSet\Control\Lsa, add the value “FullPrivilegeAuditing as a REG_BINARY data type with a value of 1.

36. An Administrator may opt to disable a system once the security Event log has grown to the determined limit.  This edit should be used in conjunction with a configuration option detailing that the Security Event log never overwrite recorded events using the “Do Not Overwrite Events (Clear Log Manually)” option from the Event Log settings.  The Log size default is set to 512 KB but an administrator may opt to increase that number to 640 KB if heavy auditing is being done or time does not permit continual review of the log.  The following key enables the shut down with a full Security log:  HKLM, SYSTEM\CurrentCOntrolSet\Control\Lsa, add the value of “CrashOnAuditFail as a REG_DWORD data type with a Hex value of 1 (0x1). 

37. To restrict Anonymous connections (“Guest”) from viewing Event Log files on the local station: HLKM, SYSTEM\CurrentControlSet\Services\EventLog\<LogNameHere>, add the value “RestrictGuestAccess” as a REG_DWORD data type with a Hex entry of 1 (0x1).  Note: This edit should be used in conjunction with .EVT files stored on an NTFS volume (\WINNT\CONFIG) and the NTFS permissions should reflect heightened security for this directory and the corresponding Event log files.

38. Though not technically an auditing function, Performance Data stored on a system is accessible to remote users and in certain situations, an administrator may wish to secure it.  This is done by replacing the security on the Key HKLM, SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib to deny Everyone access and only allow Administrators Full Control and the INTERACTIVE account Read access

39. When possible, disable the Server Service on an NT Workstation, this also disables the ability for users to share files, but the tradeoff is a more secure work environment.  An added bit of security is to also disable the Computer Browser service and add the following key to disable the system from being a potential back-up Master Browser:  HKLM, SYSTEM\CurrentControlSet\Services\Browser\Parameters, change the REG_SZ data type  of "MaintainServerList" from “Auto” to “No

40. If the Server service must be enabled, consider hiding the system from the Browse List through a NET CONFIG command or a Registry edit. 

NET CONFIG SERVER /HIDDEN:YES or, HKLM, SYSTEM\CurrentControlSet\Services\LanManServer\Parameters, add the value “Hidden” as a REG_DWORD data type with a Hex value or 1 (0x1)

41. Also, depending on the security of a network environment, you may wish to allow interactively logged on users to schedule events via the AT tool.  This can be achieved with the following Registry edit:  HKLM, SYSTEM\CurrentControlSet\Control\Lsa, adding the value of “Submit Control” as a REG_DWORD data type with a Hex value of 1 (0x1).  In addition, set Registry security on the following key: HKLM, SYSTEM\CurrentControlSet\Services\Schedule, to allow only those users or groups you wish to have access to the AT tool.

42. Policies can be updated from both NetWare and Windows NT Servers.  For NetWare, place the SP in the SYS:PUBLIC volume.  For NT, place the SP in the NETLOGON share (\WINNT\SYSTEM32\REPL\IMPORT\SCRIPTS ).  An NT Workstation can also be configured to seek an SP stored on the local system by enabling the following Registry edits: HKLM, SYSTEM\CurrentControlSet\Control\Update, add the value “UpdateMode” as a REG_DWORD data type with a Hex value of 2 (0x2).  Next, add the value “NetworkPath” as a REG_SZ data type with a string value of “C:\\WINNT\\INF\\NTCONFIG.POL” (or other designated path).

a. Some useful SP options are: Disabling Registry Editing tools (this can also be done by placing NTFS permission restrictions on REGEDIT.EXE and REGEDT32.EXE), Disabling Task Manager and restricting access to Control Panel icons (these can also be restricted through NTFS permission restrictions placed on .CPL files contained in the \WINNT\SYSTEM32 subdirectory.)

b. When undoing a policy option that you have configured, be sure to leave the checkbox blank, not grayed.  Ensure that the system or systems reinitializes the policy to reset the attributes.

c. Download and read the Microsoft white paper “Guide to Microsoft Windows NT 4.0 Profiles and Policies” for further details on Policy and Profile management, it can be found at http://www.microsoft.com/ntserver/library/propolicies.exe
43. In some cases users may be using “Roaming” profiles.  Each time a Roaming profile is accessed from an NT Workstation, it is copied into the PROFILES subdirectory and, by default, left in place upon logout.  To ensure that Roaming profiles are deleted upon logout, add the following Registry key:  HKLM, SOFTWARE\Microsoft\Windows NT\ CurrentVersion\Winlogon, add the value “DeleteRoamingCache as a REG_DWORD data type with a Hex value of 1 (0x1) 

Part 8: System Policies & User Profiles

Using System Policies for Security

With all of the fanfare over the mystique of the system Registry, a real danger exists when making manual edits.   The problem is that registry edits can be poorly or improperly written, and when misapplied can leave a System damaged beyond repair.  In addition to this, the shear number of edits that can be made to further modify or secure a single system. Let alone one hundred, can be difficult to keep track of, especially on networks where mixed security settings are required.  And the danger not only lies in you making these types of changes, curious Users, experienced Users and even Hackers, can all wreak havoc on an unprotected NT Registry.  Therefore it might prove extremely beneficial for a system administrator to devise a way to implement certain registry modifications which prevent users from making changes to important parts of the desktop, network and operating system environment, while leaving them free to make changes it other, less vital parts of the system.  This is where System Policies fit in.

For those of you who may not be familiar with the System Policy Editor, POLEDIT.EXE, this is a tool used to create custom Operating System environment variables and enforce restrictions on workstations.  This is done through System Policies that control of key, value and string settings in the system Registry and stored in a .POL file, allowing an administrator to initiate changes to a system Registry through the GUI interface of the System Policy Editor.  Workstations on a network can be configured to accept System Policies from a network file server during login, giving administrators the power of remote update and control and allowing them to initiate global changes to systems on the network from a single location.  Policies can be tailored to provide default settings for both Users and Machines, which effect everyone, or specific settings, which effect individual Users, Groups and Machines.  Below is a screen capture of NT’s System Policy Editor. 

Figure 8.1: System Policy Editor.
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As you can see, the System Policy Editor has icons for both the default User and Machine accounts, allowing for policy options and restrictions to be placed either on specific User accounts or on individual Machines.  Policies can also be applied to Groups of Users, allowing for the grouping of options tailored to a specific user community.  The next screen capture illustrates a more detailed use of the Policy Editor.

Figure 8.2: Advanced Policy Configuration
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System Policies can be layered, that is, more than one policy can exist at the same time and can be ordered hierarchically, allowing for a multi-policy environment to exist.  Users, Groups and Machines may be defined in more than one policy, 

And the precedence of each policy can be set to overwrite the settings for objects in another policy,  creating an elaborate structure of security and environment variables for Machines, Groups and specific Users.

An administrator can, with a system policy, control which programs a user may use, restrict access to certain control panel functions and registry editing tools, deny the ability to shut down the system or save changes to the environment upon exiting the system.  But this only represents a fraction of what polices can do. Windows NT ships with three standard policies, WINDOWS.ADM, WINNT.ADM and COMMON.ADM, which are by default stored in the %SystemRoot%\Inf subdirectory.  These templates store pre-determined Registry settings that may be used in a System Policy.  The WINNT.ADM file contains custom settings unique to Windows NT desktops, the WINDOWS.ADM contains settings unique to Windows 95 desktops and the COMMON.ADM file contains settings that are shared by both Operating System types. By default the COMMON.ADM and WINNT.ADM are loaded.

Below is a comprehensive listing of what the two templates COMMON.ADM and WINNT.ADM provide in the way of options for Computers and Users/Groups:

Table 8.1: Default Computer Policy Options 

Policy
Policy Option


Function
Category

Network/

(COMMON.ADM)
System Policies Update/

Remote update


Defines the Network location of the System Policy to be used; can be set to use the Automatic path or a defined Manual update path.


Security

System/

(COMMON.ADM)
SNMP/Communities

SNMP/Permitted Managers 

SNMP/Traps for public Community

Run/Run       

 
Sets SNMP Communities

Sets Permitted Managers

Sets Traps for Public Communities

Specifies a command that will run during system startup, similar to using the Startup group option, only not visible to users without Registry access.


Management

Management/

Remote Update/

Security

Windows NT Network/

(WINNT.ADM)
Sharing/Create Hidden Drive Shares

(Workstation)

Sharing/Create Hidden Drive Shares

(Server)


Creates or removes hidden drive shares to the root of each system drive using the <drive letter>$ along with the Admin$ share to the root of \%SystemRoot%
Management/

Remote Update/

Security

Windows NT Printers/

(WINNT.ADM)
Disable Browse Thread on this Computer

Scheduler Priority

Beep for Error Enabled


Disables the sharing of printer information to other Print Servers

Sets Scheduling Priority for Print Jobs

System will beep every 10 seconds when a print error is encountered
Management/

Security

Windows NT Remote Access/

(WINNT.ADM)
Max. Number of Unsuccessful Authentication Retries

Max. Time Limit for Authentication

Wait Interval for Callback

Auto Disconnect 


Sets the number of remote Authentication retries before disabling the account

Sets the time limit for returning an authentication response. 

Sets the time delay for the system to attempt a callback

Sets the time delay for disconnecting when detecting system inactivity
Management/

Security

Windows NT Shell/

(WINNT.ADM)
Custom Shared Folders/

Program Folder

Custom Shared Folders/

Desktop Icons

Custom Shared Folders/

Start Menu

Custom Shared Folders/

Startup Folder
Defines an alternate location for the storage or use of Programs

Defines an alternate location for Desktop Icons

Defines an alternate location for the Start Menu 

Defines an alternate location for the Startup folder
Management/

Remote Update/

Security

Windows NT System/

(WINNT.ADM)
Logon/Logon Banner

Logon/Enable Shutdown from Authentication Dialog Box

Do not Display Last User Name

Run Logon Scripts Synchronously

File System/Do not create 8.3 Filenames for 

Long Filenames

File System/Allow Extended Characters in 8.3 Filenames

Do not Update Last Access Time 


Displays Warning or other Information during the Logon

Enables/Disables the Shutdown button on the Logon Screen during startup 

Disables/Enables the display of the last user logon name

Sets the system to wait to process the logon script before starting the User’s Profile shell.  If set in the User Policy, the User Policy takes precedence. 

Disables the use of the DOS 8.3 naming convention for defining long filenames.

Permits extended characters in 8.3 naming convention filenames

Does not update the last access time for files, can increase the system’s performance.
Management/

Remote Update/ Security

Windows NT User Profiles/

(WINNT.ADM)
Delete Cached Copies of Roaming Profiles

Automatically Detect Slow Network Connections

Slow Network Connection Timeout

Timeout for Dialog Boxes
Removes copies of roaming profiles upon logout.

Detects slow network connections to the logon server

Sets the amount of time before the system issues a slow connection warning.

Sets the amount of time for timing out dialog boxes over a network connection.
Management/

Security

Table 8.2: Default User Policy Options

Policy


Policy Option
Function
Category



Control Panel/

(COMMON.ADM)
Display/Restrict Display
Optionally deny access to the following Display options:

· Deny access to the Display icon

· Hide the Background tab

· Hide the Screen Saver tab

· Hide the Appearance tab

· Hide the Settings tab


Management/

Security

Desktop/

(COMMON.ADM)
Wallpaper

Color Scheme
Specify the location of the desired wallpaper background; the option exists to tile the image as well.

Choose a default color scheme for users


Management

Shell/

(COMMON.ADM)
Restrictions/Remove Run from the Start Menu

Restrictions/Remove Folders from Settings 

Restrictions/Remove Taskbar from Settings

Restrictions/Remove the Find Command

Restrictions/Hide Drives in My Computer

Restrictions/Hide Network Neighborhood

Restrictions/No Entire Network in Network Neighborhood

Restrictions/No Workgroup Contents in Network Neighborhood

Restrictions/Hide all Items on the Desktop

Restrictions/Disable the Shut Down Command

Restrictions/Don’t Save Settings on Exit


Disables the RUN option on the Start menu

Removes Control Panel  and Printers from the Settings option.

Removes the Taskbar command from the Settings option.

Removes the Find option from the Start menu.

Hides all drives from My Computer/Explorer

Hides the Network Neighborhood icon

Restricts browsing of the Entire Network.

Restricts browsing of workgroup contents.

Removes all items from the desktop.

Denies access to shut down the system.

Does not save any changes to the system upon exit.


Management/

Security

System/

(COMMON.ADM)
Restrictions/Disable Registry Editing Tools

Restrictions/Run Only Allowed Windows Apps


Denies access to Registry editing tools on the local system.

Permits administrators to create a list of local/network applications that the user may run. 
Management/

Security

Windows NT Shell/

(WINNT.ADM)
Custom User Interface/Custom Shell

Custom Folders/ Custom Program Folder

Custom Folders/

Custom Desktop Icons

Custom Folders/Hide Start Menu Subfolders 

Custom Folders/

Custom Startup Folder

Custom Folders/

Custom Network Neighborhood

Custom Folders/

Start Menu

Restrictions/Only Use Approved Shell Extensions

Restrictions/Remove File Menu from Explorer

Restrictions/Remove Common Program Groups from Start Menu

Restrictions/Disable Context Menus from the Taskbar

Restrictions/Disable Explorer’s Default Context Menu

Restrictions/Remove “Map Network Drive” and “Disconnect Network Drive” options

Restrictions/Disable Link File Tracking

 
Permits administrators to specify and optional shell command other than explorer.

Defines an alternate location for the storage or use of Programs

Defines an alternate location for Desktop Icons

Additional security to hide Start menu subfolders when using a Custom Programs folder or Desktop icons.

Defines an alternate location for the Startup folder.

Defines an alternate location for using a custom Network Neighborhood.

Defines an alternate location for the Start Menu 

Enforces shell extension security.

Restricts access to the FILE menu in Explorer.

Removes the Common program group from the Start menu.

Restricts the Context menus on the Taskbar.

Restricts the default Context menus in Explorer.

Denies users the ability to either map new network connections or remove preset ones.

Does not resolve .LNK extensions during startup.
Management/

Remote Update/

Security

Windows NT System/

(WINNT.ADM)
Parse AUTOEXEC.BAT

Run Logon Scripts Synchronously

Disable Task Manager

Show Welcome Tips at Logon
Adds the environment variables contained in the AUTOEXEC.BAT to the User’s environment.

Sets the system to wait to process the logon script before starting the User’s Profile shell.  If set in the Computer Policy for the system being logged into, the Computer Policy takes precedence.

Disables use of the Task Manager

Enables/Disables the display of  NT’s Welcome tips at startup.
Management/Remote Update/

Security

When implementing a Policy option, the following guidelines dictate how the option will behave (Table 8.3).

Table 8.3: Policy Option Checkbox Functionality

Policy Option


Function

Checked
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 = Option Enabled in the Target Registry

The corresponding option is enabled in the target system’s Registry.  A reboot of the system is normally required for the change to take effect.

 

Cleared
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 = Option Deleted from the Target Registry

The corresponding option is removed from the target system’s Registry. A reboot of the system is normally required for the change to take effect.



Grayed
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 = Option Unchanged in the Target Registry

The corresponding option is ignored.  Leaving the option filled provides faster processing of the System Policy, making for a swifter logon sequence.



A System Policy can be placed on the logon server (Naming the policy NTCONFIG.POL and placing it in the NETLOGON share on an NT server or SYS:PUBLIC\ on a NetWare server) to automatically update any NT Workstation that logs into it.  In this way System Policies can play a role in both the unattended installation process by securing, maintaining and updating NT systems, since many of the functions supported by System Policies offer options for remote update, installation and maintenance of Windows NT.  As your skill with their use grows, you may wish to create policies of your own, incorporating custom additions to policies that you currently use.  Since Windows NT’s System Policy Editor supports the use of multiple Policy Templates (.ADM files), adding Policy Templates of your own design is easy.  Creating .ADM files, however, does require practice and considerable testing.  The next section covers how to customize your own Policy Templates.

Creating a Custom Policy File
When looking at the available options with NT’s standard Policies, the choices available present a host of configuration options that present a broad range of applications within an unattended installation.  But the default options available may not suit your current installation or security needs and, instead of creating additional registry edits to use during an unattended installation, you may wish to create a custom Policy instead. But tracking all of the manual edits that you may be making to systems on your network can become a cumbersome and time-consuming task.  System Policies can provide you with a single, consolidated listing of many of the edits you may wish to make, all in an easy to use format.  System Policies also present administrators with the option of creating both unique System- and User-specific changes.  But creating custom ADMs can be difficult to master at first, and will take some additional time in testing their validity before actually deploying them.  Once created and properly applied, System Policies can provide an easy way to modify existing and new systems on your network.  

It is important to note that when creating a custom Policy file, there are certain limitations that restrict their functionality.  First of all, Policy options are restricted to the HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER hives of the Registry.  Any modification that can be made in either of these two sections of the Registry can be created in a custom System Policy, limited only by the second restriction.  Second, only edits that use specific data types are permissible to use within a System Policy, these are: REG_SZ, REG_EXPAND_SZ and REG_DWORD types.  Registry modifications that utilize REG_MULTI_SZ and REG_BINARY types are not supported in Policies.   Those of you familiar with the system Registry may know that this limitation is not great, since many of the most desirable edits to be made to the Registry exist in either HKEY_LOCAL_MCHINE or HKEY_CURRENT_USER, and involve using REG_SZ or REG_DWORD data types.   

With that in mind, let’s look at how Registry edits are transformed into options in a Policy template.

In this first example, we’ll take a look at a simple registry edit that will enhance a post-Service Pack 3 NT Workstation’ security by restricting Anonymous Users from viewing active account names and available shares.  The registry edit, here named RESTRICT.REG, is as follows: 

REGEDIT4

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa]

“RestrictAnonymous” = “1”
The next example shows the same Registry edit, this time in the format it would appear in as a custom Policy template.

CLASS MACHINE

CATEGORY  "Windows NT Additional Security"

POLICY "Restrict Anonymous Browsing"


KEYNAME "System\CurrentControlSet\Control\Lsa"





VALUENAME "RestrictAnonymous"



VALUEON NUMERIC 1



VALUEOFF DELETE

PART "A check here will deny Anonymous browsers the ability" 

TEXT 

END PART

            
PART "to list Domain Usernames and Shares, Requires SP3." 

TEXT  
END PART



END POLICY

END CATEGORY
;Windows NT Additional Security
Next, we save this example as SAMPLE1.ADM to the \INF subdirectory of \%SystemRoot% and then open the System Policy Editor, or POLEDIT.EXE, and select the OPTIONS and POLICY TEMPLATE menu option.
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Figure 8.3: Policy 

A window will appear, select ADD the browse for the file SAMPLE1.ADM, in the directory it was saved to.  NOTE: For this example the two default policy templates COMMON.ADM and WINNT.ADM were removed to better view the custom .ADM file.  

Figure 8.4: Adding the SAMPLE1.ADM File
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After selecting the custom file, click OK and select FILE then NEW POLICY from the drop-down menu.   

Figure 8.5: Implementing the SAMPLE1.ADM Policy
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Next double-click on the “Default Computer” icon to view the new policy option.

Figure 8.6: SAMPLE1.ADM Policy Option.

Taking a second look at our policy contents, we can identify the elements of the registry edit and identify some of the instructional code surrounding it.

CLASS MACHINE

CATEGORY  "Windows NT Additional Security"

POLICY "Restrict Anonymous Browsing"


KEYNAME "System\CurrentControlSet\Control\Lsa"





VALUENAME "RestrictAnonymous"



VALUEON NUMERIC 1



VALUEOFF DELETE

PART "A check here will deny Anonymous browsers the ability" 

TEXT 

END PART

            
PART "to list Domain Usernames and Shares, Requires SP3." 

TEXT  
END PART



END POLICY

END CATEGORY
;Windows NT Additional Security

CLASS MACHINE

This identifies which key in the Registry that is to be modified with the preceding Categories and Policies.  The two options here are MACHINE and USER.  MACHINE identifies the Registry key HKEY_LOCAL_MACHINE, USER identifies the Registry key HKEY_CURRENT_USER.

CATEGORY  "Windows NT Additional Security"

This  helps to group Policies in a logical fashion. Registry edits that pertain to security can all be placed in the CATEGORY for security.  The category name appears in quotation marks.

POLICY "Restrict Anonymous Browsing"


This identifies the beginning of the Policy option to the Policy Editor.   The Policy type appears in quotation marks.

KEYNAME "System\CurrentControlSet\Control\Lsa"

KEYNAME identifies the Registry location where the subsequent edit will take place.

VALUENAME "RestrictAnonymous"

VALUENAME identifies the Registry value that the Policy will effect

VALUEON NUMERIC 1

VALUEON is used to denote the setting that should be placed in the Registry should the Policy option be enabled.  NUMERIC identifies this particular Registry edit as a DWORD value. If the value type for the edit were REG_SZ, then the entry would not require the additional option NUMERIC and would only require that the string variable be contained in quotation marks, like so, “1”.

1 is the actual String value that is to be entered for the Value type.

VALUEOFF DELETE

VALUEOFF is used to disable the corresponding Policy option in the target Registry.  DELETE is used to remove the VALUE entirely when disabled, but VALUEOFF can require using the NUMERIC or string entry “0” options in Registry edits which may require them.

PART "A check here will deny Anonymous browsers the ability" TEXT 


END PART 

PART is a multifunction identifier in Policies that are used to display information or input requirement options in the GUI interface of the System Policy Editor.  TEXT is only one of the functional identifiers within a PART statement, denoting that the preceding information contained in quotation marks should be displayed in lower window of the System policy Editor.  (The other function identifiers in a PART statement are NUMERIC, EDITTEXT, COMBOBOX, DROPDOWNLIST, and LISTBOX) .  END PART is used to complete the PART statement.

PART "to list Domain Usernames and Shares, Requires SP3."  TEXT  

END PART

Another PART statement, the PART … TEXT   END PART statement is used here to create line breaks in the displayed information to ensure that it will fit in the lower window of the System Policy Editor.

END POLICY

END POLICY identifies the end of the Policy option

END CATEGORY
;Windows NT Additional Security

END CATEGORY identifies the end of the Policy Category.

Next is a second, more complex example of a registry-edit-turned-Policy-option.

Here NT’s autologon feature is used to bypass the system login prompt at boot with a pre-determined account name and password.  Below is the modified registry edit, AUTOLOG.REG, that will set the account, password and selected Domain in the Registry.

REGEDIT4

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon]

"AutoAdminLogon" = "1"

"DefaultUserName" = "Administrator"

"DefaultPassword" = "password"

“DefaultDomainName”=”Domain”
Now here’s the same registry edit used in a System Policy, SAMPLE2.ADM:

CLASS MACHINE

CATEGORY !!Autolog

POLICY !!AutoAdminLogon

KEYNAME "Software\Microsoft\Windows NT\CurrentVersion\Winlogon"



VALUENAME AutoAdminLogon                         



VALUEON "1"  VALUEOFF DELETE



PART !!Auto_Logon_Tip1


TEXT


END PART


PART !!Auto_Logon_Tip2


TEXT


END PART


PART !!Auto_Logon_Tip3


TEXT


END PART


PART !!Default_UserName  

EDITTEXT

VALUENAME "DefaultUserName"

          

MAXLEN 15

           

DEFAULT !!UserName_DefCaption

          
END PART

PART !!Default_Password


EDITTEXT

VALUENAME "DefaultPassword"

MAXLEN 14

DEFAULT !!Password_DefCaption

END PART


PART !!Default_Domain
  

EDITTEXT

                        VALUENAME "DefaultDomainName"

                        MAXLEN 15

                        DEFAULT !!Domain_DefCaption

        
END PART

END POLICY

END CATEGORY 
;Autolog

[strings]

Autolog=”Windows NT Login Control”

AutoAdminLogon="Automated Logon"

Auto_Logon_Tip1="A check in this box will enable the auto-logon option"

Auto_Logon_Tip2="a Username and Password must be present, the Domain name"

Auto_Logon_Tip3="is required only if authenticating to a Domain Controller"

Default_UserName="Username"

Default_Password="Password"

Default_Domain="Domain Name"

UserName_DefCaption="Administrator"

Password_DefCaption="Password (must be non-blank)"

Domain_DefCaption="Domain Name (Only if authenticating to a Domain Controller)"
If we look again at this second Policy example, there are several differences in this example that are dissimilar from the first, most notably is the use of the !! identifier and the addition of the [strings] section.  The !! identifier that appears before a variable name is used to inform the Policy Editor that a corresponding 

Line of text should be used to replace it, which is stored in the [strings] section, below is an example:

CATEGORY !!Autolog

[strings]

Autolog=”Windows NT Login Control”
Microsoft undoubtedly designed this additional functionality so that the code contained in the Policy section would not be confused or lost in lines of text.

It is up to the individual to decide which  method best suits their deployment needs.

The next thing you may notice in this example that differs from the first is the use of the PART statement and the additional function identifiers of EDITTEXT, MAXLEN and DEFAULT. This particular Registry/Policy option requires that a Username, Password and possibly a Domain name be present in the Registry in order for the autologon sequence to function.  The PART statement defines the need for a text box to be present in order for the user to input the necessary string type for this Registry edit, denoted by the EDITTEXT identifier. 

PART !!Default_UserName  

EDITTEXT

VALUENAME "DefaultUserName"

          

MAXLEN 15

           

DEFAULT !!UserName_DefCaption

          
END PART
The MAXLEN 15 option defines the maximum number of characters that may be present in the text box, since a Windows NT Username can only be 15 characters or less.  The DEFAULT option is used to place default information in the text box to further guide the user as to what type of information should be placed there.

Below shows us what the example will look like in the System Policy Editor:

Figure 8.7: SAMPLE2.ADM Displayed
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Below is a table highlighting the available options for creating custom Policies:

Table 8.4: Policy Function Definitions

Function Identifier


Definition

CLASS type
This identifies which key in the Registry that is to be modified with the preceding Categories and Policies.  The two options here are MACHINE and USER.  MACHINE  identifies the Registry key HKEY_LOCAL_MACHINE, USER identifies the Registry key HKEY_CURRENT_USER



CATEGORY name
This  helps to group Policies in a logical fashion. Registry edits that share a common  function can all be placed in the same CATEGORY.  The category name can appear in quotation marks or be defined using !!VARIABLE_NAME.

NOTE: CATEGORY identifiers can only appear once per CATEGORY type.



END CATEGORY 
END CATEGORY identifies the end of the Category group.



POLICY name
This identifies the beginning of the Policy option to the      Policy Editor. The Policy type must appear in quotation marks or be defined using !!VARIABLE_NAME.



END POLICY
END POLICY identifies the end of the Policy option



PART name
PART is the first portion of a multifunction statement under the POLICY option that is used to display information or input requirement options in the GUI interface of the System Policy Editor (The other function identifiers in a PART statement are NUMERIC, EDITTEXT, COMBOBOX, DROPDOWNLIST, and LISTBOX and are contained in the following table) 



END PART 
Defines the end of PART statement.



VALUEON 
VALUEON is used to denote the setting that should be placed in the Registry should the corresponding value option be enabled.



VALUEOFF
Defines the setting the value should possess when it is disabled. 



KEYNAME 
KEYNAME identifies the full path to the location in the Registry where the subsequent edit will take place.  KEYNAME is used by subordinate CATEGORIES, POLICY and PART variables unless KEYNAME is redefined to redirect the path for the subordinate Statement 



VALUENAME 
 VALUENAME identifies the Registry value that the Policy will effect.   

VALUE 
Specifies the Registry value to set to a VALUENAME.



!! 
Identifies a [string] value.



[strings] 
The section header for string variables



PART  Function Identifier


Identifier

Options


Description



CHECKBOX

Denotes the use of a check box. The value if check is be default non-zero.  If unchecked, the entry value is deleted.


DEFCHECK

VALUEON

VALUEOFF

ACTIONLISTON/

ACTIONLISTOFF
When present, the check box is checked by default

When present, is used to define the check box value when it is checked, with the specified value being written to the Registry

When present, is used to define the check box value when it is cleared, with the specified value being written to the Registry

Allows you to define multiple actions that effect values under the same Registry key.  ACTIONLISTON defines the beginning of the parameters to be effected, ACTIONLISTOFF ends the statement.

COMBOBOX

Displays a combo box, which is an edit field plus a drop-down list box for suggested values.


DEFAULT value

MAXLEN value

REQUIRED

SUGGESTIONS/

END SUGGESTIONS

EXPANDABLETEXT


If present, the corresponding value will appear in the test box as an example for the required entry.

If present, identifies the maximum number of characters permitted in the text box.

If present, the policy section containing this option cannot be used unless the requisite value has been entered for the corresponding entry.

Used to present a list of optional entries that may be specified in the drop-down list.

If present, defines the Registry entry as REG_EXPAND_SZ instead of REG_SZ.

DROPDOWNLIST

Displays a drop-down list control. The user can only choose from one of the entries supplied. 


REQUIRED

ITEMLIST/

END ITEMLIST


If present, the policy section containing this option cannot be used unless the requisite value has been entered for the corresponding entry.

Defines the list of the items contained in the DROPDOWNLIST. 

Ex.

ITEMLIST

NAME name VALUE value

NAME name VALUE value

END ITEMLIST



EDITTEXT

Displays an edit field that accepts alphanumeric text.
DEFAULT value

MAXLEN value

REQUIRED

EXPANDABLETEXT


If present, the corresponding value will appear in the test box as an example for the required entry.

If present, identifies the maximum number of characters permitted in the text box.

If present, the policy section containing this option cannot be used unless the requisite value has been entered for the corresponding entry.

If present, defines the Registry entry as REG_EXPAND_SZ instead of REG_SZ.

LISTBOX

Displays a list box with Add and Remove buttons. This is the only part type that can be used to manage multiple values under one key.
NOSORT

VALUEPREFIX prefix

EXPLICITVALUE

ADDITIVE


Displays the LISTBOX contents as they appear in the Policy.  By default it will sort entries by their canonical names.

Identifies the prefix to be used to determine value names. If a prefix is defined, then the prefix plus “1”, “2”, and so on.  This is used in place of the default naming scheme.  The prefix can be empty (“”), which causes the value names to be “1”, “2”, etc.  This entry cannot be used with the EXPLICITVALUE option

Requires not only the value data, but also the value name.  This entry cannot be used with the VALUEPREFIX option.

When present, this option merges the specified Policy value with the corresponding Registry key, if missing, the entry will delete any existing duplicate entry for the specified key. 

NUMERIC

Displays an edit field with an optional spin control that accepts a numeric value.


DEFAULT value

MIN value

MAX value

SPIN value

REQUIRED

TXTCONVERT


When present, specifies the default value for the NUMERIC entry. If DEFAULT is used but no value is specified, the entry is empty.

Used to identify a minimum value setting.  

The default is 0

Used to identify a maximum value setting.

The default is 9999

Specifies the incremental value to be used in spin control.

A value of 0 disables spin control, a value of 1 is the default

If present, the policy section containing this option cannot be used unless the requisite value has been entered for the corresponding entry.

Converts entries into REG_SZ string values (“entry_type”) rather than as binary values.

TEXT

Displays a line of static (label) text. There is no associated Registry value with this part type.
No Options Available
No Option Definitions Available

Below is a sample template for creating Custom Policy Templates.

CLASS category_type (either USER or MACHINE)


CATEGORY name



KEYNAME [key_name]



POLICY “Policy 1” 




[KEYNAME key_name]





PART “Part_1” part_type





type-dependent data





[KEYNAME key_name ]





VALUENAME value_name




END PART




PART “Part_N” part_type





type-dependent data





[KEYNAME key_name ]





VALUENAME value_name




END PART



End Policy



POLICY “Policy N”



[KEYNAME key_name]




PART “Part_1” part_type





type-dependent data





[KEYNAME key_name ]





VALUENAME value_name




END PART




PART “Part_N” part_type





type-dependent data






[KEYNAME key_name ]





VALUENAME value_name




END PART



End Policy

END CATEGORY 

SECURITY.ADM is a custom Policy I wrote while working at UVA.  It combines a few Registry edits that were not native to any existing Policy templates currently available.  Below are the contents of that Template:

SECURITY.ADM

CLASS MACHINE

CATEGORY  !!Additional_Security

KEYNAME Software\Microsoft\Windows\CurrentVersion\Policies\Explorer"


POLICY !!NoDrives






PART !!Hidden_Drives_List
DROPDOWNLIST



VALUENAME "NoDrives"



NoSort



ITEMLIST



NAME "Hide All System Drives"
VALUE NUMERIC 67108863



NAME "Hide the C Drive"

VALUE NUMERIC 67108859



NAME "Hide the D Drive"

VALUE NUMERIC 67108855



NAME "Hide the E Drive"

VALUE NUMERIC 67108847


NAME "Hide the D & E Drives"
VALUE NUMERIC 67108815


END ITEMLIST



REQUIRED


END PART


PART !!NoDrives_Tip1
TEXT
END PART



PART !!NoDrives_Tip2
TEXT
END PART



END POLICY



POLICY !!AllocateFloppies

KEYNAME "Software\Microsoft\Windows NT\CurrentVersion\Winlogon"

VALUENAME AllocateFloppies


VALUEON "1"  VALUEOFF "0"





PART !!Floppy_Tip1


TEXT
END PART


PART !!Floppy_Tip2


TEXT
END PART

END POLICY

POLICY !!AllocateCDRoms

KEYNAME "Software\Microsoft\Windows NT\CurrentVersion\Winlogon"


VALUENAME AllocateCDRoms


VALUEON "1"  VALUEOFF "0"





PART !!CD_Tip1


TEXT
END PART


PART !!CD_Tip2


TEXT
END PART

END POLICY

POLICY !!CachedLogonCounts

KEYNAME "Software\Microsoft\Windows NT\CurrentVersion\Winlogon"


VALUENAME CachedLogonCounts


VALUEON "0"  VALUEOFF DELETE





PART !!Cached_Logon_Tip1


TEXT
END PART


PART !!Cached_Logon_Tip2


TEXT
END PART

END POLICY

POLICY !!AutoAdminLogon

KEYNAME "Software\Microsoft\Windows NT\CurrentVersion\Winlogon"


VALUENAME AutoAdminLogon                         


VALUEON "1"  VALUEOFF "0"



PART !!Auto_Logon_Tip1


TEXT
END PART


PART !!Auto_Logon_Tip2


TEXT
END PART


PART !!Auto_Logon_Tip3


TEXT
END PART


PART !!Default_UserName  

EDITTEXT

VALUENAME "DefaultUserName"

          

MAXLEN 255

           

DEFAULT !!UserName_DefCaption

          
END PART

PART !!Default_Password


EDITTEXT

VALUENAME "DefaultPassword"

MAXLEN 255

DEFAULT !!Password_DefCaption

END PART


PART !!Default_Domain
  

EDITTEXT

                        VALUENAME "DefaultDomainName"

                        MAXLEN 255

                        DEFAULT !!Domain_DefCaption

        
END PART

END POLICY

POLICY !!ShutdownWithoutLogon

KEYNAME "Software\Microsoft\Windows NT\CurrentVersion\Winlogon"


VALUENAME ShutdownWithoutLogon


VALUEON “0”


VALUEOFF DELETE 





PART !!Shutdown_Logon_Tip1


TEXT
END PART


PART !!Shutdown_Logon_Tip2


TEXT
END PART

END POLICY

POLICY !!LogonPrompt

KEYNAME "Software\Microsoft\Windows NT\CurrentVersion\Winlogon"


PART !!Logon_Prompt  


EDITTEXT

VALUENAME "LogonPrompt"

MAXLEN 255

            
DEFAULT !!Logon_DefCaption

            END PART


PART !!Welcome_Prompt  


EDITTEXT

                        VALUENAME "Welcome"

                        MAXLEN 255

                        DEFAULT !!Welcome_DefCaption

        
END PART

END POLICY

POLICY !!RestrictAnonymous

KEYNAME "System\CurrentControlSet\Control\Lsa"




VALUENAME "RestrictAnonymous"


VALUEON NUMERIC 1


VALUEOFF NUMERIC 0

PART !!Restrict_Anon_Tip1         TEXT    END PART

            PART !!Restrict_Anon_Tip2         TEXT    END PART



END POLICY

POLICY !!ClearPageFileAtShutdown

KEYNAME "System\CurrentControlSet\Control\Session Manager\Memory Management"




VALUENAME "ClearPageFileAtShutdown"


VALUEON NUMERIC 1


VALUEOFF NUMERIC 0

            PART !!Clear_PageFile_Tip1         TEXT    END PART

            PART !!Clear_PageFile_Tip2         TEXT    END PART



END POLICY

POLICY !!Add_Print_Drivers

KEYNAME "System\CurrentControlSet\Control\Print\Providers\LanMan Print Services\Servers"



VALUENAME "AddPrintDrivers"


VALUEON NUMERIC 1


VALUEOFF NUMERIC 0


PART !!Print_Driver_Tip1
TEXT
END PART


PART !!Print_Driver_Tip2
TEXT 
END PART

END POLICY




POLICY !!RequireSecuritySignature



KEYNAME "System\CurrentControlSet\Services\Rdr\Parameters"





VALUENAME "RequireSecuritySignature"




VALUEON NUMERIC 1




VALUEOFF NUMERIC 0




PART !!Security_Signature_Tip1
TEXT
END PART




PART !!Security_Signature_Tip2
TEXT 
END PART



END POLICY




END CATEGORY
;Additional_Security

[strings]

Additional_Security="Windows NT Additional Security"

NoDrives="Hide System Drives"

Hidden_Drives_List="Select which drives should be hidden:"

NoDrives_Tip1="WARNING: This policy option will conflict with the"

NoDrives_Tip2="Hide Drives policy in the COMMON.ADM policy file"

AllocateFloppies="Restrict Floppy Access"

Floppy_Tip1="A check in this box will restrict access to the Floppy Drive"

Floppy_Tip2="to anyone but the user currently using an interactive login" 

AllocateCDRoms="Restrict CD-ROM Access"

CD_Tip1="A check in this box will restrict access to the CD-ROM Drive"

CD_Tip2="to anyone but the user currently using an interactive login" 

CachedLogonCounts="Disable Caching of Logon Credentials"

Cached_Logon_Tip1="Disables NT's default setting of caching the Logon"

Cached_Logon_Tip2="Credentials of the last interactive login session"

AutoAdminLogon="Automated Logon"

Auto_Logon_Tip1="A check in this box will enable the auto-logon option"

Auto_Logon_Tip2="a Username and Password must be present, the Domain name"

Auto_Logon_Tip3="is required only if authenticating to a Domain Controller"

Default_UserName="Username"

Default_Password="Password"

Default_Domain="Domain Name"

UserName_DefCaption="Administrator"

Password_DefCaption="Password (must be non-blank)"

Domain_DefCaption="Domain Name (Only if authenticating to a Domain Controller)"

ShutdownWithoutLogon="Shut Down Control"

Shutdown_Logon_Tip1="A check here will not permit Windows NT to be" 

Shutdown_Logon_Tip2="shutdown without a User possessing a valid login first"

LogonPrompt="Additional Legal Warnings"

Logon_Prompt="Additional Warning"

Logon_DefCaption="Enter a username and password that is valid for this system"

Welcome_Prompt="Welcome Message"

Welcome_DefCaption="This entry appears in Begin Logon, Logon Info, Locked and Unlocked Workstation titles"

Local_System_Authority="LSA Enhancements"

RestrictAnonymous="Restrict Anonymous Browsing"


Restrict_Anon_Tip1="A check here will deny Anonymous browsers the ability" 

Restrict_Anon_Tip2="to list Domain Usernames and Shares, Requires SP3." 

ClearPageFileAtShutdown="Wipe System Page File"

Clear_PageFile_Tip1="A check here will clear the System Page File of any"

Clear_PageFile_Tip2="sensitive data during a system shutdown."

Add_Print_Drivers="Secure Print Driver Installation"

Print_Driver_Tip1="A check in this box restricts the installation of Print"

Print_Driver_Tip2="Drivers to Administrators and Power Users." 

RequireSecuritySignature="SMB Packet Signing"

Security_Signature_Tip1="This will ensure that NT Workstation will only connect"

Security_Signature_Tip2="to servers that support SMB Packet Signing, requires SP3."

User Profile Security

Within the \WINNT\PROFILES directory are folders containing the profile information for each user that has logged onto a system.  Within each User’s folder is a file called NTUSER.DAT, this file contains the HKEY_CURRENT_USER hive of the Registry and is used to store user-specific variables.   It can also represent a danger to a privileged user if left unsecured as data stored in this file and the folders of the profile.  Among other software settings, the NTUSER.DAT contains the following settings:

· Windows NT Explorer Settings – All user-definable settings for Windows NT Explorer, as well as persistent network connections.

· Taskbar – All personal program groups and their properties, all program items and their properties, and all taskbar settings.

· Printer Settings – All network printer connections.

· Control Panel – All user-defined settings made in the Control Panel.

· Accessories – All user-specific application settings affecting the 

· Windows NT Environment, Including – Calculator, Clock, Notepad, Paint, and HyperTerminal, among others.

· Help Bookmarks – Any bookmarks placed in the Windows NT Help system.

Configuration Preferences Stored in Profile Directories

The profile directories are designed to contain the following configuration settings.

· Application Data folder – Application-specific data, such as a custom dictionary for a word processing program. Application vendors decide what data to store in this directory.

· Desktop – Desktop items, including files and shortcuts.

· Favorites – Shortcuts to program items and favorite locations.

· NetHood* - Shortcuts to Network Neighborhood items.

· Personal – Shortcuts to program items. Also a central store for any documents that the user creates. Applications should be written to save files here by default.

· PrintHood.* - Shortcuts to printer folder items.

· Recent – Shortcuts to the most recently used items.

· SendTo – Shortcuts to document storage locations and applications.

· Start Menu – Shortcuts to program items.

· Templates.* - Shortcuts to template items.

*These directories are hidden by default. To see these directories, change the View Options.

If you need to delete profiles on remote computers, the DELPROF.EXE utility available in the Windows NT Server Resource Kit, version 4.0, provides this functionality. Windows NT 4.0 User Profiles can grow quite large and can take up considerable disk space, particularly if several people are using one computer. With DELPROF.EXE, you can reclaim disk space by removing profiles that are no longer needed. This utility deletes User Profiles on computers running Windows NT, and it can be used on a local or remote computer running Windows NT 4.0 or earlier. However, because DELPROF.EXE is Unicode-based, it cannot run on Windows 95

.

NOTE: DELPROF.EXE will delete everything contained in a user's profile, including settings, colors, and user documents. Please be aware of any user documents that may be deleted before using this tool.

The syntax of DELPROF.EXE is as follows:

DELPROF /Q /I /P /C:\\COMPUTERNAME /D:DAYS /?

Where:

/Q
Runs Delprof.exe in quiet mode, with no confirmation for each profile to be deleted.

/I
Indicates that Delprof.exe should ignore errors and continue deleting.

/P
Prompts for confirmation before deleting each profile.

/C:\\COMPUTERNAME
Specifies a remote computer name on which to run Delprof.exe.

/D:DAYS
Specifies the number of days of inactivity (days is an integer). Profiles with longer inactivity will be deleted.

/?
Displays command-line syntax.

DELPROF.EXE is ideal for use in a logon script, as it will allow you to control where profiles are stored (such as Administrative user accounts).

In addition to Profile Security, you may also wish to secure the ‘Common Startup’ subkey under HKEY_LOCAL_MACHINE as it permits the group Everyone the ability to alter the location where the All User’s startup folder is.  Excerpted below from NTBUGTRAQ is Arne Vidstrom’s e-mail to the NTBUGTRAQ list regarding the subject and the fix:

Date:         Fri, 8 Oct 1999 21:32:04 +0200

Reply-To:     Arne Vidstrom <winnt@BAHNHOF.SE>

Sender:       Windows NT BugTraq Mailing List <NTBUGTRAQ@LISTSERV.NTBUGTRAQ.COM>

From:         Arne Vidstrom <winnt@BAHNHOF.SE>

Subject:      User to administrator elevation through "User Shell Folders"

              vulnerability

Hi all,

We've found a way for a User to become a member of the Administrators group

through a vulnerability caused by a bad registry key default permission

setting. We've tried it on NT 4.0 WS/SRV with SP4 and SP5. Here's an example:

Assume that the "all users" startup directory is c:\Winnt\Profiles\All

Users\Start Menu\Programs\Startup. This directory has the following default

permissions: Administrators (Full Control), Everyone (Read) and SYSTEM

(Full Control). It's impossible for an ordinary User to add a file there.

However, the actual startup directory is determined by the registrysetting:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User

Shell Folders\Common Startup

Assume that this is set to %SystemRoot%\Profiles\All Users\Start

Menu\Programs\Startup to match the above directory. The "User Shell

Folders" key by default has Set Value permission for Everyone. So, by

changing the value to something else, like c:\attacker, the files in that

directory will be executed each time somebody logs on. For example, one of

the files could add a User to the Administrators group. The next time an

administrator logs on, that User will become a member of the Administrators

group.

To prevent this, just change the key permissions to: Administrators (Full

Control), CREATOR OWNER (Full Control), SYSTEM (Full Control).
Some further User Profile Security Suggestions:

· Use manadatory profiles where strict Profile security is required.  This is done by creating an account and renaming the NTUSER.DAT files to NTUSER.MAN. See MSKB Article Q158581 for further details.

· Each time a Roaming profile is accessed from an NT Workstation, it is copied into the PROFILES subdirectory and, by default, left in place upon logout.  To ensure that Roaming profiles are deleted upon logout, add the following Registry key:  HKLM, SOFTWARE\Microsoft\Windows NT\ CurrentVersion\Winlogon, add the value “DeleteRoamingCache as a REG_DWORD data type with a Hex value of 1 (0x1) 

Part 9: Workstation-Specific Security Concerns

When deploying or using NT Workstation, there are a wide range of issues associated with securing them.  This section will attempt to identify and address some of these issues.  Unlike Server, NT Workstation’s greatest security risks stem from interactive, or console, use (though not exclusively).  Also, sheer numbers represent a risk.  The more workstations that exist on a network, the more auditing and security must take place.  Here is where security and systems management are wedded.  It is highly recommended that you pursue some method providing consistency in updating and maintaining security within your configurations of NT Workstation.  This can often be part and parcel to maintaining a software/hardware index or database of systems on your network.  I employ a variety of logon scripts to both update and integrity-check systems within different departments.  For my environment, this works because it is a homogeneous NT network, slaving all authentication to an NT Domain.  I check the system for required updates and security settings, as well as for specific active viruses or alterations to existing settings.  This, however, is not always an option for administrators.  Other methods can include the use of the Schedule service and AT commands to perform diagnostics or system updates remotely 9and after-hours) or even the use of (dare I say it?) Microsoft’s SMS or Service Pack 4’s Security Configuration Manager plug-in for the MMC.  Whatever your method, be sure that it gives you the ability to standardize your security settings and permits you – in some fashion - to perform consistency checks.

Some Issues and Suggestions:

· Have a Plan – Do I sound like a broken record yet?  Plan out your workstation security from start to finish.  Segment your user communities as much as possible.   

· Know your Application Base – Know your application base and be sure to test each application against your intended security schema.  You may find that some applications (Like the ungodly Peer Web Services for NT or FrontPage) create all sorts of security headaches for you

· Consistency Check your Environment – Security with NT is not a “fire and forget” mechanism.  Regular sweeps of systems can help you to isolate potential problems early, as well as help to catch those systems that so often fall through the cracks.

· The Workstation Administrator - Yes, you know that user, the one who obviously knows a great deal more about NT than you do (uh-huh, yeah, okay).  These user types represent the largest headache, and security threat, to you and your network.  They often surf the Internet while logged on as Administrator, or worse, are making alterations to the system and then claiming the hardware gnomes have crashed their box.  How do you deal with this type of user? Well, part of the issue is political (that’s layer 8 of the OSI model for the uninitiated) and will involve management in standing behind some of the security changes you will want to make.  Next, the best way to approach this type of problem is through custom System Policies, silent and deadly.  They also allow you to lock a user out of specific key components (like the Registry and Network Control Panel) and can be used in conjunction with Registry ACLs to ensure that the settings are not tampered with.  The caveat to this is the local Administrators account, which no user should be permitted to own (if necessary, create a second one for them).  With this account a user can logon locally to an NT Workstation and undue all of your hard work

· Disable the “Big 3” Services – Whenever possible, remove or disable the Server, Computer Browser and the Schedule service.  These will greatly reduce a workstation’s vulnerability to remote assault (but not entirely).  Disabling the Computer Browser service will also help to reduce the Browser overhead on a network.

· Audit Less, Secure More – Unlike NT Server, you may wish to rely on strong active security measures than lots of passive auditing on your workstations.  Unless you have some method of review, do not add the “kitchen sink” when auditing NT Workstation, it will bog the system down and make it much more difficult to isolate a security problem since there will be huge logs to pour over.   Heavy auditing of Workstations should be reserved for systems with modems, systems that share sensitive data with other users, or administrative workstations

· Secure and Rename the local Administrators Account – often overlooked, this account can grant a cracker/hacker undesirable access to a workstation, which can in turn be used to launch assaults on other stations or the entire network.  

· Stay on top of Security Issues – This goes for NT Server as well, a lapse in the application of updates of hotfixes can result in security catastrophes.

· Use BIOS passwords – to protect the BIOS from unwanted change.  Additionally many newer system’s BIOS also allow you to set a boot password.  This can help to create an additional layer of security for sensitive workstations.

· Update Anti-Virus Software Often – And I do mean often.  The rate of new viruses is skyrocketing, so check your vendor’s website for updates regularly (I do it once a day).

· Run Consistency Checks on Security Regularly –  This can be done through the logon script, using the Scheduler service, or remotely with SMS or some other third-party tool.  Doing this will ensure that your environment is not only safe, but integrity checked (as hacked boxes often have down-graded security settings performed by hackers)

Part 10: Security & the Active Desktop (The Internet Explorer Security section)

This section addresses some of the recent issues in Internet Explorer and it’s use with NT.  With the advent of Microsoft’s integration of the browser component of Internet Explorer, more than a few security issues have arisen, most notably with the vulnerabilities associated with JAVA and unauthorized access to local hard drives through the use of malicious code.    

The most recent updates for Microsoft Internet Explorer:

Update for "IFRAME ExecCommand"/"Download Behavior" Vulnerabilities, October 1999 

http://www.microsoft.com/windows/Ie/security/dlbhav.asp
This update eliminates the "IFRAME ExecCommand" and "Download Behavior" security vulnerabilities in Internet Explorer 5. With this update, you can prevent a malicious web site operator from reading files on your computer and/or local intranet without your permission.  

Update for "ImportExportFavorites" Vulnerability, September 30, 1999 

(Also see MS Knowledge Base Article Q241361)

http://www.microsoft.com/windows/Ie/security/iefav.htm
This update eliminates two security vulnerabilities in Internet Explorer: 

1) ImportExportFavorites Issue

2) Unsafe ActiveX Controls. Installing this update will prevent a web site operator from writing malicious files to your computer and, it will also prevent a web site from running several unsafe ActiveX controls without your permission. 

"Scriptlet.typlib" and "Eyedog" updates, September 3, 1999 

http://www.microsoft.com/windows/Ie/security/eyedog.asp
This update eliminates security vulnerabilities in two ActiveX controls: Scriptlet.typlib and Eyedog. Without this update, these controls can be maliciously used to perform unauthorized actions on a user's computer. 

 "Virtual Machine Sandbox" update, August 31, 1999 

http://www.microsoft.com/windows/Ie/security/vm.asp
MS Knowledge Base Article Q240346 (see http://www.microsoft.com/java/vm/dl_vm32.htm)

A scenario has been identified through which a Java applet can operate outside the bounds set by the sandbox and perform normally unauthorized functions on your computer. Exploiting the vulnerability is only possible through a very carefully managed series of steps, and cannot happen accidentally. However, if a malicious Web site operator hosts a Java applet that exploits this security vulnerability, it could read, write, or delete files on your computer when you visit the site.   

"Favorites" security update, May 27, 1999 

http://www.microsoft.com/windows/Ie/security/favorites.asp
This fix eliminates two security vulnerabilities in Internet Explorer. The first could allow arbitrary code to be run on your computer. The second could allow the local hard drive to be read. 

"MSHTML" update, April 21, 1999 

http://www.microsoft.com/windows/Ie/security/mshtml.asp
This fix corrects three vulnerabilities in Internet Explorer's MSHTML.DLL file, and also fixes the "Frame Spoof," "Untrusted Scripted Paste," and "Cross Frame Navigate" vulnerabilities. 

"DHTML Edit Control" Update, April 21, 1999 

http://www.microsoft.com/windows/Ie/security/dhtml_edit.asp
This fix eliminates a vulnerability in an ActiveX control that could allow a malicious web site operator to read information that a user had loaded into the control, and to copy files with known names from the user's local hard drive. 

"Frame Spoof" fix, December 23, 1998 

http://www.microsoft.com/windows/Ie/security/spoof.asp
This fix corrects a vulnerability in Internet Explorer that could allow a web site operator to create a false window that imitates a window on a legitimate web site. The threat posed by this vulnerability is that the false window could collect information from you and send it back to the original site. 

Updated "Untrusted Scripted Paste" patch, November 18, 1998 

http://www.microsoft.com/windows/Ie/security/paste.asp
Microsoft has updated the "Untrusted Scripted Paste" patch for Internet Explorer, to fix both the original security vulnerability and a recently discovered variant of this problem. Microsoft highly recommends that all affected customers -- including anyone who downloaded the original patch before November 18 -- now download the updated patch to protect their computers. 

Further Information on Securing Internet Explorer can be found at the following locations:

Microsoft Security Website

http://www.microsoft.com/security
Internet Explorer Security Area  

http://www.microsoft.com/windows/ie/security/default.asp
Related articles of Interest:

Enabling and Disabling Certificate Authorities in Internet Explorer and IIS

http://www.microsoft.com/security/tech/certificates/cacontrol.asp
Part 11: Server-Specific Security Issues

The issues of physical security and interactive console access aside, many of NT Server’s major security risks are from the Network interface, and this is principally where this section will concentrate.  The first and foremost thing to be aware of is NT’s default application of security and some of it’s less than intuitive methods of security, these are:

· The Everyone Default: This pops up everywhere in NT (and not just NT Server).  The Everyone group includes all Anonymous and Null connections to a system, that means unauthenticated Users (not just Guest) can gain access to a system if it is left unsecured.  Where is it the worst?  

1. By default, New Shares:

Allow Everyone – Full Control

2. By default, volumes converted to NTFS:

Allow Everyone – Full Control throughout the volume

3. By default, the group Everyone:

Possesses excessive NTFS privileges to:

The root of the NTFS drive

\TEMP

\PROGRAM FILES

\WINNT

\WINNT\CONFIG

\WINNT\FONTS

\WINNT\HELP

\WINNT\INF

\WINNT\RAS

\WINNT\REPAIR (Where backup copies of the Registry are stored)

\WINNT\SYSTEM

\WINNT\SYSTEM32

\WINNT\TEMP

\WINNT\SYSTEM32\CONFIG (Where Registry Files are stored)

4. Possess excessive User privileges, such as:

Access this Computer from the Network (SeNetworkLogonRight) 

Log on Locally (SeInteractiveLogonRight) – Workstation & Stand-alone Server only

Shutdown the System (SeShutdownPrivilege) – Workstation & Stand-alone Server only

Bypass Traverse Checking (SeChangeNotifyPrivilege)  

5. Possess excessive permissions in the Registry, such as:

The ability to access the Registry remotely

In the root of each Registry Hive

In HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run and RunOnce

In HKLM\SYSTEM\Services & HKLM\SOFTWARE\Windows NT\CurrentVersion

In addition to this, Everyone can also:

Attach to the System

Browse Network Resources

Enumerate User Accounts

An enterprising hacker/cracker doesn’t have to work very hard to gain access to a system that is left with these defaults.  You might be surprised at how often I find systems with at least some of these default options still in place.  With the Registry not configured by default to refuse Anonymous connections (see the Registry section), a user can use some simple DOS commands to gain access to an unsecured system without providing credentials.

Figure 11.1 shows a simple NBTSTAT command that shows you both the NetBIOS name of a system, as well as the additional bonus of who is logged on interactively to the system:

Figure 11.1: NBTSTAT – A Results
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\>nbtstat -A 207.69.19.25 g

NetBIOS Remote Machine Name Table

Name Type Status

INEPTUNE <03>  UNIQUE Registered

ADMINISTRATOR  <03> UNIQUE Registered
INEPTUNE <20>  UNIQUE Registered
INEPTUNE <00>  UNIQUE Registered
JsnL <00>  GROUP Registered

IAC Address = 00-00-00-00-00-00
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NOTE: For more on NetBIOS Suffixes, see MSKB Article Q163409

By querying the IP Address (which can be gained using a freeware ping scanner), I can test to see if an IP address is actually an NT system.  Now that I know the IP Address, I can add the entry into my LMHOSTS file: 

207.69.19.25
NEPTUNE
#PRE

Next, I open a command prompt and type NBTSTAT –R to release and renew my NetBIOS name cache, adding the new LMHOSTS entry to that cache without having to perform a reboot.

Now, I can establish a Null connection to the system with a special NET USE statement (Figure 11.2)

Figure 11.2: Null Connection Statement
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Once that’s done, I can then use any number of tools to view the locally shared resources, or even attempt to use SAMDUMP (to dump the SAM) or NETCAT (to scan ports).  To protect against such horrors, be sure to NEVER use the group Everyone.

· The “Full Control” Gotcha in NT – Make it a policy to never grant users or groups Full Control to files and directories, opting instead to use RWXDPO in it’s place.  With Full Control to a directory, a User or Group Member possessing this right can delete the directory regardless of the permissions held by files and subdirectories within it.  This means that if a User’s permission to a file is No Access but his/her permission to the directory it is within is Full Control, the User can delete the directory.  When RWXDPO, the User or Group is impeded from this type of sweeping deletion capability when permissions on files or subdirectories within the directory are set to not permit removal.

· Death by LM Compatibility –  Windows 95 clients degrade NT’s ability to utilize strictly NTLM (and NTLMv2 in post-SP4 systems).  Whenever possible, disable LM authentication and enable SMB message signing (see the Registry section). The use of message signing between clients reduces the risk of Man-in-the-Middle attacks, where a third party “sniffing” on a local section or subnet of a network can locate an active SMB session and attempt to actively assault either the client or the server.  WARNING: By doing this, your systems will be inaccessible to Windows 9.x and 3.x clients.

· Use a NetBIOS Scope ID – To further isolate your systems from external access, you can opt to use a NetBIOS scope ID.  This will restrict access to systems that possess the same scope ID.  This option is accessible to both 9x and NT clients.  For more information on the use of scope ID’s, see MSKB Articles Q138449, Q163112 & Q138271.

· Disable Unnecessary Services – They not only reduce a system’s overall performance, but they represent a security risk if they are not required, but left running and unsecured.  

· Use NTFS Volumes – Basic, Yes, but a required statement.  Also, be careful about recursing directories with permissions “sweeps”, these can overwrite existing changes to NFS security that will be wiped out by your new sweep.  When applying NTFS security for the first time, work your way up through a directory, starting at the base and then resetting the permissions for subdirectories are is needed.

· The NT “Ownership” Game – Unfortunately, NT uses some unfriendly ownership rules.  Users cannot own other Users, making the job of account management that much more difficult.  In addition, NT employs a two-step process for allowing a user to “take” ownership of a file object in NTFS.  First the permission to “Take Ownership” must be possessed, then the user must actually perform the ownership function.  This is a security and management nightmare, especially in volumes with a lot of data.  I have created a GUI version of the UNIX CHOWN tool for NT.  It will be made available to you for free after this course. With it you can change the ownership of file objects directly, removing the User from the process entirely. 

Part 12: Securing NT Web Services

Securing Internet Information Server and its associative services are a whole course unto themselves.  Instead of attempting to regurgitate documentation, I feel more comfortable standing on the shoulders of giants, as it were.  There is quite a bit of excellent documentation on the web concerning Microsoft’s w3eb-based products, if you know where to look.   This section will only attempt to point you in the right direction for some excellent resources for maintaining and securing your IIS websites

Phrack Magazine

http://www.phrack.com/main-index.html
If you haven’t been here yet, take a look.  This site is an excellent source of holes, exploits and cracks for a variety of different Operating Systems & applications.  Below is an article by rain.forest.puppy (written in December of 1998), a noted expert in the field of security exploits, provides insight into security issues with IIS and MS web-based applications, as well as SQL and Cold Fusion – some of which are still being used to gain access to servers almost a year later.

Excerpted from Phrack’s Online Archive:

---[  Phrack Magazine   Volume 8, Issue 54 Dec 25th, 1998, article 08 of 12

-------------------------[  NT Web Technology Vulnerabilities

--------[  rain.forest.puppy / [WT] 

*Note: most of the vulnerabilities in this document have NOT been made public; rain.forest.puppy, or other members of WT discovered them.  Lots of new toys out there on the Internet lately.  Seems like the web is the way to go, and every software spigot is demanding they be 'web-enabled'.  A lot are reinventing the wheel, bundling sub-standard web servers to serve up their HTML and Java interface.

But this article isn't about them.  There's too many, and they're to easy to use as vulnerable targets.  It's much more fun to find the needle in the haystack, so I'm going to focus on some more common setups.  On to the show. 

----[  IIS 4.0

IIS is not too bad as a web server.  It still doesn't compare to Apache, but it has flexible scripting and server-side abilities.  But, of course, everything has its price...

One interesting problem (and probably the only one that may be previously published at the time of this writing) is that appending an ".idc" extension to the end of a URL will cause IIS installations to try to run the so-called .IDC through the database connector .DLL.  If the .IDC doesn't exist, than it returns a rather informative page stating that it can't open %documentroot%\.idc.  For example:


"Cannot open c:\inetpub\wwwroot\index.html.idc"

Wow, absolute paths on the server.  Very interesting.  What good does this do?  Well, it gives you some insight and hints.  If you're trying to exploit CGI or other server-based programs, knowing what drive you're on when trying to access outside documents blindly helps a lot.  For example, if the IDC query

came back:


f:\webs\1\index.html.idc

then you know you'll probably have to specify 'c:\' to get to any Windows NT system files; you can't do silly stuff like:


../../../../winnt/system/repair/sam._

since you're doing relative addressing, and staying on drive F.  Another common return is something like"


"Cannot open d:\20x.140.3x.25\index.html.idc"

Where the IP address is the full IP address of the webserver.  This usually indicates that the site is on a system that's probably hosting multiple websites.

Also, usually the site that's based in \inetpub\wwwroot is the 'default' site, and may have other things associated with it (like sample files, etc... We'll get to these later).  This is important to remember.

----[  FrontPage Webbots

A really quick recap on how webbots work:  Frontpage inserts some HTML comments that specify the parameters of the webbot.  Then, the form is submitted to /_vti_bin/shtml.dll, and the URL of the page is given.  shtml.dll reads through the given page, and interprets the webbot/HTML comment code.

So, all the parameters that are involved in (most) webbots are embedded in the HTML page themselves.  Let's take an example from a corporate site that makes a very popular FTP suite (this is HTML code):

Notice that this site is saving the results to a file (and the fact that it has "d:\.." says that it is a Windows-based server).  But the more important part to notice is the 'u-confirmation-url' field.  This page has a large form for you to fill in.  When you submit it, what you entered is saved in the 'u-file', and then you're redirected to 'u-confirmation-url'.  Don't want to give all your personal information to them?  Well, just go to 'u-confirmation-url'.  In this case, this was a registration page for download of the eval.  Since I got tired of filling out my information all the time, I now just go to the confirmation URL and download away, bypassing the form.

On a related note, if bot="SaveResults", and u-file is in the web structure (which it happens to be a lot on virtually hosted accounts), you're able to view the contents of the file.  For instance,

means you can go to htp://site/_private/download.log and view all the info everyone else entered.

----[  IIS 3.0 to IIS 4.0

There are several changes between IIS 3.0 and IIS 4.0.  Sure, MMC is important and all, but there's something else even better: there are default associations made between certain file extensions and .DLLs.  Let's look at a particular example...

In IIS 3.0, you'd administer the website by going to http://site/iisadmin/, which would pop over to using /scripts/iisadmin/ism.dll, and routing the various .HTR files in that directory through itself.  The .HTR files are relatively useless without ism.dll to process them, and ism.dll has hard-coded authentication built into it.

Now, upgrade from IIS 3.0 to 4.0.  You now administer your site through http://localhost:5416/.  What about all those .HTRs in /scripts/iisadmin? They're still there, unless you actually deleted them.  And the problem?  IIS 4.0 associates all .HTRs with a new and improved ism.dll, which contains no hard-coded authentication.  So now, whenever you request a .HTR file, IIS will happily process it for you, not caring about authentication.  You can now use the .HTR files in /scripts/iisadmin to your liking.  Kinda. None of them work, due to so many changes. EXCEPT FOR ONE: bdir.htr.  bdir.htr seems to still be happy, and gladly shows you all the directories on any drive.  You can navigate all the server's drives (and network mappings), but all you get to see is directories (no files).  In case you're wondering, you can tell bdir.htr where to look by doing


/scripts/iisadmin/bdir.htr??

ie:


/scripts/iisadmin/bdir.htr??d:\webs\

I haven't played with the other file extensions, but there's a half-dozen or so that IIS will now happily process (the normal ones like .ASP, .IDC, .HTR, and other unfamiliar ones like .HTW, .IDQ, .IDA, .CER, etc). 

----[  Sample pages

While it's not a good idea to put included sample pages and applications on a public server, still many places do.  IIS 4.0 includes a rather large and comprehensive demo site called 'Exploration Air', which employs many IIS 4.0 web technologies.  An interesting feature is the 'How It Works' button on the

bottom of every page, which takes you to a script that parses the pages code into colorful tags.  This is a problem.

It uses the Scripting.FileSystemObject to request the page.  Luckily, it will only let you use virtual paths; unfortunately, it allows the use of /../ to escape to higher directories, including up into the root directory.  This allows it to open any file on the same drive.  Using the .IDC bug above to determine where the file rests, you can determine if you can get to WinNT system files.  You can also view the code of any page application (.ASP, .CFM, .IDC, etc).  For example:

http://site/iissamples/exair/howitworks/codebrws.asp?source=/../../boot.ini

could show the Windows NT boot.ini file.  It's used in the ExAir sample site, as shown above, and also the SDK, if installed, at http://site/iissamples/sdk/asp/docs/codebrws.asp

----[  Cold Fusion app.server 3.1

Cold Fusion is a rather creative scripting language; it's a nice front end to ODBC database connections.  But I wouldn't be mentioning it here if it didn't have any problems.

Like IIS 4.0, there's a few alarming things with the sample pages included with CF.  One is the Expression Evaluator at:


http://site/cfdocs/expeval/eval.cfm

They have a security check.  It calls check_ip.cfm, which allows access only from 127.0.0.1 (localhost).  Bummer, we can't run raw code on the server. But, let's check out:


http://site/cfdocs/expeval/exprcalc.cfm

It still doesn't do us any good, because it still uses eval.cfm to process the expression(s) we enter.  But, there's something more interesting: the expression calculator lets us save and load files of expressions to

evaluate.  And it just so happens that exprcalc.cfm is the form used to LOAD files.  And it let's us load any file we want.  For instance:


http://site/cfdocs/expeval/exprcalc.cfm?OpenFilePath=c:\boot.ini

will display the contents of boot.ini in the window.  Just like the IIS codebrws.asp program, we can use it to look at any file we want.  However, exprcalc.cfm lets us specify other drive letters, while codebrws.asp is

limited to only the current drive.

----[  Anonymous Mail

Very simply and quickly,


/cfdocs/expeval/sendmail.cfm?MailFrom=&MailTo=&Subject=&Message=

lets you send email.  Not exactly a security breach, but not pleasant either. You must fill in the variable values.

----[ Proxy Problems

This is an interesting problem brought about not only by CF, but possibly proxy software in general.  CF includes an 'http client' application in


/cfdocs/examples/httpclient/mainframeset.cfm

which lets you type in an URL, and it will show you the HTML code in the bottom window.  Now, let's say, remotely I try to administer the IIS 4.0 server that CF is running on by going to http://site:5416/.  I get an error stating I have to be local (127.0.0.1).  Now, I go to the http-client CF application on that same server.  For the URL, I type "http://localhost:5416". I get the correct page as the result.  I have effectively bypassed the security check.  Using GET commands in the CF http-client application, I can administrate the server.

What's really interesting in theory is that applications like this, and proxys in general, can be used to abuse trust relationships and 'localhost only' security.  It'd be interesting in hearing what other people find along this line.  One example:

I surf to a company's firewall/web proxy from the 'outside'.  I get an error stating 'Denied/Unauthorized Access'.  I then request from their proxy 'GET http://localhost/'; and now I get the 'inside' web page with instructions on how to use the proxy correctly to get out.  Yes, there's obvious setup problems (allowing outside requests), but that's not the point...

----[  ODBC and MS SQL server 6.5

Ok, topic change again.  Since we've hit on web service and database stuff, let's roll with it.  Onto ODBC and MS SQL server 6.5.

I worked with a fellow WT'er on this problem.  He did the good thing and told Microsoft, and their answer was, well, hilarious.  According to them, what you're about to read is not a problem, so don't worry about doing anything to stop it.

- WHAT'S THE PROBLEM?  MS SQL server allows batch commands.

- WHAT'S THAT MEAN?  I can do something like:


SELECT * FROM table WHERE x=1 SELECT * FROM table WHERE y=5

Exactly like that, and it'll work.  It will return two record sets, with each set containing the results of the individual SELECT.

- WHAT'S THAT REALLY MEAN?  People can possibly piggyback SQL commands into your statements.  Let's say you have:


SELECT * FROM table WHERE x=%%criteria from webpage user%%

Now, what if %%criteria from webpage user%% was equal to:


SELECT * FROM sysobjects

It would translate to:


SELECT * FROM table WHERE x=1 SELECT * FROM sysobjects

which would be valid SQL and execute (both commands).  But wait, there's more. Say you had:


SELECT * FROM table WHERE x=%%criteria%% AND y=5

If we used our above example, we'd get:


SELECT * FROM table WHERE x=1 SELECT * FROM sysobjects AND y=5

which isn't valid SQL, and won't work.  Well, there's a comment indicator, which tells MS SQL server to just ignore the rest of the line.  If criteria is "1 SELECT * FROM sysobjects --", then the '--' causes the rest of the statement ("AND y=5") to be ignored.

- WHAT FILES OF MINE ARE AFFECTED?  Well, ASP and IDC files are problematic. At least you can fix ASP files, but you're kinda stuck when it comes to IDCs.

- EXACTLY HOW ARE IDCs AFFECTED?  Say we wanted to query a database of  names=phone #s, where the user gives us a name, and we supply all the matching phone numbers.  A Sql call like 

SELECT * FROM phonetable WHERE NAME='namewewant'

would work.  However, we need to dynamically specify "namewewant" to be the name the user does want.  So, if we write the Sql statement:


SELECT * FROM phonetable WHERE NAME='%name%'

And in our HTML form, we have an input box called 'name'.  If this .idc was called 'phone.idc', we'd call it:  


http://site/phone.idc?name=rfp

The server would place "rfp" in place of %name%, and query the SQL server to select * where name='rfp'.

Now, stick more commands on the line. Executing our phone.idc from above like so:


phone.idc?name=rfp select * from table2

would lead to an expanded Sql query in the .idc to


SELECT * FROM phonetable WHERE name='rfp select * from table2'

Semi-close, but the single quotes cause all of the stuff to be the selection criteria.  What if we introduced OUR OWN single quote?


phone.idc?name=rfp' select * from table2 --

would be


SELECT * FROM phonetable WHERE name='rfp' select * from table2 --'

We need to add the comment to get rid of the trailing single quote.  BUT...  .idc's are smart...they will escape a single quote into two single quotes, which indicate a data single quote. I.e.


phone.idc?name=rfp' command

will become


SELECT * FROM phonetable WHERE name='rfp'' command'

And since two '' make one data ', the table will be queried for a column that matches: 


"rfp' command"

Now wait, if .idc's protect against this, then why the hell am I wasting my breath? You see, they're still vulnerable.  They suck when they secretly put an extra single quote into the SQL string.  But....when you query numeric values, you don't use single quotes; single quotes are only for strings.  So, lets's say we want to use our phone number database, but give a phone number, and look up the associated name.  We'll also say that phone numbers are stored as long ints (numeric values), rather than strings, since we need a

numeric entry for this example.

So, I want to know who has the phone number 5551212.  A hardcoded SQL call would be


SELECT * FROM phonetable WHERE phone=5551212

And the variable version (in an .idc):


SELECT * FROM phonetable WHERE phone=%phonenum%

Whoa!  No single quotes to worry about.  Now we just do a simple:


phone.idc?phonenum=5551212 select * from table1

And that expands to


SELECT * FROM phonetable WHERE phone=5551212 select * from table1

- ARE THERE ANY .IDCs SOMEONE COULD USE AGAINST ME?  Glad you asked.  There's

a file included with IIS 3.0 in the /scripts/tools directory, called ctss.idc, which has a SQL statement like:


CREATE TABLE %table% (...table defs...)

This is simple to exploit.  Since you stuck with the inital 'CREATE TABLE', you must finish that to be a valid command.  Giving a table name and a simple column definition will be sufficient.  And then we tack on our command, and then a '--' to ignore the rest of the table defs.  So,


ctss.idc?table=craptable (f int) select * from table1 --

Would give us


CREATE TABLE craptable (f int) select * from table1 -- \



(...table defs...)

(However, with ctss.idc, you need to know the DSN, UID, and PWD beforehand... so you're somewhat safe)

- EXACTLY HOW ARE ASPs AFFECTED?  Typical ADODB code looks something like:

Which essentially performs a SELECT * FROM phonetable on the websql DSN, using user=sa, pwd=pwd, on database=master.  Then you use fancy formating of 'rec' to display the output in ASP.

Well, let's take into account user supplied variables now.

So, now our variable "name" is stuck into the SQLquery string, between the two ' '.  Guess what?!  ASP doesn't care about single quotes.  It won't be smart like an .IDC and put in the extra ' to make the command ' into a data '.  So, what does the SQLquery string look like when we call it like phone.idc?  Let's say the above is phone.asp:


phone.asp?name=rfp' select * from table1 --

Gives us SQLquery that is:


SELECT * FROM phonetable WHERE name='rfp' select * from table1 --'

Which works.  No sweat.

I'm sure some interesting questions come to mind:

- BUT I DON'T KNOW THE DSN NAME, LOGIN NAME, OR PASSWORD!  You don't need them.  The developer of the page that contains the SQL will already take care of that.  We're piggy-backing SQL commands onto a command that will work (otherwise, the page/application wouldn't work normally anyway!).  If the normal page can get to the SQL server through a firewall, VPN, etc, then so can this command.  It can, and will, go wherever the normal pages/SQL can go.

- BUT I CAN'T VIEW THE SECOND RETURNED RECORDSET!  Yes, this is a problem most of the time.  Not too many applications are built assuming multiple recordset returns, so usually don't cooperate.  But, let me just say there's a stored procedure in SQL that lets you email results of a command to anywhere....you don't need to see the results in your web browser.

- BUT WHAT GOOD IS RUNNING MORE SQL COMMANDS?  My friend, my friend.  Think bigger.  Think better.  Think stored procedures.  I'm not going to include exploit examples, because that's not what this is about.  This is simply to show that the problem exists.

- BUT WHAT IF THEY HAVE COMPLEX SQL COMMANDS?  Yes, this can be tricky, but it's still possible.  Think of it like writing a buffer overflow.  ;-)  If we have:


SELECT * FROM table WHERE ((x=%%criteria) AND (y=5))

then we have parentheses to deal with.  But still doable.  The goal is to close out any open parentheses opened before the piggybacked SQL statement, and use -- (comment) to ignore anything after.

- HOW CAN I PROTECT MYSELF?  Put quotes around every string taken from the web user that's used in your SQL statement, and also change any single quotes (') into double single quotes ('')--this protects everything.  In case of numeric criteria, check to see that the numeric string given back is, in fact, all numbers. And since you can't do any of the above in IDCs, switch to ASP.  Don't allow access to any of the SQL servers extended procedures.  Best of all, don't use raw SQL in your web applications; called custom stored  procedures on the SQL server, and pass the web user's dynamic criteria as parameters.

Note: we've only had the time (and resources) to conduct batch SQL vulnerabilities against MS SQL server 6.5.  We'd be interested in hearing from other people if other DB platforms (Oracle, Informix, etc) are also

vulnerable.

----[  Conclusion

Well, that about wraps it up for now.  What are the morals to the above stories?

- Don't use sample files/applications on public/production servers.

- Don't use 'local-host only' security, especially on proxys.

- Watch what exactly is changed when you upgrade.

- Don't assume user's input is ok for SQL queries.

In short, use your brain.  Till next time, have fun.

rain.forest.puppy / [WT]         rfpuppy@iname.com

----[  EOF

Another excellent source of information regarding securing Internet servers can be found at http://people.hp.se/stnor .  This is the personal website of Stefan Norberg, who has put together a very concise PDF document that provides the reader with directions on creating a “Bastion Host” Internet Server.  But this paper does not contain all of the MS-specific security issues associated with the use of IIS.  When used in conjunction with Microsoft’s latest whitepaper, dated October 25th  (and shamelessly cut-and-pasted below), you can create as secure as system as is currently possible.  The actual HTML version of the appended documentation can be found at: http://www.microsoft.com/security/products/iis/CheckList.asp
Microsoft Internet Information Server 4.0 Security Checklist 

Last Updated: 25-Oct-1999 

IMPORTANT: This article contains information about editing the registry. Before you edit the registry, make sure you understand how to restore it if a problem occurs. For information about how to do this, view the "Restoring the Registry" Help topic in Regedit.exe or the "Restoring a Registry Key" Help topic in Regedt32.exe. 

General Security 

Read your Corporate Security Policy

Having a security policy is paramount. You need ready answers to questions like:
- How do we react to a break in?
- Where are the backups stored?
- Who is allowed to access the server?

Good sources of policy information may be found at SANS Institute, Baseline Software, Inc. and Practical Unix & Internet Security. 


Read the IIS4 Resource Kit Security Chapter The IIS4 Resource Kit security chapter covers many aspects of Windows NT and IIS security. 

Windows NT Specific Security 

Latest Service Pack and Hot-fixes applied

Currently Windows NT 4.0 SP5 is the latest Service Pack and is recommended for secure IIS4 sites. Review all Microsoft Security Bulletins and then check for hot-fixes - Windows NT, IIS, and Certificate Server. Also review the latest Microsoft Security News. 

Hard disk(s) formatted to NTFS

Because NTFS supports Access Control Lists you can set security policy in Windows NT rather then spread around applications. If you are using FAT you can convert to NTFS using the CONVERT.EXE tool.

Set NTFS ACLs

There are many references to what the appropriate ACLs should be, such as the IIS4 Resource Kit and Windows NT Security Guidelines - a study for NSA Research by Trusted Systems Services Inc. 

Turn off NTFS 8.3 Name Generation

NTFS can auto-generate 8.3 names for backward compatibility with 16-bit applications. As 16-bit apps should not be used on a secure web server 8.3 name generation can be safely turned off. Also note, there is a performance benefit to setting this. To turn off 8.3 name generation set the following registry entry:

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SYSTEM

Key
\CurrentControlSet\Control\FileSystem

Name
NtfsDisable8dot3NameCreation

Type
REG_DWORD

Value
1

Set Domain controller type

Generally you should set the IIS server to be a standalone server as this will minimize any possible exposure of domain user accounts. 

OS/2 and POSIX subsystems removed 

You can remove the subsystems using the C2Config tool in the Windows NT Resource Kit, or you can perform the following registry actions:

PRIVATE
Hive 
HKEY_LOCAL_MACHINE\SOFTWARE 

Key 
\Microsoft\OS/2 Subsystem for NT 

Action 
Delete all sub keys 

PRIVATE
Hive 
HKEY_LOCAL_MACHINE\SYSTEM 

Key 
\CurrentControlSet\Control\Session Manager\Environment 

Name 
Os2LibPath 

Action 
Delete 

PRIVATE
Hive 
HKEY_LOCAL_MACHINE\SYSTEM 

Key 
\CurrentControlSet\Control\Session Manager\SubSystems 

Name 
Optional 

Action 
Delete values 

PRIVATE
Hive 
HKEY_LOCAL_MACHINE\SYSTEM 

Key 
\CurrentControlSet\Control\Session Manager\SubSystems 

Action 
Delete entries for Posix and OS/2 

Then delete the \winnt\system32\os2 directory and all subdirectories. The changes will take effect on the next reboot. 

Remove All Net Shares 

Run Net Share from the command-line and make sure you delete all of them using Net Share /d. You should also prevent all administrative shares (C$, D$, ADMIN$) by setting the following in the Registry: 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SYSTEM

Key
CurrentControlSet\Services\LanmanServer\Parameters

Name
AutoShareServer

Type
REG_DWORD

Value
0

System boot time set to zero seconds 

Go to Control Panel | System | Startup/Shutdown and set "Show list for" to zero. 

Hide last logon user name 

Use the C2Config tool in the Windows NT Resource Kit or set the following in the Registry: 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SOFTWARE

Key
\Microsoft\Windows NT\Current Version\Winlogon

Name
DontDisplayLastUserName

Type
REG_SZ

Value
1

Display a legal notice before logon 

Use the C2Config tool in the Windows NT Resource Kit to include extra security information, or set the following in the Registry: 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SOFTWARE

Key
\Microsoft\Windows NT\Current Version\Winlogon

Name
LegalNoticeCaption

Type
REG_SZ

Value
Whatever you want for the title of the message box

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SOFTWARE

Key
Microsoft\Windows NT\Current Version\Winlogon

Name
LegalNoticeText

Type
REG_SZ

Value
Whatever you want for the text of the message box

Set password length 

Set to at least nine characters. This makes it much harder to guess than eight characters or less owing to the way Windows NT creates the hash of the password. Also, use punctuation and other non-alphabetic characters in the first 7 characters. 

Remove Shutdown button from logon dialog 

Use the C2Config tool in the Windows NT Resource Kit or set the following value in the Registry: 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SOFTWARE

Key
\Microsoft\Windows NT\Current Version\Winlogon

Name
ShutdownWithoutLogon

Type
REG_SZ

Value
0

Only admins can assign printers/drive letters 

Secure environments should only allow Admins to determine the drive letters and printers on a computer. Use the C2Config tool in the Windows NT Resource Kit to perform this task 

Check user accounts, group membership and privileges

Minimize the number of users and groups on the server and keep group membership small. There should be only the most trusted accounts listed in the Administrators and Domain Admins groups. Also, be wary of the privileges given to users and groups beyond the default. You can access privilege information by opening User Manager | Policies | User Rights. A complete list of recommended user rights is detailed in the IIS4 Resource Kit. 

Note, three particularly powerful rights are:

- Debug privilege

- Act as part of operating system

- Backup privilege

Scrutinize accounts with these rights.

Run SYSKEY Utility 

SYSKEY, a tool introduced in Windows NT4, SP3 provides an extra safeguard for the SAM database. Refer to Q143475 for further details. 

Rename Administrator account 

While this is an example of "security through obscurity", it's an extra step a hacker must make to determine the admin account. Consider adding a 'fake' administrator to to help detect account attacks. Give this 'Administrator' no rights and carefully audit its use. 

Note: nbtstat -a or nbtstat -A may be used to determine the real administrator account if they are currently logged on. 

Allow network-only lockout for the Administrator account 

Normally, the Administrator account cannot be locked out if an attacker attempts to guess the password. However, a tool in the Windows NT Resource Kit called PASSPROP supports this option. If you run the following command the Administrator account will be locked out if an attacker attempts a brute force or dictionary attack but the administrator can still logon locally at the server: 

passprop /adminlockout 

Set a very strong password for Admin account 

Make sure the admin account has a very difficult to guess password and change it frequently. Click here for more info. 

Prevent unauthenticated access to the registry 

The Registry Editor supports remote access to the Windows NT registry. To restrict network access to the registry, use the Registry Editor to create the following registry Key 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SYSTEM

Key
\CurrentControlSet\Control\SecurePipeServers

Name
\winreg

The security permissions (ACLs) set on this key define which users or groups can connect to the system for remote registry access. 

Restrict Anonymous Network Access 

Windows NT has a feature that allows non-authenticated users to enumerate users on a Windows NT domain. If you do not want this functionality, set the following in the Registry: 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SYSTEM

Key
CurrentControlSet\Control\LSA

Name
RestrictAnonymous

Type
REG_DWORD

Value
1

ACL and Monitor Critical Registry Keys 

The following registry entries should be tightly ACL'd and monitored as they can be used to launch trojan programs: 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SOFTWARE

Key
Microsoft\Windows\CurrentVersion\Run




Hive 
HKEY_LOCAL_MACHINE\SOFTWARE 

Key 
Microsoft\Windows\CurrentVersion\RunOnce 




Hive 
HKEY_LOCAL_MACHINE\SOFTWARE 

Key 
Microsoft\Windows\CurrentVersion\RunOnceEx 




Hive 
HKEY_LOCAL_MACHINE\SOFTWARE 

Key 
Microsoft\Windows NT\CurrentVersion\AeDebug 




Hive 
HKEY_LOCAL_MACHINE\SOFTWARE 

Key 
Microsoft\Windows NT\CurrentVersion\WinLogon 




The default ACLs should be: 

- Administrators (Full Control) 

- SYSTEM (Full Control) 

- Creator Owner (Full Owner) 

- Everyone (R) 

Change "Access this computer from the network" from Everyone to Authenticated Users 

This only allows users having an account in the domain or on the machine to access shares on the server. You can perform this by opening User Manager | Policies | User Rights, then choosing "Access this computer from network", remove Everyone from the list and add Authenticated Users to the list. 

Unbind NetBIOS from TCP/IP 

Unbinding NetBIOS from TCP/IP will prevent a user from accessing machine information using tools like NBTSTAT. 

Disable IP Routing 

If routing is enabled, you run the risk of passing data between the intranet and Internet. To disable routing, open the Control Panel | Network | Protocols | TCP/IP Protocol | Properties | Routing and clear the Enable IP Forwarding check box.

Audit for Success/Failed Logon/Logoff 

Open User Manager | Policies | Audit | Audit these Events. 

Set Overwrite interval for Audit log 

Open Event Viewer | Log | Log Settings, and set a maximum size and "Overwrite Events Older than" for all three logs. If you are going to overwrite logs after only a few days and your log maximum size is small then you need to check the logs more frequently. 

Configure TCP/IP Filtering 

Configure TCP/IP filtering by specifying which ports are allowable on each network card. Go to Control Panel | Network | Protocols | TCP/IP | Advanced | Enable Security | Configure. Now set the following options:

- Permit only TCP ports 80 and 443 (if you have SSL) 

- Permit no UDP ports 

- Permit only IP Protocol 6 (TCP) 

Move and ACL Critical Files 

Place all commonly used administrative tools in a special directory out of %systemroot% and ACL them so that only administrators have full access to these files. For example create a directory called \CommonTools and place the following files in there: 

PRIVATE
xcopy.exe
wscript.exe
cscript.exe
net.exe
ftp.exe
telnet.exe

arp.exe
edlin.exe
ping.exe
route.exe
at.exe
finger.exe

posix.exe
rsh.exe
atsvc.exe
qbasic.exe
runonce.exe
syskey.exe

cacls.exe
ipconfig.exe
rcp.exe
secfixup.exe
nbtstat.exe
rdisk.exe

debug.exe
regedt32.exe
regedit.exe
edit.com
netstat.exe
tracert.exe

nslookup.exe
rexec.exe
cmd.exe




IIS Specific 

Install minimal Internet services required 

It is generally considered good practice to reduce the number of entry points into a server, for Windows NT this means reducing the number of services. Refer to Q189271 for further details. 

Set appropriate authentication methods 

These are application specific but you need to make sure you use 'strong enough' authentication for your application. The following lists the authentication schemes supported by IIS4 in increasing trust: 

- Anonymous 

- Basic 

- Windows NT Challenge/Response 

- Client Certificates 

Refer to Q229694 for further details. 

Set appropriate virtual directory permissions/Web application space 

This is also application dependant, but the following rules-of-thumb apply: 

PRIVATE
File Type
ACL 



CGI etc .EXE, .DLL, .CMD, .PL
Everyone (X)

Administrators (Full Control)

System (Full Control)

 

Script Files .ASP etc
Everyone (X)

Administrators (Full Control)

System (Full Control)

 

Include Files .INC, .SHTML, .SHTM
Everyone (X)

Administrators (Full Control)

System (Full Control) 



Static Content .HTML, .GIF, .JPEG
Everyone (R)

Administrators (Full Control)

System (Full Control) 



Rather than setting ACLs on each file, you are better off setting new directories for each type of file and setting ACLs on the dir and allow the ACLs to inherit to the files. For example a directory structure may look like this: 

c:\inetpub\wwwroot\myserver\static (.html)

c:\inetpub\wwwroot\myserver\include (.inc)

c:\inetpub\wwwroot\myserver\script (.asp)

c:\inetpub\wwwroot\myserver\executable (.dll)

c:\inetpub\wwwroot\myserver\images (.gif, .jpeg)

Real ACL inheritance is a feature of Windows NT4 SP4 with the Security Config Editor installed. 

Also be aware that two directories need special attention:

c:\inetpub\ftproot (FTP server)

c:\inetpub\mailroot (SMTP server)

They are both Everyone (Full Control) and should be overridden with something tighter depending on your level of functionality. Place the folder on a different volume to the IIS server if you are going to support Everyone (Write).

Set appropriate IIS log file ACLs 

Make sure the ACLs on the IIS-generated log files (%systemroot%\system32\LogFiles) are: 

- Administrators (Full Control)

- System (Full Control) 

This is to prevent malicious users deleting the files to cover their tracks. 

Logging enabled 

Logging is paramount when you want to see if your server is being attacked. You should use W3C Extended Logging format by Loading the IIS MMC tool | Right-click on site in question | Properties | Web Site | Enable Logging (W3C Extended Log), then set the following properties: 

Client IP Address User Name Method URI Stem HTTP Status User Agent Server IP Address Server Port 

Set IP Address/DNS Address restrictions 

This is not a common option to set, but if you wish to restrict your Web sites to certain users then this is one option. Note, if you enter DNS names then IIS has to do a lookup, which can be time consuming.

Executable content validated for trustworthiness 

It is difficult to know whether executable content can be trusted or not. One small test is use the DumpBin tool to see if the executable calls certain APIs. DumpBin is included with many Win32 developer tools. For example, use the following syntax if you wish to see if a file called MyISAPI.DLL calls RevertToSelf(): 

dumpbin /imports MyISAPI.DLL | find "RevertToSelf" 

If no result appears on screen then MyISAPI.DLL does not call RevertToSelf() directly. It may call the API through LoadLibrary() in which case you could search for this too. 

Set up Secure Sockets Layer 

SSL/TLS can be used to secure data as it's transferred from the client to the web server. SSL/TLS is used mainly when passwords or credit cards are to be transferred across the Internet. However, using SSL/TLS is slow, especially during the initial handshake, so keep pages that use SSL/TLS to a minimum and keep the content minimal. 

Migrate new Root Certificates to IIS 

If you are using SP4 or later you do not need to use the IISCA tool. Instead you can use the new certificate UI. Refer to Q194788 for further details.

Remove non-Trusted Root Certificates

In a public key infrastructure trust is determined by the root certifying authority (CA) certificates you have enabled. If you trust certificates issued by a CA then you must have that root CA certificate loaded in the operating system. You need to do the following to implement who you trust when using IIS:

- Determine who you trust. Write the CA's names down. 

- Disable or remove the root CA certificates of those you don't trust. By implication, if you don't know the name of a CA then you cannot trust them.

How you achieve the second bullet point depends on what version of IIS, IE and Windows NT4 you are using:

IIS4 + IE4 + Windows NT 4 + SP4 or better
In this scenario, all root CA certificates are handled by schannel.dll, which stores its data in the registry. You will see a series of registry keys under the following "CertificationAuthorities" key, one for each preinstalled CA. Each CA key has an "Enabled" entry under it, set to 0x1 if the CA is trusted and 0x0 if the CA is not trusted. 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SYSTEM

Key
CurrentControlSet\Control\SecurityProviders\SCHANNEL\CertificationAuthorities

Name
Enabled

Type
REG_DWORD

Value
0


Note: you should not delete these registry entries, as Schannel will notice that they're missing and recreate them.

IIS4 + IE5 + Windows NT 4 + SP4 or better
For this scenario you need to perform the steps noted above and modify trusted roots in IE5:

- Open IE5
- Select Tools | Internet Options
- Click on the Content tab
- Click on the Certificates button
- Click on the Trusted Root Certification Authorities tab
- Remove any untrusted roots

Regardless of which route you take, you will need to stop and start IIS:

- net stop iisadmin /y
- net start w3svc 

Index Server only indexing documentation

Check what documents you are indexing, makes sure you are not indexing source code! 

Lock down Microsoft Certificate Server ASP Enrollment pages 

By default the installed ASP pages for Certificate Server are not secured. You should either remove the pages or set very limited ACLs on the pages. They are located in the %systemroot%/certsrv directory. You should set the ACLs to: 

- Administrators (Full Control)

- Certificate Issuers (Full Control)

- SYSTEM (Full Control) 

then add trusted certificate operators to the Certificate Issuers group. 

Disable or remove all sample applications 

Samples are just that, samples, they are not installed by default and should never be installed on a production server. This includes documentation (the SDK docs include sample code), the Exploration Air sample site and others. Here are the default locations for some of the samples: 

PRIVATE
Technology
Location

IIS
c:\inetpub\iissamples

IIS SDK
c:\inetpub\iissamples\sdk

Admin Scripts
c:\inetpub\AdminScripts

Data access
c:\Program Files\Common Files\System\msadc\Samples

Disable or remove unneeded COM Components 

Some COM components are not required for most applications and should be removed. Most notably consider disabling the File System Object component, however, this will also remove the Dictionary object. Be aware that some programs may require components you are disabling. For example, Site Server 3.0 uses the File System Object. The following will disable the File System Object: 

regsvr32 scrrun.dll /u 

Remove the IISADMPWD virtual directory

This directory allows you to reset Windows NT passwords, it is designed primarily for intranet scenarios. It should be removed if this feature is not required or if the server is on the Web. Refer to Q184619 for more info about this functionality.

Remove Unused Script Mappings 

IIS is preconfigured to support common filename extensions such as .ASP and .SHTM. When IIS receives a request for a file of one of these types the call is handled by a DLL. If you don't use some of these extensions or functionality you should remove the mappings by open Internet Services Manager then right-clicking the Web server | Properties | Master Properties | WWW Service | Edit | HomeDirectory | Configuration and remove these references: 

PRIVATE
If you don't use
Remove this entry

Web-based Password Reset
.htr

Internet Database Connector 

(new Web sites don't use this, they use ADO from Active Server Pages)
.idc 

Server-side includes
.shtm, .stm, .shtml 

Disable RDS support 

There is a known Denial of Service attack when using RDS, you should either remove the capability or restrict it's usage using ACLs. Refer to MS99-025 for more info. 

Check <FORM> input in your ASP code

Many sites use input from a user to call other code or build SQL statements directly. In other words they are treating the input as valid, well formed, non-malicious input. This should not be so, there are a number of attacks, most notably on Unix where user input was treated incorrectly as valid input and the user gained access to the server or caused damage. You should always check all user <FORM> input before passing it onto another process or method call which may use an external resource such as the file system or a database. 

Checking the text can be performed with the new JScript and VBScript regular expression capabilities. The following example code will strip a string of all invalid characters (not 0-9a-zA-Z and _): 

Set reg = New RegExp 

reg.Pattern = "\W+" ' One or more characters which are NOT 0-9a-zA-Z or '_' 

strUnTainted = reg.Replace(strTainted, "") 

The following sample will strip all text after a '|' operator: 

Set reg = New RegExp 

reg.Pattern = "^(.+)\|(.+)" ' Any character from the start of the string to a '|' 

strUnTainted = reg.Replace(strTainted,"$1") 

The new pattern syntax is the same as that in Perl 5.0. Refer to the v5 scripting engine documentation at http://www.microsoft.com/jscript for further detail and http://msdn.microsoft.com/workshop/languages/clinic/scripting051099.asp for examples. 

Disable Parent Paths 

Parent Paths allows you to use '..' in calls to MapPath and the like. By default this option is enabled and should be disabled. To disable this option go to the root of the Web site in question, right click select Properties | Home Directory | Configuration | App Options and uncheck Enable Parent Paths. 

Disable calling the command shell with #exec 

The command can be used to call arbitrary commands at the Web server from within an HTML page. IIS disables this by default. You can double-check this by making sure the following is set to zero or is missing: 

PRIVATE
Hive
HKEY_LOCAL_MACHINE\SYSTEM

Key
CurrentControlSet\Services\W3SVC\Parameters

Name
SSIEnableCmdDirective

Type
REG_DWORD

Value
0

Disable IP Address in Content-Location 

The Content-Location header may expose internal IP addresses that are usually hidden or masked behind a Network Address Translation (NAT) Firewall or proxy server. Refer to Q218180 for further information about disabling this option. 

THE INFORMATION PROVIDED IN THIS CHECKLIST IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND. MICROSOFT DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING THE WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL MICROSOFT CORPORATION OR ITS SUPPLIERS BE LIABLE FOR ANY DAMAGES WHATSOEVER INCLUDING DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES, EVEN IF MICROSOFT CORPORATION OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME STATES DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES SO THE FOREGOING LIMITATION MAY NOT APPLY.

(c) 1999 Microsoft Corporation. All rights reserved.
Some Additional Resources:

MSKB Article Q142868: IIS: Authentication & Security Features

MSKB Article Q143180: IIS Common Registry Parameters

MSKB Article Q187506: List of NTFS Permissions Required for IIS Site to Work

MSKB Article Q164882: Practical Recommendations for Securing Internet Connections

Part 13: Developing a Security Model

Before developing or altering a security policy, there are several “Big Picture” components that must be understood in order for you to write the more “nuts & bolts” sections of your security plan.

Step 1: Identify the Potential Security Risks in your Environment

And not just for NT.  It is also beneficial to delineate the level of risk for each discovered area.  An example of this might be that the test Web server has very little security on it and is accessible from a public interface.  This might be categorized as a Level 10 (extremely high) risk.  Another example might be that a subdirectory containing temporary data has lax permissions, possibly a Level 2 (very low) risk.  Whatever the scale or method of categorization you choose to use, you must be able to identify and prioritize your most obvious risks.  Don’t worry, as you go through this document and learn more about what NT can and cannot do, you will be reprioritizing your risks and how you intend on dealing with them.  This is really just a jumping-off pint.  As you begin to get a clear picture of your overall security schema, you’ll find ways to segment your high-risk environments from your low-risk environments.

Step 2: Prioritize and Plan

With the potential risks uncovered, put them in order of most dangerous to least.  Develop a realistic plan of attack that will allow you to work on the most glaring problems right away.  Get these issues out on the table so that there is discussion, and more importantly, support from upper management.  Too often good security plans go awry because there wasn’t enough support to push them through. (Again, Layer 8 – the Political Layer – of the OSI model). 

Step 3: Segment you Data and Servers into High- and Low-Risk Groups

Identify where sensitive data or systems are located and assess their risk to intrusion.  You may need to move data off of one system and onto another after fully studying your environment.  On one unnamed job we found a Server that was directly connected to the Internet AND which had sensitive business data stored on it.  No kidding.  Also, look at the network and how it might be used to further isolate or segment your user community from risk. 

Step 4: Segment your User Community into High- and Low-Risk Groups

Develop group structures as much as possible.  In many environments this is not so clear-cut.  Often times individual users are members of more than one working group or committee and the permissions or rights across these groups may vary.  You can segment user communities along existing business structures (members of Finance, members of Accounting, etc.) or along data access methods (who needs access to the Finance data on a particular server, or the Accounting data on another server) or even possibly along Security levels (all users who have administrative control of data, all users who 

Step 5: Test, Test, Test

Move forward with your implementation, adjusting it as needed.  Once you have applied security, test it.  Attempt to perform unauthorized access and see if you catch yourself.  Also, be vigilant about consistency checks, a good security model only works when all of its components are enabled.   Elements of your model can be disabled by reinstallation, careless users or system failures.  Devise a method for periodic review and update, build it into your plan.

Step 6: Stay Current

Stay on top of the latest developments.  Appendix C of this paper will give you some URLs, Newsgroups and ListServers that you can subscribe to that will help you to stay abreast of the latest security issues with NT.  The Army’s website was hacked because they weren’t current  I would venture to say that a majority of systems that get exploited do so because they were not current with the requisite security patches.

Part 14: Windows 2000 & Beyond

Below are links taken directly from Microsoft’s Windows 2000 Security Website.  

Administering Certificate Services Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/admincert/default.asp
This technical walkthrough describes procedures for using the Microsoft Management Console Certificates snap-in to obtain and manage certificates in the Microsoft Windows 2000 operating system. This walkthrough is written for system administrators.

Advanced Certificate Management Walkthrough

 http://www.microsoft.com/windows/server/Deploy/security/certmanage/default.asp


This technical walkthrough describes procedures that administrators can use to obtain and manage certificates in the Microsoft Windows 2000 operating system, using the Certificates Microsoft Management Console (MMC) snap-in.  

Automatic Certificate Request for Computers Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/autocert/default.asp 

This technical walkthrough guides you through the series of steps that use the Microsoft Management Console (MMC) Group Policy snap-in to configure automatic certificate requests for computers in a Microsoft Windows 2000 domain.  

Certificate Services Web Pages Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/CertWebPgs/default.asp 

This technical walkthrough describes the process of requesting Certificate Authority certificates, user certificates, and other special certificates with Microsoft Windows 2000 Certificate Services.  

Configuring Enterprise Security Policies Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/entsecwt.asp 

This technical walkthrough describes how security policies can be enforced on multiple computers in the enterprise.  

End User Certificate Management Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/EndCert/default.asp 

This technical walkthrough takes you through the process of obtaining and managing security certificates from a Certificate Authority.  

Encrypting File System Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/EncrFile/default.asp 

This technical walkthrough provides sample procedures that demonstrate the end-user and administrative capabilities of the Encrypting File System (EFS).  

End to End Security: An Introduction to Internet Protocol Security Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/ipsec.asp 

This technical walkthrough focuses on the use of IP Security transport mode to secure application traffic between a client and a server.  

Mapping Certificates to User Accounts Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/MapCerts/default.asp 

This technical walkthrough describes how to map public-key certificates to a user account for use with Microsoft Internet Information Server.  

MIT Kerberos 5 (krb5 1.0) Interoperability Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/MitKerb/default.asp 

This technical walkthrough examines the use of the MIT Kerberos interoperability features with the Microsoft Windows 2000 operating system.  

Public Key Features in Outlook 98 Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/PubKeyOL98/default.asp 

This technical walkthrough explains basic features related to the Public Key Infrastructure (PKI) in Microsoft Outlook 98 messaging and collaboration software.  

Public Key Features in Outlook Express Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/PubKeyOE/default.asp 

This technical walkthrough explains basic Public Key Infrastructure (PKI) related features in Microsoft Outlook Express version 5.0 messaging and collaboration software.  

Public Key-Based Client Authentication in Internet Explorer Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/pubkeyIE/default.asp 

This technical walkthrough details basic features related to Public Key Infrastructure (PKI) in Microsoft Internet Explorer 5.0. In particular, it describes how to use public key certificates to perform client authentication over a secure HTTP connection.  

Setting Up a Certificate Authority Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/casetupwt.asp 

This technical walkthrough introduces you to administration of the Microsoft Windows 2000 Active Directory services.  

Setting Up Certification Authority Trust for a Domain Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/certauth/default.asp
This technical walkthrough describes the steps to configure a Microsoft Windows 2000-based domain to trust external certification authorities, using the Group Policy Microsoft Management Console (MMC) snap-in.  

Smart Card Certificate Enrollment Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/sccert/default.asp 

This technical walkthrough presents step-by-step procedures for enabling support of cryptographic smart cards, including creation of public/private keys, certificate enrollment, and key and certificate storage.  

Smart Card Logon Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/sclogon/default.asp 

This technical walkthrough provides procedures for configuring and using smart card logon features in the Microsoft Windows 2000 operating system.  

Smart Card Reader Installation Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/screader/default.asp 

This technical walkthrough describes installation of Plug and Play-compatible smart card readers in systems using Microsoft Windows 2000 operating system.  

Using the Security Configuration Tool Set Walkthrough

http://www.microsoft.com/windows/server/Deploy/security/sctswt/default.asp 

This technical walkthrough describes how to view, configure, and analyze local security policy and settings using the Security Configuration Tool Set.  

Appendix A: REGSEC.KIX – NT Registry Security Kixtart Script

The following Kix32 script, REGSEC.KIX, was written to provide a mechanism for distributing 46 security-related Registry edits to NT workstations within an environment.  The script employs 3 levels of security (DEFCON 1-3) that define a tailored set of edits based on the level.  I have segmented the edits as I would use them, but they can be moved into different DEFCON settings (and these can be expanded)

to suit your needs by changing the $LEVEL value for each defined edit.  You may also wish to provide a prompt to the User, providing them with a messagebox that defines the edit type that they can then accept or decline.  This is set using the $QUERYUSR variable.  If set to "1", a messagebox is displayed for each edit.  This can also be expanded upon as the value can be placed in (and reset for) specific edits, while others can remain automated (with a setting of "0").  

Finally, you can simply output the types of edits associated with each DEFCON level by setting the $DEGBUG variable to "1" ("0" actually runs the edits for each level).

REGSEC.KIX creates a log of the edits it performs.  The log can be stored either locally or on a remote system and can be configured through the use $LOGNAME variable:

$LOGNAME = "C:\@WKSTA.TXT"

Figure A.1: Log output from the REGSEC.KIX script for the workstation NEPTUNE
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[Security Log For NEPTUNE 2
Tine - 11:45:30 / Date - 1999/11/04

[system is running - Windows NT Workstation 4.0

service Pack Uersion - Service Pack 5

Selected Security Level is DEFCON - 2

Restrictanonymous is currently enabled
[ ADHINISTRATOR declined the FullPrivilegeAuditing edit
AddPrintDrivers is currently enabled

' ADHINISTRATOR declined the Autorun edit

[ ADHINISTRATOR declined the CachedLogonsCount edit
p1locateCDRons is currently enabled

AllocateFloppies is currently enabled
ShutdounttithoutLogon is currently enabled

[ ADHINISTRATOR declined the DontdisplaylastUserame edit
DeleteRoaningCache is currently enabled

|+ ADHINISTRATOR declined the AutoSharewks edit
RestrictGuestAccess is currently enabled
RestrictGuestccess is currently enabled
RestrictGuestccess is currently enabled
DisablelPSourceRouting is currently enabled

[ ADHINISTRATOR declined the EnableForcedLogOff edit
[EnablePlainTextPassword is currently enabled
DisableCaching0fSSLPages is currently enabled
RestricthullSessaccess was enabled

[ ADHINISTRATOR declined the Notification Packages edit

| ADHINISTRATOR declined the Optional edit

[ ADHINISTRATOR declined the Hidden edit

Lnannounce is currently enabled

[ ADHINISTRATOR declined the DisableRegistryTools edit

* ADHINISTRATOR declined the DisableLockorkstation edit
[ ADHINISTRATOR declined the DisableChangePassword edit
[EnabletacroVirusProtection is currently enabled L
MacrouirusProtection is currently enabled





Also, the server or workstation that you wish to receive direct console messages from this script can be configured through the use of the $NOTIFYSVR variable:

$NOTIFYSVR = "SERVER_NAME_HERE"
All of these variables within the script can be mixed and matched based on the use of the INGROUP function, allowing you to tailor the installation method(s) even further.

 
IF INGROUP ("SYSTEMS") = 1


$QUERYUSR = "1"


  $DEFCON = 2



ENDIF

Further Information on Kixtart

To obtain the latest version of KIX32 (Kixtart), please visit http://netnet.net/~swilson/kix/frmain.htm

For excellent information regarding the use of Kixtart and many example scripts, see http://networking.brainbuzz.com/ and look in the Scripting Languages newsgroup.

The REGSEC.KIX Script 

NOTE: The script contains some word wrapping due to page/font size

; ************************************************************************************

;

;                                  REGSEC.KIX

;                           Registry Security Script

;                               rpuckett@snl.com

;                                Version 1.0.3

;                              February 3, 2000

;

; ************************************************************************************

;

; This script is designed to provide Administrators with a mechanism for importing

; (currently) 46 individual Security-related Registry edits to systems on a network.

; The script employs 3 levels of security (DEFCON 1-3) that define a tailorable

; set of edits based on the level.  I have segmented the edits as I would use them,

; but they can be moved into different DEFCON settings (and these can be expanded)

; to suit your needs by changing the $LEVEL value for each defined edit.  You may

; also wish to provide a prompt to the User, providing them with a messagebox that

; defines the edit type which they can then accept or decline.  This is set using the 

; $QUERYUSR variable.  If set to "1", a messagebox is displayed for each edit.  This

; can also be expanded upon as the value can be placed in (and reset for) specific 

; edits, while others can remain automated (with a setting of "0").  All of these 

; variables can also be mixed and matched based on the use of the INGROUP function,

; allowing you to tailor the installation method(s) even further.

; 

; Ex. IF INGROUP ("SYSTEMS") = 1

;
      $QUERYUSR = "1"

;

  $DEFCON = 2


;

  blah, blah, blah...


;
  ENDIF

;

; Finally, you can simply output the types of edits associated with each DEFCON level 

; by setting the $DEGBUG variable to "1" ("0" actually runs the edits for each level).

;

; As this script employs looping through each edit, it is easily updated as new 

; security edits become available.  Simply add a new label (:SECREGxx - with the 'xx'

; representing the next available number after 46) and replace the $NEXT variable of

; the preceding label with the name of the new label.   Finally, be sure to add a

; $NEXT variable to the last new :SECREGxx label with a value of "END".  Make sure to

; set the $LEVEL value of each edit to identify it's DEFCON level. 

;

; NOTE: The $SPECIAL variable, when set to "1", defines an additional action for the

; edit it is assigned to in the GOSUB 'ADDFUNT'.  This can be used to run functions 

; or options to preclude an edit.  If you employ the $SPECIAL value in future edits,

; be sure to add the additional functions to the ADDFUNCT GOSUB routine by referencing

; the $REGVALUE as an added CASE value.  All files referenced in special functions are

; copied from the $GETFILES value (currently @LSERVER\NETLOGON), but this can be 

; changed to whatever location you desire.

;

; WARNING (and DISCLAIMER): 

; Nothing replaces common sense, especially when it comes to the Registry and 

; Security.  The documentation added to each edit (along with the associated MSKB 

; Article/Whitepaper Information) should help you to understand the basic function of

; the edit as well as to provide you with another location for more information.  

; Avoid potentially serious consequences by reading everything available on a 

; particular edit if it is unfamiliar to you.  Do not use edits that are untested

; in your environment as they may have unforseeable (and undesireable) outcomes. 

;

; ************************************************************************************

; SCRIPT VARIABLES 

; OPTIONAL SETTINGS - 0 or 1

;    0 - Automatic Addition of Values

;    1 - Display Messagebox Query for each Setting

$QUERYUSR = "1"

; OPTIONAL SETTINGS - 0 or 1

;    0 - Run DEFCON Level Defined Registry Changes

;    1 - Display DEFCON Level Registry Information Only (No Changes Made)

$DEBUG = "1"

; OPTIONAL SETTINGS - 1, 2, 3

;    1 - DEFCON 1 / Basic Security (Good for most environments)

;    2 - DEFCON 2 / Enhanced Security (Disables connectivity to LM/9x Clients)

;    3 - DEFCON 3 / Advanced Security (Near C2 Settings)

$DEFCON = "3"

; LOG LOCATION & NAME (Root of C:\ *not* recommended)

$LOGNAME = "C:\@WKSTA.TXT"

; SERVER TO BE NOTIFIED OF ERRORS

$NOTIFYSVR = "NOTIFY_SERVER_HERE"

; SPECIAL VARIABLE SETTING FOR REGISTRY CHANGES  

; REQUIRING ADDITIONAL OPERATIONS

$SPECIAL = "0"

; LOCATION FROM WHICH $SPECIAL FUNCTION FILES ARE COPIED (like PASSFILT.DLL, etc.)

$GETFILES = "@LSERVER\NETLOGON"

; OPERATING SYSTEM TYPES

; IF THE SYSTEM IS NOT NT WORKSTATION 4.0, THEN EXIT THE SCRIPT...

SELECT


; WINDOWS 95


CASE((@INWIN = 2) AND (@DOS = 4.0))



EXIT


; WINDOWS 98


CASE((@INWIN = 2) AND (@DOS >= 4.10))



EXIT


; WINDOWS 2000


CASE((@INWIN = 1) AND (@DOS = 5.0))  



EXIT


; WINDOWS NT 4.0


CASE((@INWIN = 1) AND (@DOS = 4.0))



; CHECK THE NT INSTALLATION TYPE...



$NTREG = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ProductOptions"



$NTTYPE = READVALUE($NTREG, "ProductType") 



IF @ERROR = 0




SELECT





CASE $NTTYPE = "WinNT"






$OS = "Windows NT Workstation 4.0"






GOTO START





CASE $NTTYPE = "ServerNT"






$OS = "Windows NT Server 4.0 (Stand-Alone)"






GOTO START






CASE $NTTYPE = "LanmanNT"






$OS = "Windows NT Server 4.0 (Domain Controller)"






GOTO START





CASE 1






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"An unknown wersion of Windows NT [" + $NTTYPE + "] was detected on @WKSTA at @TIME on @DATE")






EXIT




ENDSELECT




ENDIF



IF @ERROR <> 0





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 




"Unable to read the 'ProductType' value from the Registry on @WKSTA at @TIME on @DATE")




EXIT






ENDIF 


CASE 1



$ERRCODE = SENDMESSAGE($NOTIFYSVR, 



"Unable to determine the OS type installed on @WKSTA at @TIME on @DATE")



EXIT

ENDSELECT

:START


; **OPTIONAL FUNCTION - PRIVILEGE CHECKING

; REMOVE IF UNNEEDED IN YOUR ENVIRONMENT

;$ACCESS = @PRIV

;SELECT

;
CASE $ACCESS = "GUEST"

;

? "GUEST"

;

? "You must possess Administrative privileges to perform these security updates"

;

SLEEP 4

;

EXIT

;
CASE $ACCESS = "USER"

;

? "USER"

;

? "You must possess Administrative privileges to perform these security updates"

;

SLEEP 4

;

EXIT

;
CASE $ACCESS = "ADMIN"

;

? "ADMIN"

;

? "The required Administrative privileges are held, continuing..."

;

? " "

;
CASE 1

;

? "OTHER"

;

? "You must possess Administrative privileges to perform these security updates"

;

SLEEP 4

;

EXIT

;ENDSELECT

; CHECK THE INSTALLED SERVICE PACK VERSION...

$SPREG = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion"

$SPVER = READVALUE($SPREG, "CSDVersion")

IF @ERROR = 0



? "This system is running - " + $OS


? "Service Pack Version - " + $SPVER


ENDIF

IF @ERROR <> 0


$ERRCODE = SENDMESSAGE($NOTIFYSVR, 


"Unable to read the 'CSDVersion' value from the Registry on @WKSTA at @TIME on @DATE")

ENDIF 

; DISPLAY SELECTED DEFCON LEVEL

? "DEFCON Level " + $DEFCON + " Selected"

; SETUP SECURITY LOG 

IF OPEN(1, $LOGNAME, 5) = 0


$X = WRITELINE (1, Chr(13) + Chr(10) + "Security Log for @WKSTA" + Chr(13) + Chr(10) + "Time - @TIME / Date - @DATE"  






+ Chr(13) + Chr(10)  + "System is running - " + $OS + Chr(13) + Chr(10) + "Service Pack Version - "






+ $SPVER+ Chr(13) + Chr(10) + "Selected Security Level is DEFCON - " + $DEFCON 






+ Chr(13) + Chr(10) + Chr(13) + Chr(10)) 

ELSE


$ERRCODE = SENDMESSAGE($NOTIFYSVR, 


"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")




ENDIF

IF CLOSE(1) = 0 ENDIF

; DEBUG MODE - Display DEBUG Header

IF $DEBUG = "1"


? "In Debug Mode, No changes will be made..."


? "DEFCON LEVEL " + $DEFCON + " REGISTRY CHANGES:"


? " "

ENDIF

GOTO SECREG1

; SECURITY REGISTRY EDITS

; These values are recursed through by passing into the CHECKSEC

; function the values of each desired change and using the $NEXT

; variable to send the function to the next desired change.

; NOTE: Registry edits that possess the $SPECIAL variable utilize

; the ADDFUNC GOSUB routine to perform additional required

; operations. 

:SECREG1

$DSCRIPTN = "Enable Auditing of Base Objects"

; Enable auditing of objects not in the File System or Registry.

; Useful in debugging or high-level security environments.  The

; Audit Policy option "File and Object Access" must be enabled.

; WARNING - leads to high volume of event records recorded in the 

; event log.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa"

$REGVALUE = "AuditBaseObjects"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG2

GOTO CHECKSEC

:SECREG2

$DSCRIPTN = "Shutdown System with Full Event Log"

; Shut the system when the Security Event Log is full.  Ensure that 

; the Event Log is configured large enough to allow for long periods

; between shutdowns.

; See MSKB Article Q140058 for an explanation of the function

; See MSKB Articles Q232564, Q149393 & Q178208 for additional configuration

; issues and potential problems with this edit's use.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa"

$REGVALUE = "CrashOnAuditFail"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG3

GOTO CHECKSEC

:SECREG3

$DSCRIPTN = "Restrict Anonymous Users from Enumerating Shared Resources"

; Restrict non-authenticated accounts (anonymous or NULL connections

; from enumerating Local/Domain User names or network shares (as well as obtaining

; the local system's password policy).  This should be used in conjunction with the  

; securing of the NullSessionShares & NullSessionPipes under HKLM\SYSTEM\

; CurrentControlSet\Services\LanmanServer\Parameters.  Also, see SECREG37/ "Restrict

; All Null Session Access".  See MSKB Article Q143474 for further details

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa"

$REGVALUE = "RestrictAnonymous"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG4

GOTO CHECKSEC

:SECREG4

$DSCRIPTN = "Enable Full Privilege Auditing"

; This enables the auditing of those privileges that are not normally 

; in the NT audit schema, they are:

; 1. Bypass Traverse Checking(SeChangeNotifyPrivilege)

; 2. Debug Programs (SeDebugPrivilege)

; 3. Create a Token Object (SeCreateTokenPrivilege)

; 4. Replace a Process-Level Token (SeAssignPrimaryTokenPrivilege)

; 5. Generate Security Audits (SeAuditPrivilege)

; 6. Backup Files & Directories (SeBackupPrivilege)

; 7. Restore Files & Directories (SeRestorePrivilege) 

; NOTE: Enabling this edit will lead to huge Security event logs (and slow

; server performance) as every backup and restore operation will be FULLY logged.

; See the Microsoft Security Whitepaper located on their \Security website for

; further information

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa"

$REGVALUE = "FullPrivilegeAuditing"

$REGTYPE = "REG_BINARY"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG5

GOTO CHECKSEC

:SECREG5

; Restricts the installation of Printer Drivers to the members of the local 

; Administrators group only.  See the Microsoft Security Whitepaper located 

; on their \Security website for further information

$DSCRIPTN = "Restrict Print Driver Installation"

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print\Providers\LanMan Print Services\Servers"

$REGVALUE = "AddPrintDrivers"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "1"

$NEXT = SECREG6

GOTO CHECKSEC

:SECREG6

$DSCRIPTN = "Disable CD-ROM Auto-Run"

; This disables the automatic playing of CD-ROMs when they are inserted into

; the CD-ROM drive.  Really a nuisance more than a security risk but there exists

; the potential for *someone* to create a CD that automatically runs (via 

; AUTORUN.INF) a segment or series of code that can insert a trojan, destroy data, 

; etc. From the TWEAKUI settings.

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Cdrom"

$REGVALUE = "Autorun"

$REGTYPE = "REG_DWORD"

$GOOD = "0"

$BAD = "1"

$SPECIAL = "0"

$NEXT = SECREG7

GOTO CHECKSEC

:SECREG7

$DSCRIPTN = "Disable Caching of Logon Credentials"

; This edit disables the caching of credentials used to establish connections to 

; remote systems.  These credentials allow for seemless reconnection to resources 

; during an active logon session should that session be broken for any reason.  

; The danger is when a user stays logged onto a system and then walks away, leaving 

; the cached credentials available to the next user if they had failed to logoff.  

; See MSKB Article Q172931 for further details.

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon"

$REGVALUE = "CachedLogonsCount"

$REGTYPE = "REG_DWORD"

$GOOD = "0"

$BAD = "1"

$SPECIAL = "0"

$NEXT = SECREG8

GOTO CHECKSEC

:SECREG8

$DSCRIPTN = "Restrict Allocation of CD-ROMs"

; This, alone with SECREG9, restict the access to the CD and Floppy drives by remote 

; users so that they can only be used by an interactively logged-on user.

; See MSKB Article Q172520

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon"

$REGVALUE = "AllocateCDRoms"

$REGTYPE = "REG_SZ"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG9

GOTO CHECKSEC

:SECREG9

$DSCRIPTN = "Restrict Allocation of Floppy Drives"

; This, alone with SECREG8, restict the access to the CD and Floppy drives by remote 

; users so that they can only be used by an interactively logged-on user.

; See MSKB Article Q172520

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon"

$REGVALUE = "AllocateFloppies"

$REGTYPE = "REG_SZ"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG10

GOTO CHECKSEC

:SECREG10

$DSCRIPTN = "Disable Shutdown Button at Logon"

; This edit removes the Shutdown button from NT's logon screen.  This denies an 

; unauthenticated user the ability to shut a system down (though the power switch, reset 

; button and power cable will also need to be secured to make this option effective).   

; See MSKB Article Q114817 & 143164 for further details

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon"

$REGVALUE = "ShutdownWithoutLogon"

$REGTYPE = "REG_SZ"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG11

GOTO CHECKSEC

:SECREG11

$DSCRIPTN = "Disable Display of the Last Logged-on User"

; Security through obscurity.  This edit ensures that the last logged-on username does 

; not appear in the logon dialog box so that it might be used to attempt to gain 

; unauthorized access to a system.  See MSKB Article Q114463 for further details

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon"

$REGVALUE = "DontDisplayLastUserName"

$REGTYPE = "REG_SZ"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG12

GOTO CHECKSEC

:SECREG12

$DSCRIPTN = "Disable Caching of Roaming Profiles"

; This edit deletes a cached Roaming Profile once the user logs off of the system.  This  

; can be useful if you have an administrative profile that may contain sensitive data in 

; the NTUSER.DAT file and you wish to secure it from prying eyes.  The downside is that the 

; profile will have to be reloaded from the server each time you logon, making it a long 

; logon process if the profile is rather large.  See MSKB Article Q173870 for further details

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon"

$REGVALUE = "DeleteRoamingCache"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG13

GOTO CHECKSEC

:SECREG13

$DSCRIPTN = "Disable Administrative Shares"

; This edit removes the default Administrative shares (C$, D$) on a workstation running 

; the Server service.  It can be replaced by a more stringent security policy and obscure 

; hidden share names (appended with the $ at the end of the share name).  See MSKB Articles 

; Q156365 & Q185590 for further details.

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters"

$REGVALUE = "AutoShareWks"

$REGTYPE = "REG_DWORD"

$GOOD = "0"

$BAD = "1"

$SPECIAL = "0"

$NEXT = SECREG14

GOTO CHECKSEC

:SECREG14

$DSCRIPTN = "Secure Base System Objects"

; This enables a greater degree of protection on such objects as known System DLLs.  It 

; is recommended if you have interactive users who are *not* local Administrators who may

; be attempting to gain greater access to a system (such as with kiosk machines).  See MSKB 

; Article Q218473 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager"

$REGVALUE = "ProtectionMode"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG15

GOTO CHECKSEC

:SECREG15

$DSCRIPTN = "Clear the Pagefile at Shutdown"

; This edit clears the System Pagefile(s) at shutdown to ensure that potentially sensitive data 

; is not written to it at shutdown (as some third-party products may do).  See MSKB Article Q182086

; for more information.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management"

$REGVALUE = "ClearPageFileAtShutdown"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG16

GOTO CHECKSEC

:SECREG16

$DSCRIPTN = "Restrict Guest Access to the Application Event Log"

; This edit, along with SECREG17 & 18, remove the ability for members of Guests to view

; or manipulate the Event Log settings on the local station.

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Application"

$REGVALUE = "RestrictGuestAccess"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG17

GOTO CHECKSEC

:SECREG17

$DSCRIPTN = "Restrict Guest Access to the Security Event Log"

; This edit, along with SECREG16 & 18, remove the ability for members of Guests to view

; or manipulate the Event Log settings on the local station.

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Security"

$REGVALUE = "RestrictGuestAccess"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG18

GOTO CHECKSEC

:SECREG18

$DSCRIPTN = "Restrict Guest Access to the System Event Log"

; This edit, along with SECREG16 & 17, remove the ability for members of Guests to view

; or manipulate the Event Log settings on the local station.

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\System"

$REGVALUE = "RestrictGuestAccess"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG19

GOTO CHECKSEC

:SECREG19

$DSCRIPTN = "Disable Source Routing of IP Packets"

; This key, while available since SP3, was apparently not doing it's job.  The new hotfix

; IPSRFIXI.EXE resolves the vulnerability regarding the undesired routing of IP Source packets

; or for using non-routing systems to "bounce" packets off of (in order to make the traffic 

; appear to be coming from that system).  See MSKB Articles Q240382 & Q217336 for further details.

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters"

$REGVALUE = "DisableIPSourceRouting"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG20

GOTO CHECKSEC

:SECREG20

$DSCRIPTN = "Sign Secure Session Channel Traffic"

; This edit enables the signing of SSC traffic between members of a Domain to ensure that

; the sender/receiver of session authentication traffic (such as the $MACHINE.ACC & password) is

; verified.  See MSKB Article Q183859 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters"

$REGVALUE = "SignSecureChannel"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG21

GOTO CHECKSEC

:SECREG21

$DSCRIPTN = "Seal Secure Session Channel Traffic"

; This edit enables the encryption of SSC traffic, so that the machine name is encrypted and the

; password is doubly-encrypted, as well as all additional SSC-related traffic.  See MSKB Article

; Q183859 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters"

$REGVALUE = "SealSecureChannel"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG22

GOTO CHECKSEC

:SECREG22

$DSCRIPTN = "Require Sign/Seal of Secure Session Channel Traffic"

; this setting ensures that all SSC traffic is either signed or sealed.  If enabled, all DCs

; MUST also have this value set.  See MSKB Article Q183859 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters"

$REGVALUE = "RequireSignOrSeal"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG23

GOTO CHECKSEC

:SECREG23

$DSCRIPTN = "Enable Forced Logoffs"

; By default, this value is set to 1 but is normally not visible under this subkey unless

; someone has run NET CONFIG SERVER /HIDDEN:YES|NO, in which case all of the values 

; normally controlled dynamically by the operating system are written as static entries 

; under this key.  This key ensures that the server can force connections off of

; the system.

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters"

$REGVALUE = "EnableForcedLogOff"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG24

GOTO CHECKSEC

:SECREG24

$DSCRIPTN = "Disable Clear Text Passwords"

; See SP3 Documentation on this Registry edit.  Some environments that support UNIX 

; interoperability may require that authentication be allowed to be sent in the clear.  

; This change ensures that if a system (such as a mobile/laptop NT user) has been in 

; an environment such as this, the setting is checked (and disabled). 

$LEVEL = "1"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\Parameters"

$REGVALUE = "EnablePlainTextPassword"

$REGTYPE = "REG_DWORD"

$GOOD = "0"

$BAD = "1"

$SPECIAL = "0"

$NEXT = SECREG25

GOTO CHECKSEC

:SECREG25

$DSCRIPTN = "Disable 8.3 Name Generation for Win16/DOS"

; Not only a security issue but a performance enhancer as well, this edit disables 

; the creation of short filenames/paths for use with DOS/Win16 applications.  

; See MSKB Articles Q121007 & Q210638 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\FileSystem"

$REGVALUE = "NtfsDisable8dot3NameCreation"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG26

GOTO CHECKSEC

:SECREG26

$DSCRIPTN = "Disable Caching of Encrypted Web Pages to Disk"

; Configurable through the Properties/ Advanced page of Internet Explorer, the value is

; actually listed as 'Do not save encrypted pages to disk'.  This can be set under 

; HKEY_USERS\.DEFAULT\.. to ensure that the value is added for all new users as well.

$LEVEL = "1"

$REGKEY = "HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings"

$REGVALUE = "DisableCachingOfSSLPages"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG27

GOTO CHECKSEC

:SECREG27

$DSCRIPTN = "Enable SMB Packet Signing on NT Workstations"

; This edit enables the signing of all CIFS/SMB traffic from the workstation verifying 

; the originating address.  This edit can produce significant overhead (greater than the

; 10-15% specified in the MSKB Article).  See MSKB Article Q161372 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\Parameters"

$REGVALUE = "EnableSecuritySignature"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG28

GOTO CHECKSEC

:SECREG28

$DSCRIPTN = "Require SMB Packet Signing on NT Workstations"

; This edit enables the requirement of all CIFS/SMB traffic from the workstation to be signed.  

; This edit can produce significant overhead (greater than the 10-15% specified in the 

; MSKB Article).  See MSKB Article Q161372 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\Parameters"

$REGVALUE = "RequireSecuritySignature"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG29

GOTO CHECKSEC

:SECREG29

; If you are absolutely certain that you have clients that are NOT using DCOM,

; use this edit.  Read the COM Security whitepaper or MSKB Article Q158508 for

; further details.

$DSCRIPTN = "Disable DCOM"

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Ole"

$REGVALUE = "EnableDCOM"

$REGTYPE = "REG_SZ"

$GOOD = "N"

$BAD = "Y"

$SPECIAL = "0"

$NEXT = SECREG30

GOTO CHECKSEC

:SECREG30

$DSCRIPTN = "Restrict All Null Session Access"

; This edit purportedly removes a Null session's ability to perform operations normally 

; available to Null Sessions, it may cause problems with applications running as services that

; attempt to access UNC paths or some COM apps.  See MSKB Article Q158508 for further details.

; NOTE: The edit is incorrectly referenced in the article as "RestrictNullSessionAccess".

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters"

$REGVALUE = "RestrictNullSessAccess"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG31

GOTO CHECKSEC

:SECREG31

$DSCRIPTN = "Enable PASSFILT/Complex Passwords"

; This edit sets up complex password requirements for the local station.  

; 1. Passwords must be at least 6 characters long. 

; 2. Passwords must contain characters from at least 3 of the following 4 classes: 

;

;
    Class                         Examples

;
    -----                         --------

;
    English Upper Case Letters    A, B, C, ... Z

;
    English Lower Case Letters    a, b, c, ... z

;
    Westernized Arabic Numerals   0, 1, 2, ... 9

;
    Non-alphanumeric characters   .,;:*&%!

;    

; 3. Passwords may not contain your user name or any part of your full name.

; This edit contains a GOSUB routine ($SPECIAL = "1") that runs the copy of 

; PASSFILT.DLL from the NETLOGON directory of the authenticating server to 

; the %SystemRoot%\System32 subdirectory of the local station.  This edit should

; be used in conjunction with the NT Resource Kit tool PASSPROP.EXE on all NT Servers.

; See the SP3 documentation for more information on PASSFILT.DLL

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa"

$REGVALUE = "Notification Packages"

$REGTYPE = "REG_MULTI_SZ"

; For those users of Netware, otherwise Nuke FPNWCLNT.

;$GOOD = "FPNWCLNT|PASSFILT|"

$GOOD = "PASSFILT|"

$BAD = "FPNWCLNT"

$SPECIAL = "1" 

$NEXT = SECREG32

GOTO CHECKSEC

:SECREG32

$DSCRIPTN = "Disable LM Authentication"

; This edit has several options that you can configure for your environment as you see

; fit.  For the full functionality of this edit to be used, several conditions must be met. 

; You must have SP4 or greater installed and for settings above 3, these values must 

; exist on all DCs as well.  As there are many configuration options involved here, you 

; must be very careful when applying this value.  The default established here is 2, disabling

; all LM activity (95 clients).  

;

;   Value: LMCompatibilityLevel  

;   Valid Range: 0-5   Default: 0

;   Description: This parameter specifies the type of authentication to be used.

;   Level 0 - Send LM response and NTLM response; never use NTLMv2 session

;             security   Level 1 - Use NTLMv2 session security if negotiated

;   Level 2 - Send NTLM authenication only

;   Level 3 - Send NTLMv2 authentication only

;   Level 4 - DC refuses LM authentication

;   Level 5 - DC refuses LM and NTLM authenication (accepts only NTLMv2) 

;

; WARNING: Read *ALL* of MSKB Article Q147706 before using this edit!

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa"

$REGVALUE = "LMCompatibilityLevel"

$REGTYPE = "REG_MULTI_SZ"

$GOOD = "2"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG33

GOTO CHECKSEC

:SECREG33

$DSCRIPTN = "Disable the OS/2 & Posix Subsystems"

; This edit removes both the OS/2 & Posix subsystem entries as well as the individual values

; for each (as denoted by the GOSUB $SPECIAL = "1" value) and the files OS2SS.EXE and PSXSS.EXE.  

; These two subsystems leave a potentially exploitable hole in a Workstations security.  

; If you are not using them, remove them.   See the Microsoft Security Whitepaper located 

; on their \Security website for further information

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems"

$REGVALUE = "Optional"

$REGTYPE = "REG_MULTI_SZ"

$GOOD = ""

$BAD = "Os2|Posix|"

$SPECIAL = "1"

$NEXT = SECREG34

GOTO CHECKSEC

:SECREG34

$DSCRIPTN = "Disable Participation in the Browse List"

; This is another security through obscurity edit, disabling the system from advertising 

; it's NetBIOS name in the Browse List.  Very useful for cutting down on the total amount

; of NetBIOS based traffic when also used in conjunction with disabling the 

; "MaintainServerList":REG_SZ = "No" under the BROSWER service entry of HKLM\SYSTEM or 

; simply disabling the Computer Browser service altogether on Workstations.

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters"

$REGVALUE = "Hidden"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "0"

$NEXT = SECREG35

GOTO CHECKSEC

:SECREG35

$DSCRIPTN = "Disable Saved Connection List"

; This edit disables the caching of drive connections so that if a profile is used by multiple

; Users, a User's connections are kept private and are available to other Users of the same 

; profile as the connections are not written to the Registry and therefore are removed at logoff.

; This value can be written to HKEY_USERS\.DEFAULT\.. to enable it for all net users on a system. 

; Originally a Policy value contained in 

$LEVEL = "3"

$REGKEY = "HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Network\Persistent Connections"

$REGVALUE = "SaveConnections"

$REGTYPE = "REG_SZ"

$GOOD = "No"

$BAD = "Yes"

$SPECIAL = "0"

$NEXT = SECREG36

GOTO CHECKSEC

:SECREG36

$DSCRIPTN = "Disable Broadcasts to Older LM Clients"

; This disables the broadcast of Browser traffic to older LM clients.  I believe that this

; value is enabled by default.

$LEVEL = "2"

$REGKEY = "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters"

$REGVALUE = "Lmannounce"

$REGTYPE = "REG_DWORD"

$GOOD = "0"

$BAD = "1"

$SPECIAL = "0"

$NEXT = SECREG37

GOTO CHECKSEC

:SECREG37

$DSCRIPTN = "Disable Registry Editing Tools"

; While really a System Policy entry, it may be helpful to distribute this along with 

; the rest of these edits if you are not using System Policies in your environment.

; This value can also be set in HKEY_USERS\.DEFAULT\.. so that it applies to all new 

; User accounts as well.  Some Administrators use roaming profiles so their custom

; NTUSER.DAT is applied to the system they logon to, then use DeleteRoamingCache to 

; remove it once they've logged off.  This bypasses the problem that can occur when

; making changes to HKEY_USERS. See MSKB Article Q185590 for further details.

$LEVEL = "2"

$REGKEY = "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System"

$REGVALUE = "DisableRegistryTools"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "1"

$NEXT = SECREG38

GOTO CHECKSEC

:SECREG38

$DSCRIPTN = "Disable the 'Lock Workstation' Button"

; This edit disables the "Lock Workstation" button on the Security Screen after you depress

; CTRL + ALT + DEL.  This value can also be set in HKEY_USERS\.DEFAULT\.. so that it 

; applies to all new User accounts as well.  Tested on SP5 Workstations and it works.

; See MSKB Article Q174840 for further details.

$LEVEL = "2"

$REGKEY = "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System"

$REGVALUE = "DisableLockWorkstation"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "1"

$NEXT = SECREG39

GOTO CHECKSEC

:SECREG39

$DSCRIPTN = "Disable the 'Change Password' Button"

; This edit disables the "Change Password" button on the Security Screen after you depress

; CTRL + ALT + DEL.  This value can also be set in HKEY_USERS\.DEFAULT\.. so that it 

; applies to all new User accounts as well.  Tested on SP5 Workstations and it works.

; See MSKB Article Q174840 for further details.

$LEVEL = "2"

$REGKEY = "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System"

$REGVALUE = "DisableChangePassword"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "1"

$NEXT = SECREG40

GOTO CHECKSEC

:SECREG40

$DSCRIPTN = "Disable NT's Task Manager"

; This edit disables NT's Task Manager, a tool which Users love to use to kill offensive

; processes with.  Be warned as it can create support headaches if problematic software is 

; encountered that cannot be killed through the Task Manager (But KILL.EXE from the NT

; Resource Kit still works).  This value can also be set in HKEY_USERS\.DEFAULT\.. so that it 

; applies to all new User accounts as well.  See MSKB Article Q174840 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System"

$REGVALUE = "DisableTaskMgr"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "0"

$SPECIAL = "1"

$NEXT = SECREG41

GOTO CHECKSEC

:SECREG41

$DSCRIPTN = "Display SNL's Acceptable Use Notice Caption"

; This edit, along with SECREG42, displays a Messagebox warning to users prior to 

; presenting the Logon Prompt screen.  This edit creates the custom caption for the

; displayed message.  See MSKB Article Q185590 for further details. 

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WinLogon"

$REGVALUE = "LegalNoticeCaption"

$REGTYPE = "REG_SZ"

$GOOD = "SNL's Acceptable Use Statement"

$BAD = ""

$SPECIAL = "0"

$NEXT = SECREG42

GOTO CHECKSEC

:SECREG42

$DSCRIPTN = "Display SNL's Acceptable Use Notice Text"

; This edit, along with SECREG41, displays a Messagebox warning to users prior to 

; presenting the Logon Prompt screen.  This edit creates the custom text for the

; deisplayed message.  See MSKB Article Q185590 for further details.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WinLogon"

$REGVALUE = "LegalNoticeText"

$REGTYPE = "REG_SZ"

$GOOD = "Use of this system is governed by an AUP. Unauthorized access is prohibited"

$BAD = ""

$SPECIAL = "0"

$NEXT = SECREG43

GOTO CHECKSEC

:SECREG43

$DSCRIPTN = "Display SNL's Custom Logon Prompt Message"

; This edit displays a custom logon prompt title that replaces the standard "Enter a 

; user name and password that is valid for this system" message.  I believe I found 

; this one in the System Policy guide from MS.

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WinLogon"

$REGVALUE = "LogonPrompt"

$REGTYPE = "REG_SZ"

$GOOD = "You must have a valid SNL account to logon to this system"

$BAD = ""

$SPECIAL = "0"

$NEXT = SECREG44

GOTO CHECKSEC

:SECREG44

$DSCRIPTN = "Display SNL's Custom Welcome Message"

; This edit appends information to the title of the following system dialog boxes:  

; Begin Logon, Logon Information, Workstation Locked & Unlock Workstation.  Be sure to 

; add a colon (or some other separator) and a space to avoid having the title look

; crowded. Also in the System Policy guide from MS (I think).

$LEVEL = "3"

$REGKEY = "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WinLogon"

$REGVALUE = "Welcome"

$REGTYPE = "REG_SZ"

$GOOD = ": SNL Securities LC"

$BAD = ""

$SPECIAL = "0"

$NEXT = SECREG45

GOTO CHECKSEC

:SECREG45

$DSCRIPTN = "Enable Word Macro Virus Protection"

; This edit enables Word Macro Virus Protection on the current User's profile.  If

; You want all new users to get this value, change the $REGKEY value to:

; "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\8.0\New User Settings\Word\Options"

; See MSKB Article Q135872 for further details

$LEVEL = "1"

$REGKEY = "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office\8.0\Word\Options"

$REGVALUE = "EnableMacroVirusProtection"

$REGTYPE = "REG_SZ"

$GOOD = "1"

$BAD = "2"

$SPECIAL = "1"

$NEXT = SECREG46

GOTO CHECKSEC

:SECREG46

$DSCRIPTN = "Enable PowerPoint Macro Virus Protection"

; This edit enables PowerPoint Macro Virus Protection on the current User's profile.  If

; You want all new users to get this value, change the $REGKEY value to:

; "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\8.0\New User Settings\PowerPoint\Options"

; See MSKB Article Q228995 for further details

; (NOTE: To enable protection on Excel 97, obtain the Excel 97 Security patch that is 

; currently located at http://officeupdate.microsoft.com/downloadDetails/xl8p6pkg.htm)

$LEVEL = "1"

$REGKEY = "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office\8.0\PowerPoint\Options"

$REGVALUE = "MacroVirusProtection"

$REGTYPE = "REG_DWORD"

$GOOD = "1"

$BAD = "2"

$SPECIAL = "1"

$NEXT = END

GOTO CHECKSEC

:CHECKSEC

; Check the assigned level of the edit against the DEFCON level, if it is less than or equal 

; to the DEFCON level, run the edit, otherwise cycle on to the next edit. 

IF $DEFCON >= $LEVEL 


GOTO SECFUNCT 

ELSE


GOTO $NEXT

ENDIF

:SECFUNCT

; If DEBUG is set to "1", just screen output the types of edits for the selected DEFCON level.

IF $DEBUG = "1" 


? $DSCRIPTN


GOTO $NEXT

ENDIF

; Read the specific Registry edit.

$READREG = READVALUE($REGKEY, $REGVALUE)

; If no errors, continue...

IF @ERROR = 0


; If the read value matches the $GOOD value of the edit, then the edit is already 


; enabled.  Log it and continue.  


IF $READREG = $GOOD



IF OPEN(1, $LOGNAME, 5) = 0




$X = WRITELINE (1, $REGVALUE + " is currently enabled" + Chr(13) + Chr(10))



ELSE




$ERRCODE = SENDMESSAGE($NOTIFYSVR, 




"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")






ENDIF



IF CLOSE(1) = 0 ENDIF


ENDIF


; If the values don't match, perform the update functions...


IF $READREG = $BAD



; Check to see if the User should be queried for the edit by displaying a messagebox. 



IF $QUERYUSR = "1"




$DISPLAYBOX = MESSAGEBOX("Do you wish to " + $DSCRIPTN + "?", 




"DEFCON " + $DEFCON + " - " + $REGVALUE, 4132)






; If YES...




IF $DISPLAYBOX = 6





; Check to see if it is a "SPECIAL".  If "1", then go to the GOSUB ADDFUNCT





; and check for any pre-edit functions that need to be performed.





IF $SPECIAL = "1" 






GOSUB ADDFUNCT





ENDIF 





; Go to the actual editing function






GOTO SECUREIT




ENDIF




; If NO, log the refusal and cycle onto the next edit.




IF $DISPLAYBOX = 7





IF OPEN(1, $LOGNAME, 5) = 0






$X = WRITELINE (1, "* " + UCASE(@USERID) + " declined the " 







 


+ $REGVALUE + " edit" + Chr(13) + Chr(10))





ELSE






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")








ENDIF





IF CLOSE(1) = 0 ENDIF





GOTO $NEXT




ENDIF



ENDIF



; If no Messagebox is used, this ensures that the $SPECIAL value is still checked. 



IF $SPECIAL = "1"




GOSUB ADDFUNCT



ENDIF 



:SECUREIT



; Add the edit's value



$ADDREG = WRITEVALUE($REGKEY, $REGVALUE, $GOOD, $REGTYPE)



; If successful, log it and cycle onto the next edit



IF $ADDREG = 0




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, $REGVALUE + " was enabled" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")







ENDIF




IF CLOSE(1) = 0 ENDIF




GOTO $NEXT



ENDIF



; If unsuccessful, log the failure and cycle onto the next edit.



IF $ADDREG <> 0




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, "Unable to write " + $REGVALUE + " to the Registry" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Registry on @WKSTA at @TIME on @DATE")






ENDIF




IF CLOSE(1) = 0 ENDIF




GOTO $NEXT



ENDIF


ENDIF

ENDIF

; The value is not present, add it.

IF @ERROR <> 0


; Again, check for use of the Messagebox...


IF $QUERYUSR = "1"



$DISPLAYBOX = MESSAGEBOX("Do you wish to " + $DSCRIPTN + "?", 



"DEFCON " + $DEFCON + ": " + $REGVALUE, 4132)





; If YES, perform the edit.



IF $DISPLAYBOX = 6




IF $SPECIAL = "1"





GOSUB ADDFUNCT




ENDIF




GOTO ADDIT



ENDIF



; If NO, log the refusal and cycle onto the next edit. 



IF $DISPLAYBOX = 7




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, "* " + UCASE(@USERID) + " declined the "  






 


+ $REGVALUE + " edit" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")







ENDIF




IF CLOSE(1) = 0 ENDIF




GOTO $NEXT



ENDIF


ENDIF


; Here if the Messagebox is not used.


IF $SPECIAL = "1"



GOSUB ADDFUNCT


ENDIF


:ADDIT


; Write the edit's value.


$ADDREG = WRITEVALUE($REGKEY, $REGVALUE, $GOOD, $REGTYPE)




; If successful, log it and cycle onto the next edit.


IF $ADDREG = 0



IF OPEN(1, $LOGNAME, 5) = 0




$X = WRITELINE (1, $REGVALUE + " was enabled" + Chr(13) + Chr(10))



ELSE




$ERRCODE = SENDMESSAGE($NOTIFYSVR, 




"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")






ENDIF



IF CLOSE(1) = 0 ENDIF



GOTO $NEXT


ENDIF


; If unsuccessful, log it and cycle onto the next edit.


IF $ADDREG <> 0



IF OPEN(1, $LOGNAME, 5) = 0




$X = WRITELINE (1, "Unable to write " + $REGVALUE + " to the Registry" + Chr(13) + Chr(10))



ELSE




$ERRCODE = SENDMESSAGE($NOTIFYSVR, 




"Unable to write to the Registry on @WKSTA at @TIME on @DATE")





ENDIF



IF CLOSE(1) = 0 ENDIF



GOTO $NEXT


ENDIF



ENDIF

GOTO $NEXT

:END

; Exit functions...

? "Done!"

GET $R

EXIT

; GOSUB ADDFUNCT, used to perform copy functions or additional Registry edits for those edits that

; contain the "SPECIAL" value of "1".

:ADDFUNCT

SELECT



; SECREG31...


CASE $REGVALUE = "Notification Packages"



; Check for the existence of the PASSFILT library, log it if it exists, copy it to the 



; target if it does not.



IF EXIST ("@LANROOT\PASSFILT.DLL")




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, "* [A Copy of PASSFILT.DLL already exists]" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")







ENDIF




IF CLOSE(1) = 0 ENDIF



ELSE




; Oops, its not there, copy it and verify the copy, logging the action...




COPY "$GETFILES\PASSFILT.DLL" "@LANROOT\PASSFILT.DLL"




IF EXIST ("@LANROOT\PASSFILT.DLL")





IF OPEN(1, $LOGNAME, 5) = 0






$X = WRITELINE (1, "* [PASSFILT.DLL was successfully copied to @WKSTA]" + Chr(13) + Chr(10))





ELSE






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")








ENDIF





IF CLOSE(1) = 0 ENDIF




ENDIF



ENDIF


; SECREG33


CASE $REGVALUE = "Optional"



; Delete the OS2 value and log it...



$REMVALUE = DELVALUE($REGKEY, "0s2") 



; If successful, log it and continue...



IF $REMVALUE = 0




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, "* [Successfully deleted the OS/2 Registry value]" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")







ENDIF




IF CLOSE(1) = 0 ENDIF




; Delete the actual OS2SS.EXE file, checking to ensure it was deleted and logging the 




; success of failure of the operation.




IF EXIST ("@LANROOT\OS2SS.EXE") DEL "@LANROOT\OS2SS.EXE"




IF EXIST ("@LANROOT\OS2SS.EXE")





IF OPEN(1, $LOGNAME, 5) = 0






$X = WRITELINE (1, "* [Unable to delete OS2SS.EXE from @LANROOT]" + Chr(13) + Chr(10))





ELSE






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")








ENDIF





IF CLOSE(1) = 0 ENDIF











ELSE





IF OPEN(1, $LOGNAME, 5) = 0






$X = WRITELINE (1, "* [Successfully deleted OS2SS.EXE from @LANROOT]" + Chr(13) + Chr(10))





ELSE






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")








ENDIF





IF CLOSE(1) = 0 ENDIF




ENDIF



ENDIF



; If failed, log the unsuccessful action and bail...





IF $REMVALUE <> 0




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, "* [Unable to delete the OS/2 Registry value]" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")







ENDIF




IF CLOSE(1) = 0 ENDIF



ENDIF



; Delete the Posix value and log it...



$REMVALUE = DELVALUE($REGKEY, "Posix") 



IF $REMVALUE = 0




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, "* [Successfully deleted the Posix Registry value]" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")







ENDIF




IF CLOSE(1) = 0 ENDIF




; Delete the actual PSXSS.EXE file, checking to ensure it was deleted and logging the 




; success of failure of the operation.




IF EXIST ("@LANROOT\PSXSS.EXE") DEL "@LANROOT\PSXSS.EXE"




IF EXIST ("@LANROOT\PSXSS.EXE")





IF OPEN(1, $LOGNAME, 5) = 0






$X = WRITELINE (1, "* [Unable to delete PSXSS.EXE from @LANROOT]" + Chr(13) + Chr(10))





ELSE






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")








ENDIF





IF CLOSE(1) = 0 ENDIF











ELSE





IF OPEN(1, $LOGNAME, 5) = 0






$X = WRITELINE (1, "* [Successfully deleted PSXSS.EXE from @LANROOT]" + Chr(13) + Chr(10))





ELSE






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")








ENDIF





IF CLOSE(1) = 0 ENDIF




ENDIF



ENDIF



; If failed, log the unsuccessful action and bail...




IF $REMVALUE <> 0




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, "* [Unable to delete the Posix Registry value]" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")







ENDIF




IF CLOSE(1) = 0 ENDIF



ENDIF


; The 'OR' operators consolidate the checking of the edit's associated subkey.  Since some edits


; require the creation of special subkeys before values can be added.  This ensures that a check 


; for the existence of the required subkey will happen before a special ($SPECIAL) edit is run.


CASE $REGVALUE = "DisableTaskMgr" OR $REGVALUE = "DisableChangePassword" 



 OR $REGVALUE = "DisableLockWorkstation" OR $REGVALUE = "DisableRegistryTools"



 OR $REGVALUE = "EnableMacroVirusProtection" OR $REGVALUE = "MacroVirusProtection"




 OR $REGVALUE = "AddPrintDrivers"



; Check for the existence of the edit's subkey as it may not be created by default...



$CHKKEY = EXISTKEY($REGKEY)



; If present, continue...



IF $CHKKEY = 0




IF OPEN(1, $LOGNAME, 5) = 0





$X = WRITELINE (1, "* [The " + $REGKEY + " subkey is already present.]" + Chr(13) + Chr(10))




ELSE





$ERRCODE = SENDMESSAGE($NOTIFYSVR, 





"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")







ENDIF




IF CLOSE(1) = 0 ENDIF



ENDIF



; If the subkey is missing, create it... 



IF $CHKKEY <> 0




$MAKEKEY = ADDKEY($REGKEY)




; If successful, log it and continue...




IF $MAKEKEY = 0





IF OPEN(1, $LOGNAME, 5) = 0






$X = WRITELINE (1, "* [Successfully added the " + $REGKEY + " subkey.]" + Chr(13) + Chr(10))





ELSE






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")








ENDIF





IF CLOSE(1) = 0 ENDIF




ENDIF




; If failed, log it and bail...







IF $MAKEKEY <> 0





IF OPEN(1, $LOGNAME, 5) = 0






$X = WRITELINE (1, "* [Unable to add the " + $REGKEY + " subkey.]" + Chr(13) + Chr(10))





ELSE






$ERRCODE = SENDMESSAGE($NOTIFYSVR, 






"Unable to write to the Security Log on @WKSTA at @TIME on @DATE")








ENDIF





IF CLOSE(1) = 0 ENDIF




ENDIF



ENDIF

ENDSELECT

RETURN

Appendix B: Suggested Windows NT Security-Related Reading & Resources:

· Microsoft's Security Homepage

(http://www.microsoft.com/security)

· "Securing Windows NT Installation", Microsoft Corp., 

MS White Paper, August 11, 1997. (http://www.microsoft.com/ntserver/library/secure_ntinstall.exe)

· "Windows NT Security Handbook", Tom Sheldon, Osborne/McGraw-Hill Press, 

1997. (http://www.ntresearch.com)

· "Results of the Intruder Tools Workshop", CERT Coordination Center, Carnegie Mellon University
November 2-4, 1999  

· "Windows NT Security Guide", Stephen Sutton, Addison-Wesley Developers Press, 1996.  (http://www.trustedsystems.com/NTBook.htm)

· “The Hardening of Microsoft Windows NT, Rev 1”, Micheal Espinola, Santeria Systems, 1998 micheale@netcom.com
· “Building a Windows NT Bastion Host in Practive”, Stefan Norberg, HP Consulting, 1999, (http://people.hp.se/stnor)
· “Phrack Magazine”, http://www.phrack.com/main-index.html 
· "Microsoft Product Security, An Overview", Steve Sutton, MS White Paper,

1997. (http://www.microsoft.com/security)

· "Microsoft Zero Administration Kit", Microsoft Corp., MS White Paper, 

1997. (http://www.microsoft.com/windows/zak/zakadmin.exe)

· "Guide to Profiles & Policies". Microsoft Corp., MS White Paper, 1997. (http://www.microsoft.com/ntserver/library/propolicies.exe)

· "Microsoft Windows NT Server/Workstation Resource Kits (including Supplements)".

 Microsoft Corp., MS Press, 1996-97. 

· “Analysis of the Security of Windows NT”, Hans Hedbom, Stefan Lindskog, Chalmers University of Technology/University of Karlstad, SWEDEN.  March 1999. [Hans.Hedbom@hks.se, Stefan.Lindskog@hks.se]

· Windows NT Service Packs & Hotfixes.  Microsoft FTP Server

(ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/)

· Windows NT Security

Alerts to the latest security issues can be found here

(http://www.ntsecurity.net)

· JSI, Incorporated

NT Consultant with an extensive library of Registry-related solutions.

(http://www.jsiinc.com/reghack.htm)

· NTBugTraq
Russ Cooper's excellent site on NT Security, includes archives and a mailing list. 

(http://www.ntbugtraq.com)

· L0pht Heavy Industries

Renowned hackers at L0pht have lead the way on many NT-related assaults, lots of tools (the infamous L0phtcrack) and articles on NT Security.

(http://www.l0pht.com)

· NightFall Security Group
San Diego-based Security Consulting Firm. Excellent source of information on network security.

(http://www.nfsg.org)

· SecurityFocus.com

Another excellent source of the most up-to-date vulnerabilities for networks, not just NT

(http://www.securityfocus.com)

· Windows NT Magazine

May 1997 - "Security ToolKit", pg. 151.

July 1997 - "NT Security Scares", pg. 135; 

"Foil Attacks on Your Registry", pg. 141

August 1997 - "Service Pack 3 Is Really Security Pack 3", pg. 113

October 1997 - "Security Beyond Service Packs", pg. 143; 

"System Policy Templates", pg. 161; 

"Maintaining Secure Exchange Servers", pg. 147

October 1998 - "Service Pack 4's New Security Configuration Editor" 

"NT's Top Security Problems"  

"Protect Your Passwords" 

"NT Server Security Checklist, Part 2" 

"Using Exchange Clients Securely" 

"Proxy Server 2.0" 

"Auditing NT 5.0's Active Directory" 

"Securing Your Thin or Lean Client/Server Environment" 

· Windows NT Systems Magazine

September 1997 - "Securing Internet Information Server", pg. 11; 

"Working with the NT Security Log", pg. 31

· Useful Newsgroups for NT Security Solutions 

comp.os.ms-windows.nt.admin.security

comp.os.ms-windows.nt.admin.networking

comp.os.ms-windows.nt.setup.misc

· Useful NT Mailing Lists

Microsoft Windows Technology News:  http://register.microsoft.com/regwiz/personalinfo.asp 

SANS Newsletter: http://www.sans.org

Sunbelt's NT Newsletter: http://www.sunbelt-software.com/scripts/lyris.pl

NT Pro's Newsletter: http://www.ntpro.org/newmember.html

NTBugTraq Newsletter: http://www.ntbugtraq.com

· NT Security Books

"Windows NT 4.0: Guidelines for Security, Audit & Control", MS Press, ISBN 1-57231-818-X “Windows NT 4.0 Security, Audit & Control”, MS Press, ISBN 1-57231-818-X

"Windows NT Security Handbook", by Tom Sheldon, Osborne Press, ISBN 0-07882-240-8 

"Windows NT Server4 Security Handbook", by Lee Hadfield et.al., QUE Press, ISBN 0-78971-213-X

"Windows NT Security Guide", by Steve Sutton, Addison-Wesley Press, ISBN 0-201-41969-6

"Windows NT Security: Programming Easy-to-Use Security Options", by Nik Okunsteff, RD Books, ISBN 0-87939-473-1 
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