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Abstract

We introducea general framework for reasoningabout
secrecy requirementsin multiagent systems.Becausese-
crecy requirementsare closelyconnectedwith the knowl-
edge of individual agentsof a system,our framework em-
ploys the modal logic of knowledge within the context of
the well-studiedruns and systemsframework. Put simply,
“secrets” are factsabouta systemthat low-levelagentsare
never allowedto know. Theframework presentedhere al-
lowsusto formalizethis intuition precisely, in a waythat is
much in thespirit of Sutherland’snotionof nondeducibility.
Several well-knownattemptsto characterizetheabsenceof
information flow, including separability, generalizednon-
interference, andnondeducibilityon strategies,turn out to
bespecialcasesof our definitionof secrecy. However, our
approach lets us go well beyond thesedefinitions. It can
handleprobabilisticsecrecyin a cleanway, andit suggests
generalizationsof secrecy that may be useful for dealing
with resource-boundedreasoningand with issuessuch as
downgradingof information.

1 Intr oduction

Therehave beenmany attemptsin thepasttwo decades
to define what it meansfor a systemto be perfectly se-
cure, in the sensethat unclassified,or “low-level” agents
areunableto deduceanything abouttheactionsor stateof
classified,or “high-level” agents. Theseattemptsinclude
nondeducibility[22], noninterference[7, 13], selectivein-
terleavingfunctions[15], separability [15], nondeducibility
on strategies [23], probabilistic noninterference[9, 8], as
well asmorerecentapproachesbasedon processalgebras
suchasCCS[5] andCSP[17, 19]. Despitethis abundance
�
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of definitions,thereis no widespreadagreementon a gen-
eralmodel.

In thispaper, weprovidesuchamodel,by takingasome-
whatdifferentapproachto theproblem.Wedefineageneral
notionof secrecy in multiagentsystems.More specifically,
we definewhat it meansfor the actionsand stateof one
agentto be kept secretfrom someother agent. Our def-
inition is basedon Sutherland’s notion of nondeducibility.
Sutherland’sdefinitionhasbeencriticizedby McLean[14]
both for treatingthe high and low-level agentssymmetri-
cally andfor notbeinggeneralenough,andby Wittbold and
Johnson[23] for ignoring the role of strategies. We argue
thatall thesecriticismsareunfounded.

Although our work builds on previous work on nonin-
terferenceandinformationflow, we usetheterm“secrecy”
partlybecausetheterm“noninterference”is overloadedand
partly becausewe areinterestedin a broaderclassof “se-
crets” than thoseconsideredby traditional definitions of
noninterference.

We presentour notion of secrecy within the context of
the runsandsystemsmodel[4], wherea run (or execution
sequence)of asystemis representedbyasequenceof global
states,eachof which consistsof thelocal statesof theindi-
vidual agentsin thesystem.This modelcanbeviewedasa
generalizationof thestandardtrace-basedmodel,whichhas
often beenusedin security(see,for example,[15]). This
addedgeneralityis importantbecauseit allows us to rea-
sonaboutanagent’s initial informationandhow it changes
over time. The trace-basedapproachhasbeenconcerned
primarily with the input andoutputvaluesexchangedasa
useror observer interactswith the system;using this ap-
proach,it is possibleto definesecrecy only for systemsthat
canbecharacterizedby observableinputandoutputevents.
As pointedout by FocardiandGorrieri [6], it is difficult to
dealwith issuessuchasdeadlockusinga trace-basedap-
proach.It is alsodifficult to dealwith thewholespectrum
of behavior betweensynchronoussystemsandcompletely
asynchronoussystems(a problemthat seemsto be shared
by process-algebraapproaches).As weshallsee,theadded
generalityof local andglobalstateslets usdealwith these



issuesin a straightforwardway.
We show thata numberof previousnotionsof security,

suchasnoninterference,nondeducibilityon strategies,and
separability, arespecialcasesof our notion of secrecy. In
doingso,we areableto clarify a numberof subtleties,es-
peciallyregardingtherelationshipbetweennoninterference
and assumptionsof timing and synchrony. However, our
framework letsusgo well beyondtheearliernotionsof se-
curity. In addition,the framework canbecleanlyextended
to handleprobabilisticsecurity, aswe show. Perhapsmore
important,it letsusmake precisethe intuition thata secret
is somethingthat the agent(or somesetof agents)should
never be allowed to know. If a classifieduserof a system
hasasecretcryptographickey, for example,thiskey should
bekeptsecretfrom unclassifiedusers.In any secure,mul-
tiagentsystem,therearelikely to bea wide varietyof facts
thatmustbekeptsecretfrom variousagents.We show how
suchsecrecy requirementscanbecapturedin apreciseway,
both at a semanticlevel and syntactically, using a modal
logic of knowledge.At a syntacticlevel, we saythata for-
mula � is keptsecretfrom anagent� if � neverknows that
� is true. The taskof a “secrecy administrator”is thento
determinewhichformulasmustbekeptsecretfrom various
agents.In this way, we get a fine-grainedtool that canbe
usedto characterizesecrecy requirements.

The restof thepaperis organizedasfollows. Section2
reviews the multiagentsystemsframework andthe defini-
tion of knowledgein multiagentsystems.In Section3, we
give our definition of secrecy and discussits relationship
to Sutherland’snotionof nondeducibility. In Section4, we
considersyntacticdefinitionsof secrecy, using a logic of
knowledge. Section5 considersprobabilisticsecrecy. In
Section6, wecompareournotionsto someof theotherdef-
initions of securityin the literature. We concludein Sec-
tion 7. Due to lack of space,many proofsaredeferredto
thefull paper, or only sketchedhere.

2 Knowledgeand Multiagent Systems

A multiagentsystemconsistsof � agents,eachof which
is in somelocal stateat a givenpoint in time. We assume
that an agent’s local stateencapsulatesall the information
to which the agenthasaccess.In the securitysetting,the
local stateof anagentmight includeinitial informationre-
gardingkeys, the messagesshehassentandreceived,and
perhapsthereadingof aclock. Thebasicframework makes
noassumptionsabouttheprecisenatureof thelocal state.

We canview thewholesystemasbeingin someglobal
state, which is a tuple consistingof the local stateof each
agentandthe stateof theenvironment,wheretheenviron-
ment consistsof everything relevant to the systemthat is
not containedin thestateof theagents.Thus,a globalstate
hasthe form ���	��
���
	
�������
��	��� , where �	� is the stateof the

environmentand �	� is agent� ’sstate,for ������
������	
�� .
A run is afunctionfrom timeto globalstates.Intuitively,

a run is a completedescriptionof what happensover time
in onepossibleexecutionof the system.A point is a pair
����
�� � consistingof a run � anda time � . For simplicity,
we take time to rangeover thenaturalnumbers.At a point
����
�� � , thesystemis in someglobalstate�!���"� . If �!���"�#�
��� � 
�� 
 
������	
�� � � , thenwetake � � ���"� to be � � , agent� ’s local
stateat the point �$��
��"� . Formally, a systemconsistsof a
setof runs(or executions).Let %&�$'(� denotethepointsin a
system' .

Given a system' , let ) � �$��
��"� be the setof points in
%&�$'(� that � thinksarepossibleat ����
��"� , i.e.,

) � �$��
��"�*�,+-����./
��0./�213%&�$'(�546��.� ���0.��*�7� � ���"��8��
Agent � knows a fact � at a point �$��
��"� if � is true at all
points in ) � ����
�� � . To make this precise,we needto be
able to assigntruth valuesto basicformulasin a system.
We assumethatwe have a set 9 of primitive propositions,
which we canthink of asdescribingbasicfactsaboutthe
system. In the context of securityprotocols,thesemight
be suchfactsas“the key is � ” or “agent : sentthe mes-
sage� to ; ”. An interpretedsystem< consistsof a pair
�$'=
�>?� , where ' is a systemand > is an interpretationfor
the primitive propositionsin 9 that assignstruth valuesto
the primitive propositionsat the global states. Thus, for
every @,1A9 andglobal state � that arisesin ' , we have
��>?�����B�C�$@��D1E+�F�G�HJIK
ML/NKOQP6IR8 . Of course,> alsoinducesan
interpretationoverthepointsin %&�$'(� : simply take >?����
��"�
to be >?���!���"�C� .

We cannow definewhat it meansfor a formula � to be
true at a point ����
��"� in an interpretedsystem< , written
�$<S
���
��"�*T �U� , by inductionon thestructureof formulas:

V �$<W
���
��"�*T �7@ if f �$>?����
�� �B�C��@X�S�YF�G�HJI ;
V conjunctionand negation are definedin the obvious

way;

V �$<W
���
��"�5T ��Z � � if f �[<S
�� . 
�� . �*T �\� for all �$� . 
�� . �*1
) � �$��
��"� .

As usual,we write <]T �^� if �[<S
���
�� �_T �`� for all points
����
�� � in < .

Thesystemsframework letsusexpressin a naturalway
somestandardassumptionsaboutsystems. For example,
thesystemis synchronousif all agentsknow thetime. For-
mally, ' is synchronousif, for all agents� andpoints ����
��"�
and ��� . 
�� . � if � � ���"�*�a� .� �$� . � , then�b�c� . .

Anotherstandardassumption(implicitly madein almost
all systemsmodelsconsideredin the securityliterature)is
thatagentshaveperfectrecall. Roughlyspeaking,anagent
with perfectrecall can reconstructhis completelocal his-
tory. In synchronoussystems,anagent’slocalstatechanges



with every tick of the external clock, so agent� ’s having
perfectrecall implies that the sequenced$���B�feg��
�������
����B�$� �Ch
mustbe encodedin � � ���bij�k� . Our generaldefinition of
perfect recall is basedon the intuition that an agentcan
sensethat somethinghashappenedonly when there is a
changein his local state.Let agent � ’s local-statesequence
at the point �$��
��"� be the sequenceof local statesshehas
gonethroughin run � up to time � , without consecutive
repetitions. Thus, if from time 0 throughtime 4 in run �
agent� hasgonethroughthe sequencedC�M�C
��	��
�� . � 
��	��
��	�Bh of
local states,where �	�ml�n� .� , thenher local-statesequence
at ����
Bog� is dC�	��
�� . � 
��	�Bh . Agent � ’s local-statesequenceat a
point ����
�� � essentiallydescribeswhathashappenedin the
run up to time � , from � ’s point of view. Intuitively, an
agenthasperfectrecall if her current local stateencodes
her whole local-statesequence. More formally, we say
that agent � hasperfectrecall in system' if, at all points
����
��"� and �$� . 
�� . � in %&�['(� , if ��� . 
�� . �_1p) � ����
�� � , then
agent � has the samelocal-statesequenceat both �$��
��"�
and ��� . 
�� . � . Thus, agent � hasperfect recall if she“re-
members”her local-statesequenceat all times. It is easy
to checkthatperfectrecallhasthefollowing key property:
if ��� . 
�� . 
 �q1p)q�C����
�� 
6� , thenfor all �0r(s]� 
 , thereex-
ists � .r st� . 
 suchthat ��� . 
�� .r �S1u)q�v����
��0rw� . (See[4] for
moreintuition regardingthis definition.)

3 Defining Secrecy

Many previous attemptsto definesecrecy, particularly
definitionsof noninterference,have not motivatedthedefi-
nitionsin a clearway. In this section,we give abstractdef-
initionsof secrecy andmotivatethesedefinitionswithin the
framework of therunsandsystemsmodel.In particular, we
reasoninformally abouttheknowledgeof thelow-level and
high-level agentsasthey interactwith the system,andde-
finesecrecy in suchawayasto ensurethatlow-level agents
do not know anything aboutthe stateof high-level agents.
In Section4, we formalize theseintuitions usingan epis-
temiclogic.

The strongestnotion of secrecy that we consideris the
requirementthata low-level agent,basedon herlocal state,
shouldnever beableto determineanything aboutthe local
stateof the high-level agent. More specifically, the low-
level agentshouldnever be able to rule out any possible
high-level state.In termsof knowledge,this meansthatthe
low-level agentmustneverknow thatsomehigh-level state
is incompatiblewith hercurrentlow-level state.To ensure
thatthelow-levelagentx is notableto ruleoutany possible
high-level states,weinsistthateverylow possiblelow-level
stateis compatiblewith everypossiblehigh-level state.

Definition 3.1: Agent y maintainstotal secrecy with re-
spectto � in system' if for all points ����
�� � and �$� . 
�� . � in
%&�$'(� , wehave that )q�B�$��
��"��zD)|{��$� . 
�� . �}l�,~ .

Notethatif we take � to bethelow-agentx andy to bethe
high-level agent � , thenthis definition just formalizesthe
informal one given above. At the point �$��
��"� , x cannot
rule out any possiblelocal stateof � .

Total secrecy is a very strongproperty. For many inter-
estingsystems,it is muchtoo strong.Therearetwo impor-
tantrespectsin whichit is toostrong.Thefirst isalreadyim-
plicit in Sutherland’sdefinitionof nondeducibility. In some
systems,we might want only somepart of the high-level
agent’sstateto bekeptsecretfrom thelow-level agent.For
example,we might want the high-level agentto be ableto
seethestateof thelow-level agent,in which caseour defi-
nitionsaretoo strongbecausethey rule out any interaction
betweenthe statesof the high-level and low-level agents.
We cancorrectthis situationby extractingfrom � ’s state
the informationthat is relevant andensuringthat the rele-
vantpartof � ’s stateis keptsecret.The“extraction” is by
meansof anarbitrary“information function” (in thetermi-
nologyof Sutherland[22]).

Definition 3.2: A y -informationfunctionon ' is a function�
from %&�$'(� to somerangethatdependsonly on y ’s local

state;thatis
� �$��
��"�*� � �$� . 
�� . � if � { �$� �5�a� .{ �$� . � .

Thus,for example,if y ’s local stateat any point �$��
��"� in-
cludesboth its input andoutput,

� ����
�� � couldbe just the
outputcomponentof y ’s local state. As far asour defini-
tions of secrecy areconcerned,it is possibleto view a y -
informationfunction

�
asrepresentinganotheragentin the

system,onewhoselocalstatealwayscontainslessinforma-
tion thanthelocal stateof theagenty .
Definition 3.3: If

�
is a y -information function, agent y

maintainstotal
�

-secrecy with respectto � in system '
if for all points �$��
��"� and values � in the rangeof

�
,

) � ����
�� �kz ��� 
 ������l��~ (where
��� 
 �$�X� is simply thepreim-

ageof � , that is, all points �$��
��"� suchthat
� �$��
��"�|�j� ).

Of course, if
� �$��
��"�]����{����"� , then

��� 
 ��� .{ ��� . �C�A�)|{��$� . 
�� . � , so total secrecy is a specialcaseof total
�

-
secrecy.

Total
�

-secrecy is a specialcaseof nondeducibility, in-
troducedby Sutherland[22]. Sutherlandconsiders“ab-
stract”systemsthatarecharacterizedby aset � of worlds.
He focuseson two agents,whoseviews are represented
by information functions � and � on � . Sutherlandsays
that no information flows from � to � if for all worlds� 
 � . 1`� , thereexists someworld � . . 1�� suchthat
�X� � . . �=����� � � and ��� � . . �=����� � . � . This notion is of-
ten callednondeducibility(with respectto � and � ) in the
literature. To seehow total

�
-secrecy is a specialcaseof

nondeducibility, let ���p%&�['(� , thesetof all pointsof the
system.Givena point �$��
��"� , let ������
�� �������v���"� , andlet



�(� � . Thentotal secrecy is equivalentto nondeducibility
with respectto � and � .

Notethat thenondeducibilityis symmetric:no informa-
tion flows from � to � if f no informationflows from � to � .
Sincemoststandardnoninterferencepropertiesfocusonly
on protectingthestateof somehigh-level agent,symmetry
appearsproblematic,becauseit impliesthatif theactionsof
somehigh-level agentarekeptsecretfrom somelow-level
agent,thenthereversemustalsohold. Indeed,McLean[14]
makesthis argument.We claim thatMcLean’s criticism is
unfounded.As we now show, whethersymmetryis a prob-
lem dependscrucially on the choiceof information func-
tions � and � .

Our definition of total secrecy is indeedsymmetric: y
maintainstotal secrecy with respectto � if f � maintainstotal
secrecy with respectto y . However, the definition of total�

-secrecy is not symmetric. If y maintainstotal
�

-secrecy
with respectto � , it maynot evenmake senseto talk about
� maintainingtotal

�
-secrecy with respectto y , because

�
is

notan� -informationfunction.Butnotethat
�

-secrecy is just
aninstantiationof Sutherland’sdefinition,for theappropri-
atechoiceof � and � . Roughlyspeaking,thesymmetryat
the level of � and � doesnot translateto symmetryat the
level of

�
-secrecy, which is whereit matters.Theinforma-

tion functions� and � play differentrolesin thedefinition
of secrecy. The function � focuseson � ’s information(in
our terminology, � ’s local state);the function � focuseson
thatpartof y ’s local statethatis of interestto thedesigner.

Thesecondrespectin which totalsecrecy is toostrongis
notcapturedby Sutherland’sdefinitionin any obviousway.
To understandthe issue,considersynchronoussystems(as
definedin Section2). In suchsystems,the low-level agent
canalwaysbecertainthat thehigh-level agentknows what
time it is, and can thus rule out all high-level statesex-
ceptthosethatoccurat thecurrenttime. Evenin semisyn-
chronoussystems,whereagentsknow the time to within
sometolerance� , total secrecy is impossible,becauselow-
level agentscanrule out high-level statesthatoccuronly in
thedistantpastor future.

To solve this problem,we must relax the requirement
that the low-level agentcannotrule out any possiblehigh-
level states.We makethis formalasfollows.

Definition 3.4: An � -allowability functionon ' is a func-
tion � from %&�['(� to subsetsof %&�$'(� suchthat ) � ����
�� �*�
�_����
��"� .
Intuitively, %&�['(�X�p�_����
�� � is thesetof pointsthat � is al-
lowedto “rule out” at thepoint �$��
��"� . It seemsreasonable
to insistthatall thepointsthat � considerspossibleat �$��
��"�
(i.e.,points �$� . 
�� . �*13)|�v����
�� � ) shouldnot beruledout.

Definition 3.5: If � is an � -allowability functionand
�

is a
y -informationfunction,then y maintains

�
- � -secrecywith

respectto � if for all points ����
�� �?1m%&�$'(� andvalues�(1� ���_�$��
��"�C� (where
� ��:����n+ � � � ��4 � 1A:�8 ), we have

that ) � ����
�� �Xz ��� 
 �$�X��l��~ .
If �_�$��
��"�0��%&�['(� for all points ����
�� �01]%&�$'(� , then�

- � -secrecy reducesto
�

-secrecy. We also refer to � -
secrecy whenthereis no

�
function(or, equivalently, when� ����
�� �*�7� { �$� � ). In general,allowability functionsgivea

generalizationof secrecy that is orthogonalto information
functions.

Synchrony canbecapturedby the allowability function� ����
�� �_�^+-��� . 
��"�q4g� . 1"'m8 . Informally, this saysthat
agent� is allowedto know what time it is. In synchronous
systems,

�
-secrecy hasa simplecharacterization.

Proposition3.6: In a synchronoussystem,y maintains
�

-
secrecywith respectto � if for all � and � . in ' and times
� , wehavethat )|�v����
�� �Xzq)q{���� . 
��"��l��~ .

We sometimescall
�

-secrecy synchronoussecrecy. We
remark that synchronoussecrecy essentiallyamountsto
the standardnotion of separability in synchronoussys-
tems [15]. Total secrecy (Definition 3.1) is separability
in completelyasynchronoussystems. (SeeSections6.1
and6.4 for further discussionof this issue.) The security
literaturehastypically focusedon eithersynchronoussys-
temsor completelyasynchronoussystems.Oneadvantage
of our framework is thatwe caneasilymodelbothof these
extremecases,aswell asbeingableto handlein-between
cases(which do not seemto have beenconsideredat all in
theliterature).

For example,considera semisynchronoussystemwhere
agentsknow the time to within a toleranceof � . Thus,at
time 5, the agentwill know that the true time is in the in-
terval � �&����
B�&iU�/� . This correspondsto the allowability
functionSS����
�� �S�,+-��� . 
�� . �54RT ���0� . TKs\�M8 , for theap-
propriate � . We believe thatany attemptto definesecurity
for semisynchronoussystemswill requiresomethinglike
our allowability functions(which is perhapswhy this issue
hasnot beenconsideredup to now in theliterature).

We next considertwo orthogonalwaysof extending
�

-
� -secrecy. Thefirst is afairly obviousextensionto multiple
agents.Sofarwehaveconsideredonly pairwisesecurity. It
is natural to ask what it meansfor y to maintainsecrecy
with respectto somesetof agents.Thereareseveral pos-
sible definitions. One is simply that y maintainssecrecy
with respectto eachagentin theset(accordingto oneof the
definitionsabove). A secondcapturesthe intuition that y
maintainssecrecy evenif all theagentsin thesetcouldput
their informationtogether. (This correspondsto thenotion
of distributedknowledge[4].) For examplewe candefine
total secrecy with respectto a groupof agentsasfollows.

Definition 3.7: Agent y maintainstotal secrecywith respect
to theset : of agentsin system' if z �����* w¡/{M¢ )q�B�$��
��"��l�,~
for everypoint ����
�� �21&%&�['(� .



Therearesimilar variantsfor the otherdefinitionsconsid-
eredin thissection.

Thesecondextensionis astrengtheningof
�

- � -secrecy.
To motivate it, considerour definition of synchronousse-
crecy. While it seemslike a reasonablenotion,it mayseem
that in somesenseit goestoo far in weakening total se-
crecy. Informally, y maintainstotal secrecy with respectto
� if � never learnsanything not only abouty ’s currentstate,
but alsohis possiblefutureandfuturestates.Synchronous
secrecy seemsto sayonly that � neverlearnsanythingabout
y ’s stateat thecurrent time. More generally, this is trueof
thedefinitionof

�
- � -secrecy. Thefollowing strengthening

of
�

- � secrecy addressesthis concern.

Definition 3.8: If � is an � -allowability function, and
�

is a y -information function, then y maintainsstrong
�

- � -
secrecy with respectto � if y maintains

�
- � -secrecy with

respectto � , and if for all points ����
��"� and values �£1� �$%&�$'(���&�_�$��
��"�C� , thereexistsarun � . . andtimes� 
 and
� r suchthat �$� . . 
�� 
 �*1�) � ����
��"� and ��� . . 
�� r �*1 ��� 
 ����� .

Informally, strong
�

- � -secrecy saysthat � will never learn
anything regarding

�
’s behavior in thepast,present,or fu-

ture. Although strong
�

- � -secrecy may seemto be a sig-
nificantstrengtheningof

�
- � -secrecy, in many casesof in-

terest,thetwo notionsareequivalent.
To makethis precise,weneedtwo definitions.

Definition 3.9: An allowability function � dependsonly
on timing if (a) for all points ����
��"� andruns � . thereex-
ists a time � . such that ����
��"� 1¤�_�$� . 
�� . � , (b) for all
points ����
�� � andruns � . thereexists a time � . suchthat
��� . 
�� . ��1¥�_����
�� � , and (c) if �$� . 
 
�� . 
 ��1¥�_��� 
 
�� 
 � ,��� . 
 
�� .r �=1��_��� 
 
�� r � , � 
 s¦� r and � .r s§� . 
 , then
�_��� 
 
�� 
 �*�,�_��� 
 
�� r � .
Clause(c) in thedefinitionsaysthatallowability functions
cannot“cross”. Clearly, both thesynchronousallowability
function

�
andthe semisynchronousallowability function

SSdependonly on timing.

Definition 3.10: A y -informationfunction
�

preservesper-
fect recall if

� ����
��"
6�?� � ��� . 
�� . 
 � , thenfor all �0r¨s��"
 ,
thereexists � .r s � . 
 suchthat

� ����
��0r-�*� � ��� . 
�� .r � .
Proposition3.11: If ' is a systemwhere � has perfect
recall, the y -information function

�
preservesperfect re-

call, and � dependsonly on timing, then y maintains
�

- � -
secrecywith respectto � iff y maintainsstrong

�
- � -secrecy

with respectto � .
The fact that strong

�
- � - and

�
- � -secrecy coincide,at

least in the caseof allowability functionsthat dependon
timing andfor “reasonable”choicesof

�
, lendssupportto

the naturalnessof the notion of
�

- � -secrecy. We do not
havegoodexamplesof naturalclassesof allowability func-
tions that do not dependon timing, so we cannotjudge
whether, in general,strong

�
- � -secrecy is themoreappro-

priatenotion.
We concludethis sectionby examining the extent to

which
�

- � -secrecy canbe capturedin Sutherland’s origi-
nal framework. The notion of total

�
-secrecy is clearly a

specialcaseof Sutherland’s notionof nondeducibility. We
suggestedearlier that

�
- � -secrecy is a generalizationthat

cannotbecapturedin Sutherland’s framework in any obvi-
ousway. However, aswenow show, it canin aprecisesense
becapturedin his framework, albeit in anawkwardway.

Givena system' , anallowability function � , anda y -
informationfunction

�
, we canshow that thereexistsa set

of worlds �ª©|« ¬ (dependingonly on ' and � ) andinfor-
mation functions � and � on �&©q« ¬ suchthat y maintains�

- � -secrecy in ' if andonly if no informationflows from
� to � in �&©q« ¬ . Actually, this resultis almosttrivially true.
Wecantakeafixedsetof worlds � . andtwo pairsof infor-
mationfunctions ����
���� and ��� . 
�� . � on � . , suchthatno in-
formationflowsfrom � to � andinformationdoesflow from
� . to � . . We thenmap �['=
���
 � � to ��� . 
���
���� if y preserves�

- � -secrecy in ­ ; otherwisewe mapit to ��� . 
�� . 
�� . � . To
make this statementnontrivial, we require that the map-
pingssatisfyauniformity condition.As thefollowing result
shows,this toocanbedone.

Proposition3.12: Givena system' , an � -allowability func-
tion � , and a y -information function

�
, there exists a set

�&©q« ¬ of worlds and information functions � and � on
�&©q« ¬ such that y maintains

�
- � -secrecy with respectto

� in ' iff informationdoesnot flow from � to � in �ª©|« ¬ .
Moreover, the mappingfrom �$'=
���
 � � to ���ª©|« ¬#
���
���� is
uniformin thesensethat if ' . �p' , and

� . and � . are the
restrictionsof

�
and � to ' . , then �ª©#®/« ¬¯®5�j�&©q« ¬ and y

maintains
� . - � . secrecywith respectto � in ' . iff no infor-

mationflowsfrom � . to � . in � © ® « ¬ ® , where � . and � . are
therestrictionsof � and � to � © ® « ¬ ® .
Proof: Let

� ©q« ¬ �,+k�B����.�
��0./��
��_�$��
��"�C�54K�$��.°
��u.��21(�_����
�� �C8�

let ���C��� . 
�� . ��
��_�$��
��"�C� � ��� .� �$� ��
��_�$��
��"�C� and let
���B��� . 
�� . ��
��_�$��
��"�C���n� � ����
�� ��
��_�$��
��"�C� . It is straight-
forwardto checkthat y maintains

�
- � -secrecy with respect

to � in ' if f informationdoesnotflow from � to � in � ©|« ¬ ,
andthat themapis uniform asdesired.We leave detailsto
thereader.

4 Knowledgeand Secrecy

Our definitionof secrecy is semantic;it is givenin terms
of thelocal statesof theagents.As we shallsee,it is help-



ful to reasonsyntacticallyaboutsecrecy, usingthe logic of
knowledgediscussedin Section2. Our goal in this section
is to characterizesecrecy in termsof theknowledgeof the
agent.To this end,we show that the stateof an agenty is
keptsecretfrom an agent� exactly if � doesnot know any
formulasthatdependonly on thestateof y .

For this characterization,we use the modal logic of
knowledgedescribedin Section2. But first, we needtwo
definitions. The first onetells us whena formula depends
on the local stateof a particularagent. Given an agenty ,
a formula � is y -local in an interpretedsystem< if, for
all points ����
��"� and �$� . 
�� . � suchthat ��{��$� �&�±� .{ ��� . � ,�$<S
���
��"�}T �A� if f �$<W
�� . 
�� . �}T ��� . It is easyto checkthat
� is y -local in < if f < T �,ZD{6�¨²¨ZD{�³2� . Analogously, given
a y -informationfunction

�
, a formula � is

�
-local if for all

points ����
�� � and ��� . 
�� . � suchthat
� �$��
��"�¨� � ��� . 
�� . � ,

wehavethat �[<S
���
�� �2T �,� if f �[<S
�� . 
�� . �2T �U� . (See[3] for
anintroductionto thelogic of localpropositions.)

Theseconddefinitiondescribeswhenaformulais trivial,
in the sensethat it would be impossibleto forbid an agent
from knowing it. A formula � is nontrivial in < if there
existsa point ����
�� � suchthat �$<S
���
��"�´lT �`� . Clearly if a
formulais trivial (i.e.,not nontrivial), thenevery agentwill
alwaysknow it. We cannotexpectto prevent agentsfrom
knowing trivial facts.Moregenerally, if : is asetof points,
� is : -nontrivial in < if thereis somepoint ����
�� �&1�:
suchthat �[<S
���
�� �´T �n³2� . We are interestedin formulas
thatare �_����
�� � -nontrivial. To seewhy, notethat in a syn-
chronoussystem,a formulasuchas“the currenttime is 5”
is known by every agentat time 5. Thus if

�
is the syn-

chronousallowability functiondefinedin Section3, sucha
formula is not

� �$��
C��� -nontrivial for any run � . However,
asthe following theoremshows, if � is �_����
��"� -nontrivial
and
�

-local, then � will not know � at thepoint ����
�� � if y
maintains

�
- � -secrecy with respectto � .

Theorem4.1: Suppose' is a system,� is an � -allowability
function,and

�
is a y -informationfunction. Agent y main-

tains
�

- � -secrecywith respectto agent � in ' iff for every
interpretation > , if � is

�
-local and �_����
�� � -nontrivial in

< �\�$'=
�>?� , then �[<S
���
�� �5T ��³2Z � � .

Proof: Supposethat y maintains
�

- � -secrecy with respect
to � in ' . Let > be an interpretation,let �$��
��"� be a
point in %&�$'(� , and let � be a formula that is

�
-local and

�_����
��"� -nontrivial in <µ�^�['=
�>?� . Because� is �_����
�� � -
nontrivial, there exists a point ��� . 
�� . �t1¶�_����
��"� such
that �[<S
�� . 
�� . �¨lT �±� . By

�
- � -secrecy, thereexists a point

��� . . 
�� . . �Y1·�_����
��"� such that ��� . . 
�� . . ��1¦)q�B�$��
��"�}z��� 
 � � ��� . 
�� . �B� . Because� is
�

-local, �[<S
�� . . 
�� . . �clT �n� .
Thus �$<S
���
��"�*T �,³2Z � � , asrequired.

For the converse,given �$��
��"�|1t%&�$'(� and �$� . 
�� . �|1
�_����
��"� , let
¸ �,+-����. .°
��u. .��21&%&�$'(�*4 � �$��. .{ ���0. .��C�}l� � ����.{ ���0./�B��8��

Let > besuchthat >?��� . . 
�� . . �B��@X�5�UF�G�H¯I if f ��� . . 
�� . . �*1 ¸ .
(That is, accordingto > , theprimitive proposition@ is true
at preciselythe points in

¸
.) Let <��¶�['=
�>?� . Because

�$<S
�� . 
�� . �&T �b³!@ , it follows that @ is �_����
�� � -nontrivial.
Moreover, it is clear from the definition that @ is

�
-local.

By assumption,�$<S
���
��"�*T �,³2Z � @ . Thus,thereexistssome
point ��� . . 
�� . . �=¹1 ¸ suchthat �$� . . 
�� . . �D1U) � ����
�� � . Be-
cause ��� . . 
�� . . �t1�)q�B�$��
��"� , it follows that �$� . . 
�� . . �"1
�_����
�� � , andsince ��� . . 
�� . . ��¹1 ¸ , it mustbe thecasethat� ��� . . 
�� . . �m� � �$� .{ 
�� . � . Thus, y maintains

�
- � -secrecy

with respectto � in ' .

It follows from Theorem4.1 that total secrecy andsyn-
chronoussecrecy have particularlyelegantsyntacticchar-
acterizations,usingthe logic of knowledge.Thefollowing
corollarydealswith total secrecy.

Corollary 4.2: In a system' , thefollowingareequivalent:

(a) agent y maintainstotal
�

-secrecywith respectto agent
� ;

(b) for every interpretation > , if the formula � is
�

-local
andnontrivial in <"���['=
�>?� , then <"T �,³2ZD�C� .

Proof: This follows immediatelyfrom Theorem4.1, if we
let �_����
��"�*� %&�$'(� for all points ����
��"�*13%&�$'(� .

A similar resultholdsfor synchronoussecrecy. In syn-
chronoussystems,however, we mustexcludeformulasthat
are trivial at any time step, since by synchrony � would
know any suchformula. Formally, we say that a formula
� is nontrivial at every time step in an interpretedsys-
tem < if for every time � thereexists a run � suchthat
�$<S
���
��"�}lT �U� .

Corollary 4.3: In anysystem' , the following are equiva-
lent:

(a) Agent y maintains
�

-
�

-secrecywith respectto agent � ;
(b) for every interpretation > , if the formula � is

�
-local

and nontrivial at each time stepin <A���$'=
�>?� , then
< T �,³2ZD�C� .

Proof: Considerthe synchronousallowability function
�

,
definedin Section3. A formula � is nontrivial at every
timestepif andonly if it is

� �$��
��"� -nontrivial ateverypoint
����
�� � . Thecorollarythenfollows from Theorem4.1.

Theseresultssuggestthatratherthandefiningsecrecy in
semanticterms—arequirementon all pointsthat an agent
considerspossible—itmaybebetterto defineit in syntac-
tic terms,by specifyingwhat formulasanagentis allowed
to know at any point. Theorem4.1 shows that we canre-
cover the semanticdefinition syntactically. Moreover, the
syntacticdefinition hasa numberof advantages.For one



thing, it allows model checkingfor secrecy (at least, for
finite-statesystems).Second,by specifyinga noninterfer-
encepropertyasa setof formulasthatmustbekeptsecret,
it becomeseasierto specifyexactly what matters.For ex-
ample,a systemdesignermay not carethat � not know all
theformulasthat

�
- � -secrecy requires� notto know. It may

beenoughthat � doesnotknow asmallsubsetof them.This
is particularlyrelevantfor declassificationor downgrading.
If a noninterferencepropertycorrespondsto a set of for-
mulasthat must be kept secretfrom the low-level agent,
formulascanbe declassifiedby removing themthe setof
secretformulas. Third, recall that the definition of knowl-
edgedescribedin Section2 suffers from the logical omni-
scienceproblem:agentsknow all tautologiesandknow all
logical consequencesof their knowledge[4]. In the con-
text of security, we aremore interestedin what resource-
boundedagentsknow. It doesnot matterthatanagentwith
unboundedcomputationalresourcescanfactoranddecrypt
amessage.Rather, whatmattersis thata resource-bounded
agentcannot.Representingsecrecy in termsof knowledge
allowsusto takeadvantageof work on“algorithmicknowl-
edge”to reasonaboutnoninterferencewhereagentsareas-
sumedto have limited computationalpower [4, 10].

5 Probabilistic Secrecy

Thedefinitionsof secrecy thatwe haveconsideredup to
now havea majortheoreticalflaw: they areconcernedonly
with possibilistic, ratherthanprobabilisticevents.Suppose
thatagenty maintainstotal secrecy with respectto agent� .
That meansthat )q�v����
��"�*z3)|{��$� . 
�� . �3l�£~ for all points
����
��"� and ����
�� . � . However, it is completelyconsistent
with total secrecy that, accordingto agent� , the probabil-
ity of ) { �$��
Ceg� is �$� at thepoint ����
Ce�� , and e!� ºkº at thepoint
����
6�k� . Certainlyin thiscasetherehasbeensomelossof se-
crecy. We want a definition that capturesthis. As we now
show, therearestraightforwardmodificationsof our earlier
definitionsthatcaptureprobabilisticsecrecy.

To startwith, givena system' , supposethat thereis a
probabilitymeasure» on ' . Wecall thepair �['=
�»?� aprob-
abilistic system. For simplicity, assumethateverysubsetof
' is measurable(i.e.,canbeassignedaprobability).Weare
interestedin definingtheprobability thatagent� assignsto
an event at a point ����
��"� . We do this by essentiallycon-
ditioning the probability » on runson ) � ����
�� � , the infor-
mationthat theagenthasat thepoint ����
�� � . Theproblem
is that )q�B�$��
��"� is a setof points, not a setof runs, so we
cannotcondition » on )q�B�$��
��"� . To capturethis intuition,
we follow theapproachof HalpernandTuttle [11].

Givena set ¼ of points,let '(��¼D� consistof the runsin
' goingthroughapoint in ¼ . Thatis,

'(��¼D�5�U+M�¨13'§4R����
�� �21c¼ for some�78��

Theideawill beto condition» on '(�$)q�B�$��
��"�C� ratherthan
on )|�v����
�� � . To makesurethatconditioningiswell defined,
we assumethat »?�$'(�$) � ����
�� �B�C��½je for eachagent� , run
� , andtime � . Thatis, » assignspositiveprobabilityto the
setof runsin ' compatiblewith whathappensin run � up
to time � , asfarasagent� is concerned.

With this assumption,we can definea measure»J¾M« ¿q« �
on the points in )q�B�$��
��"� as follows. If À·�n' , define
)|�v����
�� �B�$À�� to be the setof pointsin )|�v����
�� � that lie on
runsin À ; thatis,

) � ����
�� �B�$À��5��+k�$� . 
�� . �21&) � ����
�� �546� . 1&À�8��
Let Á ¾	« ¿q« � , themeasurablesubsetsof )|�v����
�� � (that is, the
setsto which » ¾	« ¿q« � assignsa probability), consistof all
setsof the form )q�B�$��
��"�C�$ÀÂ� , where ÀÃ�¦' . Then de-
fine » ¾	« ¿q« �C�$)q�v����
��"�C�[À��C�Ä�E»?�$ÀmT�'(�[)|���$��
��"�C� . It is easy
to checkthat » ¾M« ¿q« � is aprobabilitymeasure,essentiallyde-
finedby conditioning.

The(possibilistic)definitionof totalsecrecy requiresthat
) � ����
�� �kz#) { �$� . 
�� . �}l�U~ for all points �$��
��"� and ����
�� . � .
If we assumethatall runsgetpositiveprobability, thenthis
amountsto sayingthat

»?�['(�$)q�v�$��
��"�C�wT�'(��ZD{�����./
��0./�B�C�2½pe
or, equivalently, that

»?�['(�$)q{���� . 
�� . �C�wT�'(��ZD�v����
�� �B�C�2½pe
for all points ����
��"� and ��� . 
�� . � . Our definition of prob-
abilistic secrecy requiresthatall theseprobabilitiesarethe
same,not justpositive. Intuitively, it saysthat � neverlearns
anything abouttheprobabilityof y beingin a particularlo-
cal state. If � is the low-level agentand y is the high-level
agent,this just saysthat the low-level agent’s view of the
systemshouldnotchangeherprobabilityof somehigh-level
eventoccurring.

Definition 5.1: Agent y maintainstotal probabilistic se-
crecy with respectto � in system �$'=
�»?� if for any three
points ����
��"� , ��� . 
�� . � , and �$� . . 
�� . . � , we have

» ¾	« ¿q« �C�$)q{��$��. ./
��0. .��C�*�7» ¾ ® « ¿ ® « �C�[)|{��$��. ./
��u. .��C���

It is immediatefrom Definition 3.1 thattotal (possibilis-
tic) secrecy is symmetric. As the following proposition
shows, total probabilisticsecrecy is alsosymmetric.More-
over, it shows thattotal probabilisticsecrecy amountsto � ’s
informationbeing(probabilistically)independentof y ’s in-
formation.

Proposition5.2: Givena probabilistic system�$'=
�»?� , the
followingare equivalent:



(a) agent y maintainstotal probabilistic secrecywith re-
spectto � ;

(b) agent � maintainstotal probabilistic secrecy with re-
spectto y ;

(c) for all points �$��
��"� and �$� . 
�� . � the events
'(�$) � �$��
��"�C� and '(�$) { �$� . 
�� . �C� are independent.

Our definitionof probabilisticsecrecy caneasilybe ex-
tendedto yield probabilistic

�
-secrecy.

Definition 5.3: If
�

is a y -informationfunction,thenagenty
maintainsprobabilistic

�
-secrecywith respectto � in system

�$'=
�»?� if for any points ����
��"� , �$� . 
�� . � , andvalues� of
�

,
wehave » ¾	« ¿q« �C� ��� 
 �$�X�B�5�a» ¾ ® « ¿ ® « �C� ��� 
 �$�X�B� .

Probabilistic
�

-secrecy is alsoequivalentto probabilistic
independence.

Proposition5.4: Givena probabilistic system�['=
�»?� , the
followingareequivalent:

(a) agent y maintainsprobabilistic
�

-secrecywith respect
to � in �$'=
�»?� ;

(b) for all values ��
�� . 1 � �$%&�['(�C� and points
����
�� � , we have »?�$'(�$) � ����
�� �B�wT�'(� ��� 
 �$�X�B� �
»?�$'(�[) � ����
�� �B�wT�'(� ��� 
 ��� . �B� ;

(c) for all points ����
�� � and values � of
�

, the events
'(�$)q�B�$��
��"�C� and '(� ��� 
 �$�X�B� are independent.

Theextensionto probabilistic
�

- � -secrecy is alsoimme-
diate.

Definition 5.5: If � is an � -allowability functionand
�

is a
y -informationfunction,theny maintainsprobabilistic

�
- � -

secrecywith respectto � in system�$'=
�»?� if, for all points
����
��"� and �$� . 
�� . � andvalues�µ1 � ���_�$��
��"�C� , we have
» ¾M« ¿q« �B� ��� 
 �����C�5�a» ¾ ® « ¿ ® « �B� ��� 
 �����C� .

Up to now, we have assumedthat in a probabilisticsys-
tem, thereis a singleprobability measureon all the runs.
As arguedby HalpernandTuttle [11], in many systemsof
interest,it is notreasonableto assumeaprobabilitydistribu-
tion on thesetof all runs. In practice,this is becausesome
choicesin thesystemarebestviewedasbeingmadenonde-
terministically. Thestandardapproachto dealingwith this
(implicitly taken, for example,whenproving propertiesof
randomizedalgorithms)is to “f actorout” thenondetermin-
istic choice.Theeffect of this is to partition the runsin '
into cells,with onecell correspondingto eachnondetermin-
istic choice.Thereis thenaseparateprobabilitymeasureon
eachcell. For example,supposethat agent � is usingone
of a set +�Å*
M
�������
�Å ¿ 8 of (possiblyprobabilistic)protocols,

andagentÆ is usingoneof a set +�ÇD
�
�������
�Ç���8 of proto-
cols. Then ' consistsof all therunsgeneratedby running
��Å�ÈÉ
�Ç�Ê�� for Ëu�Ì��
�������
�� and Í5�]��
������	
�� . Thepartition
in this caseconsistsof �&� cells, onefor eachjoint proto-
col ��Å�ÈÉ
�Ç�Ê�� . We do not want to assumea probability on
how likely agent1 is to useprotocol Å�È or agent2 is to use
protocol Ç�Ê . However, for eachfixed Ë and Í , thereis a nat-
ural probabilityon therunsgeneratedby ��Å È 
�Ç Ê � . (We re-
mark that this is actuallypreciselythesituationconsidered
by GrayandSyverson[8] in their definition of probabilis-
tic noninterference;we discusstheir work in moredetail in
Section6.3.)

Formally, assumethatwe aregivena partition Î of ' ,
anda set ÏÐ�¤+�»JÑÒ4}ÓÔ1\Î&8 of probability measures,
where»JÑ is a probabilitymeasureon the runsin ÓÒ1aÎ .
Let Ó^�,Ó&���!� betheuniquecell in Î thatcontainstherun
� . Therearenow two waysto proceed.Thefirst approach
essentiallyviews themeasuresin Ï asconstraintson a sin-
gle measureon ' . That is, it considersall the probability
measures» on ' that,whenconditionedon Ób1"Î , give
» Ñ , for all Ó±1&Î . Thenprobabilisticsecuritywith respect
to �['=
CÏ=� is reducedto probabilisticsecuritywith respectto
�$'=
�»?� . Thesecondapproachjustconsidersthemeasuresin
»JÑ separately, without trying to combinetheminto asingle
measureon ' .

For the first approach,saythata probability measure»
on ' is compatiblewith Ï if for eachcell Ó±13Î , we have
that »WTÕÓn�,»JÑ (that is, »JÑ is the resultof conditioning»
on Ó ) if »?��Ó&�ul�Ae . If Î is countable(which is the only
casein whichweareinterested),thenit is easyto seethat »
is compatiblewith Ï if f thereis a probability Ö on Î such
that,for all Ó±1&Î , if À,�UÓ , then»?�[À��5�UÖ!��Ó&�$» Ñ �$ÀÂ� .
Definition 5.6 : Agent y maintains probabilistic

�
- � -

secrecy with respectto � in system �['=
CÏ=� if, for every
» compatiblewith Ï , y maintainstotal probabilistic

�
- � -

secrecy with respectto � in �['=
�»?� .
Thesecondapproachis essentiallythattakenby Halpern

andTuttle [11]. Ratherthan taking » ¾	« ¿q« � to be a proba-
bility on all the points in )|�v����
�� � , we now take it to be
a probability on the points in Ó ¾	« ¿q« �&�×)q�B�$��
��"�C��Ó&���!�C� .
(Thus, Ó ¾	« ¿q« � is the set of points in )|�v����
�� � that lie
on runs in Ó&�$�!� .) We now define » ¾	« ¿|« � by condition-
ing »JÑ on '(�[)|���$��
��"�C� . Thus, we must assumethat
» Ñ�Ø ¾CÙ �$'(�[) � ����
�� �B�C�´½`e for all points ����
�� � . Formally,
»J¾	« ¿|« � is definedsothat

»J¾	« ¿q« � ��Óq¾	« ¿q« � �[À��C�S�a» Ñ �[ÀmT�'(�$) � ����
�� �B�C���
With this modificationin thedefinitionof »J¾	« ¿q« � , all of our
earlierdefinitionsremainunchanged.Theonly differenceis
thatnow securityis takenwith respectto �$'=
CÏ=� , so »J¾M« ¿q« �
is now computedby conditioningon Ó&�$�R� ratherthanon
'(�$)q�B�$��
��"�C� .



Definition 5.7 : Agent y maintains probabilistic
�

- � -
secrecy. with respectto � in system�['=
CÏ=� if, for all points
����
��"� and �$� . 
�� . � andvalues�µ1 � ���_�$��
��"�C� , we have
»J¾M« ¿q« � � ��� 
 �����C�5�a»J¾ ® « ¿ ® « � � ��� 
 �����C� .

For thesituationsconsideredby HalpernandTuttle [11],
it sufficed to considerthe probability measuresin Ï sepa-
rately, ratherthantrying tocombinethem.Sincethefirstap-
proachhastheextraoverheadof needingto extendtheprob-
ability measuresin Ï to a singlemeasure,they focusedon
thesecondapproach.However, herethechoiceof approach
turnsout to make a significantdifference;as the notation
suggests,we view secrecy (thefirst approach)asthebetter
definition.Thefollowing resultsupportsthis intuition.

Proposition5.8: If y maintainsprobabilistic
�

- � -secrecy.
with respectto � in system�['=
CÏ=� , theny maintainsproba-
bilistic

�
- � -secrecywith respectto � in �['=
CÏ=� .

The converseof Proposition5.8 doesnot hold in general.
In fact, as we show in Section6.3, Gray and Syverson’s
probabilisticnoninterferenceis an instanceof

�
- � -secrecy

but is not an instanceof
�

- � -secrecy. . Of course,
�

- � -
secrecy and

�
- � -secrecy. coincidein thespecialcasewhere

thereis a singleprobabilitymeasureonall of ' .

6 RelatedWork

In this section,we considerhow our definitionrelatesto
otherattemptsto definesecurity. Weshow in particularhow
it cancapturework thathasbeendonein the synchronous
setting,theasynchronoussetting,andtheprobabilisticset-
ting. We alsodiscussits relationshipto theprocess-algebra
approachto security.

6.1 Noninterference in Synchronous Trace Sys-
tems

Many papersin computersecuritydefinenoninterference
propertiesusingtrace-basedmodels.Tracesareusuallyde-
fined assequencesof input andoutputevents,whereeach
event correspondsto someagent. As such,they are spe-
cial casesof runs. However, therehave beensomesubtle
differencesamongthe trace-basedmodels. In somecases,
infinite tracesareused;in others,only finite traces.In addi-
tion, somemodelsassumethat the underlyingsystemsare
synchronous,while othersimplicitly assumeasynchrony. In
this subsection,we considersynchronoustrace-basedsys-
tems. Both McLean [15] andWittbold and Johnson[23]
presenttheir definitionsof securitywithin a framework of
synchronousinput/outputtraces. Thesetracesare essen-
tially restrictedversionsof the runs introducedin this pa-
per. Herewe introducea simplified versionof the traces

presentedby McLean [15] and describetwo well-known
noninterferencepropertieswithin theframework.

Let Ú bea finite setof input variablesand Û be a finite
setof outputvariables.A tuple Ü���d$�/�JÝ¯
��/�JÞq
�ßvàgÜvÝJ
�ßvàgÜvÞqh
(with �°�JÝ¯
��°�JÞá1^Ú and ßvàgÜvÝ¯
�ßvàgÜvÞÐ1nÛ ) representsa
snapshotof a systemat a givena point in time, that is, the
input provided to the systemby a low-level agent x anda
high-level agent � , aswell asthe outputproducedby the
systemthatis viewableto x and � . A traceâ is asequence
of tuplesâ(��d$Ü6
	
�ÜCr�
�������h . It representsaninfinite execution
sequenceof theentiresystemby describingtheinput/output
behavior of the systemat any given point in time. A syn-
chronoustracesystemis a set ã of traces,representingthe
possibleexecutionsequencesof thesystem.1

To talk aboutthelocalstateof agentsin suchtrace-based
system,we use trace projection functions, which take a
traceâ andprojecteachstatetuple Ü of â onto somelow-
dimensionaltuple.For example,if

â � dCdB�$�/� Ý �C
�
6���/� Þ �C
�
6��ßvàgÜ Ý �C
	
6��ßvà!Ü Þ �C
�h�

dB���/� Ý �fr�
6�$�/� Þ �frk
���ßvàgÜ Ý �frk
���ßvàgÜ Þ �frkhC
�������h

and ä is a function projecting â on to the low-level in-
put/outputbehavior of â , then

äÂ�$âJ�S��dCdB�$�/�JÝJ� 
 
���ßvàgÜvÝ*� 
 h�
�dv���/�JÝ*� r 
6��ßvà!ÜvÝ2� r hC
�������hC�
Similarly, wecanextracthigh-level input/outputtraceswith
a function å , or even just high-level input traceswith a
function å�< .

Given a trace â£��d[Ü6
	
�ÜCr�
������$h , a trace prefix of â up
to sometime Ë is given by â È �§d$Ü6
�
�ÜCrk
�������
�Ü È h , i.e., the
finite sequencecontainingthefirst Ë statetuplesof thetrace
â . Traceprojectionfunctionsapply to traceprefixesin the
obviousway.

It is easy to see that synchronoustrace systemscan
be viewed as systemsin the multiagent systemsframe-
work. Given a trace â , we can define the run �kæ such
that �kæR�$� �(�§â ¿ . Thus, we view â ¿ as a global state.
We take �kæÝ �$� �c�näÂ�$â ¿ � and �kæÞ �$� �(�nåc��â ¿ � . Note
that there is no environmentstatehere. (We can take it
to be empty.) Given a synchronoustrace system ã , let
'(�Cã��´��+M��æp4Xâj1Aã#8 . It is easyto checkthat ­q�Cã�� is
synchronous,and that both agentsx and � have perfect
recall.

McLean describeshow several definitionsof noninter-
ferencecan be describedusing his framework. We con-
sider two of the best known here: separability [15] and
generalizednoninterference[13]. Separability, asits name
suggests,ensuressecrecy betweenthe low-level andhigh-
level agents,whereasgeneralizednoninterferenceensures

1The tracesaresaid to be synchronousbecausethe input andoutput
valuesarespecifiedfor eachagentat eachtime step,andbothagentscan
infer thetimesimplyby lookingat thenumberof systemoutputsthey have
seen.



that the low-level agentis unableto know anything about
high-level inputbehavior.

Definition 6.1: A synchronoustracesystemã satisfiessep-
arability if for every pair of tracesâ!
�â . 1�ã , thereexistsa
traceâ . . 1cã suchthat ä|��â . . �*�7ä|��âJ� andåa��â . . �*�7åc�$â . � .

Definition 6.2: A synchronoustracesystemã satisfiesgen-
eralizednoninterferenceif for everypairof tracesâg
�â . 17ã ,
thereexists a trace â . . 1Ìã suchthat ä|��â . . �´��ä|��âJ� and
å�<?��â . . �5�7å�<?��â . � .

Thesedefinitionsarebothspecialcasesof nondeducibil-
ity, as discussedin Section3. Take the set of worlds �
to be ã , the informationfunction � to be ä , andthe infor-
mation function � to be å (for separability)and å�< (for
generalizednoninterference).2

Sohow do thesedefinitionsrelateto our notions?Sep-
arability essentiallycorrespondsto synchronoussecrecy,
whereasgeneralizednoninterferencecorrespondsto

��ç � - �
secrecy, where

��ç � mapsa trace to the high input. We
start with separability. Showing that separabilityin syn-
chronoustracesystemsimpliessynchronoussecrecy in the
correspondingsystemis easy.

Proposition6.3: If a synchronoustracesystemã satisfies
separability, then � maintainssynchronoussecrecywith re-
spectto x in '(�Bã�� .
Proof: Supposethat ã satisfiesseparability. Let ��æ and
��æ ® be runs in '(�Bã�� . We want to show that, for all time
� , we have that ) Ý ���kæK
�� �5z3) Þ ���kæ ® 
��"�ªl�§~ . By sep-
arability thereexists a trace â . . 1�ã suchthat äÂ��â . . �=�
äÂ��âJ� and åc��â . . �7�Òåc�$â . � . It follows immediatelythat
äÂ��â . .¿ ���UäÂ�$â ¿ � and åc��â . .¿ ���Uåc�$â .¿ � . Thus, �$��æ ® ® 
��"��1
) Ý �$��æK
��"��z_) Þ ���kæ ® 
�� � .

Theconverseto Proposition6.3is notquitetrue.Thereis
asubtlebut significantdifferencebetweenMcLean’sframe-
work andours. McLeanworkswith infinite traces;separa-
bility andgeneralizednoninterferencearedefinedasclosure
propertieson setsof tracesrather than setsof points (or
traceprefixes).To seetheimpactof this,considera system
ã wherethe high-level agentinputseither infinitely many
0’sor infinitely many 1’s. Theoutputto thelow-level agent
is alwaysfinitely many 0’sfollowedby infinitely 1’s,except
for asingletracewherethehigh-levelagentinputsinfinitely
many 0’sandthelow-level agentinputsinfinitely many 0’s.
(Assumethat thehigh-level outputandthe low-level input
are constant;they are unimportant.) The following table

2Actually, it is notdifficult to seethatif theinformationfunctionsè andé
arerestrictedto traceprojectionfunctions,thennondeducibilityis essen-

tially equivalentin expressivepowerto selectiveinterleavingfunctions, the
mechanismfor definingsecuritypropertiesintroducedby McLean[15].

(quantifiedover all possiblevalesof Ë ) givesa simplified
representationof this system:

x �
e È �Mê e�ê
e È �Mê �Mê
ekê e�ê

This systemsatisfiessynchronousseparability(andalso
synchronousgeneralizednoninterference)becauseby look-
ing at any finite traceprefix, thelow-level agentcannottell
whetherthehigh-level inputshavebeen0’sor1’s. However,
if the low-level agent“sees”infinitely many 0’s, he imme-
diatelyknows that thehigh-level inputshave been0’s. For
this reason,thesystemdoesnot satisfyseparabilityor gen-
eralizednoninterference.Theproblem,of course,is thatthe
agentwill neverseeinfinitely many 0’s. After all, theagent
only makesobservationsat finite times! Thenotionof sep-
arability with infinite tracesseemsto beplacingtoo strong
ademandon secrecy.

Note that if â is a tracewherethe low-level outputsare
all 0’sandthehigh-level inputsareall 1’s,eachfinite prefix
of the traceâ is a prefix of a tracein ã , even thoughâ is
not in ã . This turnsout to bethekey reasonthatthesystem
satisfiesseparabilitybut not synchronoussatisfiability.

Definition 6.4: A synchronoustrace system ã is limit
closed[2] if, for all tracesâ , âÌ1�ã if f for every time Ë
thereexistsa traceâ . 1aã suchthat â .È �aâ�È .

Undertheassumptionof limit closure,wedogetthecon-
verseto Proposition6.3.

Proposition6.5: A limit-closedsynchronoustracesystemã
satisfiesseparability iff � maintainssynchronoussecrecy
with respectto x in '(�Cã�� .

The following results are the analogueto Proposi-
tions6.3and6.5 for generalizednoninterference.

Proposition6.6: If a synchronoustrace systemã satis-
fiesgeneralizednoninterference, then � maintains

��ç � - � -
secrecywith respectto x in '(�Cã�� .
Proposition6.7: A limit-closedsynchronoustracesystem
ã satisfiesgeneralizednoninterferenceiff � maintains

� ç � -�
-secrecywith respectto x in '(�Cã�� .
Theseresultsdemonstratethecloseconnectionbetween

our definitionof synchronous
�

-secrecy andsecurityprop-
ertiessuchasseparabilityandgeneralizednoninterference
that can be specifiedas closurepropertieson infinite in-
put/outputtraces. By the resultsof Section4, this shows
that suchpropertiesarealsocloselyrelatedto knowledge.
A systemsatisfiesseparabilitywith respectto two agents�
andy , for example,if � neverknowsany factsaboutthesys-
temthatdependonly on theinput/outputbehavior of y , and
vice-versa.



6.2 Nondeducibility on Strategies

Generalizednoninterference,within the context of
McLean’ssynchronousinput/outputtraces,capturesthein-
tuition that the low-level agentcannotrule out any high-
level input traces. But is protectingthe input of the high-
level agentenoughto guaranteesecrecy? Thereis a sense
in which it is not. Considerthefollowing system,a simpli-
fiedversionof onedescribedby Wittbold andJohnson[23]
andGrayandSyverson[8].

V All input/outputvaluesarerestrictedto be either0 or
1.

V At each time step � , the high-level output value
��ßvàgÜvÞD� � is nondeterministicallychosento be either0
or 1.

V At eachtimestep� , thelow-level outputvalue ��ßvà!ÜvÝ2� �
is ��ßvàgÜvÞÄ� � � 
�ë ���/�JÞD� � , where ë is the exclusive-or
operatorand �$�/�JÞ_� � is thehigh-level input at time � .
V For completeness,supposethatthelow-level outputat

time 1 is 0, since ��ßvàgÜ Þ �Q� � 
 is not definedat thefirst
timestep.(Whathappensat thefirst timestepis unim-
portant.)

Thesetof tracesthatrepresentsthissystemsatisfiesnon-
interference.At any time � , ��ßvàgÜ Ý �Q� dependsonly on ���/� Þ ���
and ��ßvà!Ü Þ �Q� � 
 . But asthefollowing tableshows,any value
of ��ßvàgÜ Ý ��� is consistentwith any valueof ���/� Þ ��� :

�$�/� Þ �Q� ��ßvàgÜ Þ �Q� � 
 ��ßvàgÜ Ý ���
0 0 0
0 1 1
1 0 1
1 1 0

Sofor any two tracesâg
�â . , we canconstructa new trace
â . . by taking the low-level input/outputof â andthe high-
level input of â . . For thehigh-level outputof the resulting
trace,we take ��ßvà!Ü Þ �Q�?�µ��ßvàgÜ Ý �Q�ÕìW
 ë �$�/� Ý ���íì?
 . It should
beclearthat â . . is a valid traceof thesystem;thus,thesys-
temsatisfiesgeneralizednoninterference.

The problemwith this systemis that a malicioushigh-
level agent(for example,a “Trojan Horse” program)who
knowshow thesystemworkscantransmitarbitrarystrings
of datadirectly to the low-level agent.That is, if thehigh-
level agentwantsto transmitthe bit î at time Ë , andsees
thehigh-leveloutputbit ï at time Ë��7� , shecanensurethat
the low-leveloutputis î at time Ë by inputtingthebit î ë ï
at time Ëqip� .

Wittbold andJohnson[23] correctlypoint out thatgen-
eralizednoninterferenceis inherentlyinsecure. We claim
that the fundamentalproblemis not with generalizednon-
interferenceper se, but ratherwith an underlyingsystem

modelthat assumesthat everythingrelevant to the stateof
thehigh-level agentcanbeencapsulatedusinginput/output
traces.If partof thehigh-level agent’s stateincludessome
string, that string shouldbe part of the stateof the agent.
Similarly, if the agenthasa protocolthat involvessending
a string, the protocolshouldbe representedin the agent’s
local state.Whena multiagentsystemis representedusing
only input/outputtraces,thereis nowayto dothis. It is easy
to show thatif theinput stringor protocolis representedas
partof � ’s local state,thenthedesiredsecrecy propertyis
easyto modelusingour definition.

Wittbold and Johnson introduce nondeducibility on
strategies(NOS)to capturethis intuition. (GrayandSyver-
son’s probabilisticnoninterferenceis a probabilisticgener-
alizationof nondeducibilityon strategies;seeSection6.3.)
We modify the definition of nondeducibilityon strategies
slightly so that it fits into McLean’s framework. A system
satisfiesnondeducibilityonstrategiesif for all tracesâm17ã
andall high-level strategies ð consistentwith sometrace
in ã , thereexists a trace â . that is consistentwith ð and
satisfiesä|��â . �Â��äÂ�$âJ� . (Herea high-level strategy ð can
beseenasafunctionfrom high-level input/outputtracepre-
fixesto high-level input values.)Nondeducibilityon strate-
giespreventsthesortof problemdescribedabove.

To captureNOSis our framework is completelystraight-
forward.If thestrategyof thehigh-levelagentis includedas
partof herlocal state,and

�kñ°òôóQõMò
is an � -informationfunc-

tion that extractsthe strategy of the high-level agentfrom
any suchlocal state,then it is almosttrivial to show that
NOS is just

� ñ�ò�ófõMò
-
�

-secrecy.3 We remarkthat, given that
anagent’s local stateis intendedto includeall (therelevant
partsof) the agent’s knowledge,it seemsrathernaturalto
includetheagent’s strategy in its state.After all, theagent
mustknow herstrategy (otherwisethewholenotionof NOS
seemssomewhatmeaningless).

Theresultsof Section4 demonstratethatNOS,likesep-
arability and generalizednoninterference,are closely re-
lated to knowledge. Nondeducibilityon strategiesmeans,
in aprecisesense,thatlow-level agentswill neverknow (or
learn)anythingaboutthestrategy of thehigh-level agent.

In [18] Roscoeidentifiestwo scenarioswheresecrecy
requirementscanbe violated: (1) the low-level agentis a
spy who is trying to learnaboutthe high-level agent’s be-
havior without his knowledge;(2) thehigh-level agentis a
“mole” who is trying to passinformation to the low-level
agent,possiblyusingsomeprearrangedschemefor repre-
sentinginformation. While we agreethat thereare quite
differentintuitionsinvolvedhere,ourframeworkaccommo-
datesbothscenarios.Thefocusof our definitionshasbeen
onthefirst scenario.ButweclaimthatNOSessentiallycap-

3In fact,if we make thereasonableassumptionthat ö ’s strategy is the
sameat every point of a run, so that it doesnot dependon time, NOS is
alsoa specialcaseof total ÷�ø[ù ú�û/ù -secrecy.



turesthesecondscenario.In orderfor thehigh-level agent
to passinformation to the low-level agent,theremust be
somecorrelationbetweenthehigh-levelagent’sactionsand
the low-level agent’s actions. NOS saysthat, in a precise
sense,thereis not.

6.3 Probabilistic Noninterference

GrayandSyverson[8] presenta probabilisticversionof
noninterference.Their systemmodelis describedin terms
of synchronousinput/outputtraces,exactly in the spirit of
thesynchronoustracesystemsdefinedin Section6.1.They
assumelow-level andhigh-level agentsthatuseprobabilis-
tic strategies ü and ð , respectively. In their terminology,
anadversary ý is apair �/ü?
	ðc� ; thechoiceof anadversary
factorsout all the nondeterminismin the sensedescribed
in Section5. Eachadversary ý determinesa probability
distributionon therunsgeneratedby thejoint strategy ý .

In our notation,Gray and Syverson’s notion of proba-
bilistic noninterferencecanessentiallybe capturedby the
following definition:

Definition 6.8: A system �$'=
BÏ=� , where Ï consistsof
theprobabilitymeasures»Sþ for all adversariesý , satisfies
probabilisticnoninterferenceif, for all low-level strategies
ü , high-level strategies ð and ð . , andpoints �$��
��"� , we
have » Ø[ÿ « �¯Ù �[)|Ý*�$��
��"�C�5�7» Ø$ÿ « � ® Ù �$)qÝ5�$��
��"�C� .

As thefollowing resultshows,probabilisticnoninterfer-
enceis aspecialcaseof ourdefinitionof probabilistic

�
- � -

secrecy. Assume,aswe did in Section6.2, that the high-
level strategiesare includedin the local stateof the high-
leveluser, andconsidertheinformationfunction

� ñ�ò�ófõMò
from

Section6.2 that extractsthe high-level strategy from each
point.

Theorem6.9: �$'=
BÏ0� satisfiesprobabilistic noninterfer-
enceiff � maintainsprobabilistic

�kñ°ò�ófõMò
-
�

-secrecywith re-
spectto x .

Proof: (Sketch.) Supposethat � maintainsprobabilistic� ñ�ò�ófõMò
-
�

-secrecy with respectto x in �$'=
CÏ=� . Thenfor all
runs ��
�� . 1c' , times � , andprobabilitymeasures» com-
patiblewith theprobabilities» þ , wehave that

»J¾	« ¿q« Ý2� � � 
ñ°òôóQõMò �/ðc�C�*�7»J¾ ® « ¿|« Ý2� � � 
ñ�ò�ófõMò �°ðc�B���
It follows from Proposition 5.4 that for all high-level
strategies ð and ð . and points �$��
��"� , we have that
»?�$)qÝ*����
��"�C�KT�'(�°ðc�B��� »?�[)|Ý*�$��
��"�wT�'(�/ð . �B� (where
'(�°ðc� consistsof the runs where � usesstrategy ð ).
¿From this it follows that »?�[)|ÝS����
��"�C�KT�'(�C�/ü?
	ðc�C�¦�
»?�$) Ý ����
��"�wT�'(�C�°ü#
Mð . �C� for every low-level strategy ü .
Since » is compatible with »Sÿ « � , it follows that

» Ø$ÿ « �JÙ �$) Ý ����
��"�C�t�Ò» Ø[ÿ « �*®íÙ �$) Ý ����
�� �B� . Henceproba-
bilistic

� ñ°ò�ófõMò
-
�

-secrecy impliesSyversonandGray’sprob-
abilistic noninterference.The conversefollows from an-
other applicationof Proposition5.4. We leave details to
thefull paper.

Note that we used
� ñ°òôóQõMò

-
�

-secrecy, not
� ñ°ò�ófõMò

-
�

-
secrecy. , in Theorem6.9. Indeed, it is easyto seethat� ñ°òôófõMò

-
�

-secrecy. does not hold in Syversonand Gray’s
setting. The problem is that then » ¾	« ¿q« Ý is definedby
conditioning » ����« ÿ � on '(�$) Ý ����
�� �B� , where ð�� and ü��
are the high- and low-level strategies usedin the run � .
Thus, »J¾	« ¿q« Ý2� � � 
ñ°ò�ófõMò �/ðc�C� is either 1 (if ð � ðª¾ ) or 0
(otherwise). It follows that it will not be the casethat
»J¾	« ¿|« Ý2� � � 
ñ�ò�ófõMò �°ðc�B�×� »J¾ ® « ¿q« Ý2� � � 
ñ°ò�ófõMò �/ðc�C� for all points
����
�� � and ����
�� . � .
6.4 AsynchronousSystemModels

ZakinthinosandLee[24] presentageneraltheoryof pos-
sibilistic securityproperties.In their framework, tracesare
not sequencesof input/outputtuples,but rathersequences
of input/outputevents. Furthermore,tracesarefinite. If �
and

�
arelow-level inputeventswhile � and � arehigh-level

inputevents,apossiblesystemtracecouldbe

âm�,d��É
���
��É
��-
��-
 � 
 � 
��É
	��h��
Sincetracesaresequencesof input/outputevents—sothat
high-level and low-level eventsdo not occur in lockstep,
asin McLean’s framework—theunderlyingsystemmodel
is asynchronous.A low-level projectionfunction ä simply
extractsall the low-level eventsfrom a trace. Thus,if â is
definedasabove,we have

äÂ�$âJ�S�,d��É
��É
 � 
 � 
��ÉhC�
This meansthat the local stateof a low-level agentmight
not changeeven as the high-level agentexperienceshun-
dredsor thousandsof input events.An asynchronoustrace
systemis asetof traces.Clearlywecanassociatewith each
suchsystemasetof runs(wherethelaststategetsrepeated
infinitely often,sinceour runsareinfinite).

The security propertiespresentedby Zakinthinosand
Lee arestatedin termsof low-level equivalencesets, very
much in the spirit of nondeducibility. For example, they
defineseparabilityasthe following requirement:for every
two tracesâ and â . , every possibleinterleaving â . . of the
subtracesä|��âJ� and åc�$â . � is a valid trace in the system.
Here, separabilitysaysthat the low-level agentis unable
to rule out any possiblehigh-level input/outputsequences,
asin Definition 6.1. Notice that sincetracescanbe of ar-
bitrary length,andsincearbitraryinterleavingsof low-level
andhigh-level tracesmustbevalid tracesof thesystem,the



systemsconsideredby ZakinthinosandLee mustbe com-
pletelyasynchronous,sothatagentshaveabsolutelynoidea
of whatthetime is. As weshow in thefull paper, this asyn-
chronousnotion of separabilitycorrespondsto our notion
of total secrecy; similarly ZakinthinosandLee’s notion of
generalizednoninterferencecorrespondsto

� ç � -secrecy.

6.5 ProcessAlgebrasand Noninterference

Recentwork in propertiesrelatedto information flow
andnoninterferencehasfocusedon systemsthathave been
specifiedusing processalgebrasrelated to CCS [5] and
CSP[19]. (Milner [16] givesan excellent introductionto
CCS,while FocardiandGorrieri [6] provideanoverview of
recentwork on noninterferencepropertiesexpressedusing
CCS.Ryanet al. [20] give a thoroughintroductionto CSP
anddescribehow it can be usedto describea numberof
securityproperties.)

Definitionsof noninterferencepropertiesthat arebased
on processalgebrashave several importantadvantages.To
begin with, processalgebrasallow us to describesystems
compactly, even if the resulting systemshave trace sets
that are large or infinite. In addition, the process-algebra
approachprovidesan elegantway of constructingsystems
compositionally. Finally, theprocess-algebraapproachcan
expressfeaturesof systemsthatcannotbeexpressedusing
tracesthat focuson input/outputrelations.Moreover, these
featurescanbe quite significantin the context of security
(see[6, 19]).

With regard to the last point, it may seemthat our ap-
proachsuffersfrom thelimitationsof othertrace-basedap-
proaches,sincerunsareessentiallytraces.Weshow that,by
usinglocal statesin a naturalway, our approachcanin fact
capturesomeof thestandardexamplesthatareproblematic
for other trace-basedapproaches.Considerthe following
example(essentiallydiscussedin by bothRyanandSchnei-
der[19] andFocardiandGorrieri [6]). Let

¸
and 
 bethe

following two processes:
¸ �Y�É� � � e i �É� � � e

and

E�Y�É�[� � � e i���� e ��


representedgraphically in Figure 1. Thesetwo systems
have the sameset of input/outputtraces,namely the set
+�d��whC
�d��É
 � h�
6d��É
���hB8 . However, thebehavior of the two sys-
temsis different. If

�
and � representinput events,the two

systemshave differentrefusalsetsafterexecutingthetrace
d��wh . After 
 executes� , it movesto a statewhereit can
executetheevent

�
or theevent � , while

¸
, afterexecuting

� , movesto a statewhereit hasno choiceaboutthe next
event it executes(which mustbeeither

�
or � ). Thesesys-

temsarenot equivalentaccordingto thestandardnotionof
bisimulation-basedobservationalequivalence.

E F

a a

cb b c

a

Figure 1. Processes
¸

and 
 .

Thereareseveral ways to capturethe processeş and

 assystemsin our framework. Perhapsthe easiestis to
assumethatthesystemconsistsof oneagent,whoperforms
the actions � , � , and � . Theagentdecides(nondeterminis-
tically) whatprotocolsheis following. In bothcases,there
are two runs, one correspondingto the trace �
� � and the
othercorrespondingto thetrace �
��� . (Theremayalsobea
run or runscorrespondingto the trace � if we assumethat
the systemis deadlocked for somereasonafter the agent
performs � . We startby consideringthe casewherethere
aretwo traces.)For simplicity, assumethattheenvironment
statejust recordstheactionsthatweretaken.(Thus,theen-
vironmentrecordsthe input-outputrelation.) The agent’s
nondeterministicchoice is reflectedin her local state. In
thecaseof

¸
, theagent’s initial local statemustreflecther

choiceof whetherto run protocol �
� � or protocol �
��� . This
choicecontinuesto bereflectedin herstateat time1. In the
caseof process
 , at time 0, shedoesnot have a choiceto
makeyet. Her initial localstatejust reflectsthefactthather
next actionis � . At time 1, shemustchoosebetween

�
and

� . Thus, in the systemcorrespondingto
¸

, the agentcan
distinguishthe initial pointsof the two runs(sinceshehas
madedifferentchoices);on the otherhand,in the system
correspondingto 
 , shecannotdistinguishtheinitial states
of theruns.If we alsowantto considerthetrace � , thesys-
tem correspondingto

¸
hastwo moreruns(dependingon

theinitial choiceof theagent);thesystemcorrespondingto

 hasjust onemorerun.

Themodeljust discussedis synchronous.However, we
canalsotakeanasynchronousversionof themodel.In this
case,therewould beinfinitely many runs,correspondingto
thedifferenttimestheactionswereperformed.We can,of
course,alsocaptureotherconstraintsontiming (suchasup-
perboundson how long it takesto performactions),which
seemto belesseasyto modelin theprocess-algebraframe-
work.4 In any case,thekey point is thatthattherearequite

4Thereare yet other ways of modeling � and � . For example,we
could encodethe CSPnotion of refusalsby having runswherethe agent
tries to input � or � andis refusedby thesystem.However, this approach
seemslessnaturalin thecontext of systems.



naturalwaysto capturȩ and 
 asdifferentsystems.
We in factconjecturethatour framework cancaptureall

the distinctionscapturedby the process-algebraapproach,
by appropriatelychoosinglocal and global states. (More
precisely, we conjecturethat therewill be canonicaltrans-
lations from the process-algebraapproachto the systems
approach,wherethe translationdependson the notion of
equivalenceunder consideration. For example, different
types of bisimulation equivalenceor testing equivalence
will correspondto differenttranslations.)A carefulexam-
ination of this issueis beyond the scopeof the paper;we
hopeto returnto it in futurework.

Thisexamplesuggeststhatourapproachis at leastasex-
pressive asthe process-algebraapproach(es),althoughwe
have not formalizedthis, let aloneverified it. What about
theconverse? RyanandSchneider[19, Section3.5] claim
to capturenondeducibilityusingtheirapproach,soit would
seemthat they are capturing(at least)our notion of total�

-secrecy. However, they identify “nondeducibility” with
the instanceof nondeducibilitydiscussedby Sutherlandat
the endof his paper, which is essentiallygeneralizednon-
interference. Thus, the way they capturenondeducibility
doesnot captureour notionof

�
-total secrecy. Their “most

liberal generalisation”[19, Section4.2], presentedin terms
of an abstractionoperatoranda Constrain operator, does
seemto correspondto

�
-total secrecy, althoughwe have

not formalizedtherelationship.However, it doesnot seem
that their paper(or any of the otherpaperson the process-
algebraapproach)hasan analogueto

�
- � -secrecy, nor is

there an analogueto the notion of syntacticsecurity. It
would be interestingto seewhethernotionslike semisyn-
chronoussecrecy and resource-boundedsecrecy could be
handledcleanlyin aprocess-algebraapproach;it wouldalso
be interestingto seehow our definitions of probabilistic
secrecy relateto recentwork addingprobability to defini-
tions of noninterferencebasedon the processalgebraap-
proach[1, 21].

7 Discussion

We have definedgeneralnotions of secrecy in multi-
agentsystems,andshown theconnectionbetweenour def-
initions and standardepistemicnotions. We then applied
the definition to the problemof characterizingabsenceof
informationflow.

Of course,we are not the first to attemptto provide a
generalframework for analyzingsecurityproperties.(See,
for example,[6, 12, 15, 19, 24] for someotherattempts.)
However, we believe thatour definitionscomecloserto the
intuitionsthatpeoplein thefield havehad,sincethoseintu-
itionsareoftenexpressedin termsof (a lackof) knowledge.
Ourapproachhasanumberof otheradvantagesoverprevi-
ousapproaches:

V As we have shown, it canbe easilyextendedto deal
with probabilisticsecrecy.

V It candealwith thewholespectrumfrom synchrony to
totalasynchrony, withoutassumingaspecificunderly-
ing systemmodel.

V It canbegeneralizedto dealwith morespecificsecu-
rity concerns,sothatwe cantalk aboutthesecrecy of
a particularformulaaswell astotal secrecy.

V Thecharacterizationin termsof knowledgeallowsex-
tensionsto resource-boundedknowledge,whichseems
appropriatefor dealingwith securityin thepresenceof
resource-boundedadversaries.

Therearea numberof possibilitiesfor future work; we
highlighta few of themhere.

V It would beinterestingto applymodel-checkingalgo-
rithms to checkingwhether(finite-state)systemspre-
servedsecuritypropertiesexpressedin termsof knowl-
edge.

V Compositionalityhasbeenanimportantconcernin se-
curity thatwe have not addressedat all. (See[13, 15]
for someearlywork on compositionality.) It would be
interestingto understandthe extent to which our no-
tionsarepreservedundercomposition.

V An investigationof the generalrelationshipbetween
our systems-basedapproachand the process-algebra
approachesdiscussedin Section6.5 could yield nu-
merousbenefits. For onething, aswe saidbefore,it
would be useful to compareformally the expressive
powerof thevariousapproaches.It mayalsobepossi-
ble to combinethebenefitsof theprocess-algebraap-
proachwith thoseof the approachthat we areadvo-
catinghere. For example,a processcanbeviewedas
a compactway of specifyinga system.This suggests
thatperhapsthetoolsof processalgebracanbebrought
to bearonverifying secrecy aswehavedefinedit. This
seemslikea promisingline of furtherresearch.
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