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Abstract

We introducea geneal framevork for reasoningabout
sececy requirementsin multiagent systems. Becausese-
crecy requirementsare closely connectedwith the knowl-
edee of individual agentsof a systempur framavork em-
ploys the modal logic of knowledg within the context of
the well-studiedruns and systemdramevork. Put simply
“secrets” are factsabouta systenthatlow-level agentsare
never allowedto know Theframeavork presentechere al-
lowsusto formalizethis intuition preciselyin a waythatis
mud in the spirit of Sutherlands notionof nondeducibility
Several well-knownattemptgo characterizethe absencef
information flow, including sepaability, generlized non-
interference and nondeducibilityon strategies,turn out to
be specialcasesof our definitionof sececy However, our
appmad lets us go well beyond thesedefinitions. It can
handleprobabilisticsececyin a cleanway, andit sugests
genealizations of sececy that may be usefulfor dealing
with resouce-boundedeasoningand with issuessud as
downgdingof information.

1 Intr oduction

Therehave beenmary attemptsn the pasttwo decades
to definewhat it meansfor a systemto be perfectly se-
cure, in the sensethat unclassified,or “low-level” agents
areunableto deduceanything aboutthe actionsor stateof
classified,or “high-level” agents. Theseattemptsinclude
nondeducibility[22], noninterfeence[7, 13], selectivein-
terleavingfunctiong[15], sepaability [15], nondeducibility
on strategies [23], probabilistic noninterfeence[9, 8], as
well asmorerecentapproachedasedon processalgebras
suchasCCSJ[5] andCSP[17, 19]. Despitethis abundance

*Authors supportedin part by NSF under grant IRI-96-25901 and
11S-0090145 by ONR undergrantsN00014-00-1-03-4andN00014-01-
10-511,andby the DoD Multidisciplinary University Researchnitiative
(MURI) programadministeredby the ONR undergrant NO0014-01-1-
0795.

Kevin O’'Neilll
Departmenof ComputerScience
CornellUniversity
oneill@cs.cornell.edu

of definitions,thereis no widespreadagreemenbn a gen-
eralmodel.

In thispaperwe provide suchamodel,by takingasome-
whatdifferentapproacho theproblem.We defineageneral
notionof secreg in multiagentsystemsMore specifically
we definewhat it meansfor the actionsand stateof one
agentto be kept secretfrom someotheragent. Our def-
inition is basedon Sutherlands notion of nondeducibility
Sutherlands definition hasbeencriticized by McLean[14]
both for treatingthe high and low-level agentssymmetri-
cally andfor notbeinggeneraknoughandby Wittbold and
Johnson23] for ignoring therole of stratgies. We argue
thatall thesecriticismsareunfounded.

Although our work builds on previous work on nonin-
terferenceandinformationflow, we usetheterm“secreg”
partly becaus¢heterm“noninterferencels overloadedand
partly becausave areinterestedn a broaderclassof “se-
crets” than those consideredby traditional definitions of
noninterference.

We presentour notion of secreg within the context of
therunsandsystemamodel[4], wherea run (or execution
sequence)df asystemnisrepresentetly asequencef global
stateseachof which consistof thelocal statesof the indi-
vidual agentsn thesystem.This modelcanbeviewedasa
generalizatiorof thestandardrace-basechodel,whichhas
often beenusedin security(see,for example,[15]). This
addedgeneralityis importantbecauset allows usto rea-
sonaboutanagentsinitial informationandhow it changes
over time. The trace-base@pproachhasbeenconcerned
primarily with the input and outputvaluesexchangedasa
useror obsener interactswith the system;using this ap-
proachit is possibleto definesecreg only for systemghat
canbecharacterizety obsenableinputandoutputevents.
As pointedout by FocardiandGorrieri[6], it is difficult to
dealwith issuessuchasdeadlockusing a trace-basedp-
proach. It is alsodifficult to dealwith the whole spectrum
of behaior betweensynchronousystemsand completely
asynchronousystems(a problemthat seemso be shared
by process-algebrapproaches)As we shallsee theadded
generalityof local andglobal statedets us dealwith these



issuedn astraightforvardway.

We show thata numberof previous notionsof security
suchasnoninterferencenondeducibilityon strateies,and
separability are specialcasesof our notion of secreg. In
doing so, we areableto clarify a numberof subtleties es-
peciallyregardingtherelationshipbetweemoninterference
and assumption®f timing and synchrory. However, our
frameawork letsus go well beyondthe earliernotionsof se-
curity. In addition,the framewnork canbe cleanlyextended
to handleprobabilisticsecurity aswe shov. Perhapsnore
important,it lets us make precisethe intuition thata secret
is somethingthat the agent(or somesetof agents)should
never be allowed to know. If a classifieduserof a system
hasasecretryptographidkey, for example this key should
be keptsecretfrom unclassifiedusers.In arny secure mul-
tiagentsystemtherearelikely to be a wide variety of facts
thatmustbe keptsecretfrom variousagentsWe shav how
suchsecreg requirementganbe capturedn apreciseway,
both at a semanticlevel and syntactically usinga modal
logic of knowledge. At a syntacticlevel, we saythata for-
mula is keptsecretfrom anagents if a never knowsthat
p is true. Thetaskof a “secrey administrator”is thento
determinawvhich formulasmustbekeptsecrefrom various
agents.In this way, we get a fine-grainedtool that canbe
usedto characterizesecreyg requirements.

The restof the paperis organizedasfollows. Section2
reviews the multiagentsystemsramework and the defini-
tion of knowledgein multiagentsystems.In Section3, we
give our definition of secreg and discussits relationship
to Sutherlands notion of nondeducibility In Section4, we
considersyntacticdefinitions of secreg, using a logic of
knowledge. Section5 considersprobabilisticsecreg. In
Section6, we compareour notionsto someof the otherdef-
initions of securityin the literature. We concludein Sec-
tion 7. Dueto lack of spacemary proofsare deferredto
thefull paperor only sketchechere.

2 Knowledgeand Multiagent Systems

A multiagentsystemconsistof n agentsgachof which
is in somelocal stateat a givenpointin time. We assume
that an agents local stateencapsulateall the information
to which the agenthasaccess.In the securitysetting,the
local stateof anagentmightincludeinitial informationre-
gardingkeys, the messageshehassentandreceied, and
perhapghereadingof a clock. Thebasicframenork makes
no assumptionsiboutthe precisenatureof thelocal state.

We canview the whole systemasbeingin someglobal
state which is a tuple consistingof the local stateof each
agentandthe stateof the ervironment,wherethe erviron-
ment consistsof everythingrelevant to the systemthat is
not containedn the stateof theagentsThus,a globalstate
hasthe form (s, s1, ..., sn), Wheres, is the stateof the

ervironmentands; is agenti’sstatefor: =1,...,n.

A runis afunctionfrom timeto globalstatesIntuitively,
arunis a completedescriptionof what happensver time
in one possibleexecutionof the system. A pointis a pair
(r,m) consistingof arunr andatime m. For simplicity,
we take time to rangeover the naturalnumbers.At a point
(r,m), thesystemis in someglobalstater(m). If r(m) =
(Se, 81,5 -+, 8n), thenwetaker;(m) to bes;, agenti’slocal
stateat the point (r, m). Formally, a systemconsistsof a
setof runs(or executions) Let P(R) denotethepointsin a
systemR.

Givena systemR, let IC;(r,m) be the setof pointsin
P(R) thati thinksarepossibleat (r,m), i.e.,

Ki(r,m) ={(",m") € P(R) : ri(m’) = r;(m)}.

Agenti knows afact atapoint (r,m) if ¢ is trueatall
pointsin K;(r,m). To make this precise,we needto be
ableto assigntruth valuesto basicformulasin a system.
We assumehatwe have a set® of primitive propositions,
which we canthink of asdescribingbasicfactsaboutthe
system. In the context of securityprotocols,thesemight
be suchfactsas“the key is n” or “agent A sentthe mes-
sagem to B”. An interpretedsystemZ consistsof a pair
(R,m), whereR is asystemandr is aninterpretatiorfor
the primitive propositionsn & thatassigngruth valuesto
the primitive propositionsat the global states. Thus, for
every p € ® andglobal states thatarisesin R, we have
(m(s))(p) € {true,false}. Of course,r alsoinducesan
interpretatioroverthepointsin P(R): simplytake 7 (r, m)
toben(r(m)).

We cannow definewhatit meansfor aformulay to be
true at a point (r, ) in an interpretedsystemZ, written
(Z,r,m) |= ¢, by inductionon the structureof formulas:

o (Z.rm) F piff (x(r,m))(p) = true;

e conjunctionand negation are definedin the obvious
way;

e (Z,r,m) = K;piff (Z,r',m') = ¢ forall (r',m’) €
Ki(r,m).

As usual,we write Z = ¢ if (Z,r,m) |= ¢ for all points
(r,m)inZ.

The systemdramework letsus expressin a naturalway
somestandardassumptionsboutsystems. For example,
the systemis syndironousif all agentknow thetime. For-
mally, R is synchronoud, for all agents andpoints(r, m)
and(r’,m’) if r;(m) = rj(m’), thenm = m’.

Anotherstandarcassumptior{implicitly madein almost
all systemamodelsconsideredn the securityliterature)is
thatagentshave perfectrecall. Roughlyspeakinganagent
with perfectrecall canreconstructis completelocal his-
tory. In synchronousystemsanagentslocal statechanges



with every tick of the external clock, so agenti’s having
perfectrecallimplies that the sequencér; (0), ..., r;(m))
mustbe encodedn r;(m + 1). Our generaldefinition of
perfectrecall is basedon the intuition that an agentcan
sensethat somethinghas happenednly when thereis a
changein hislocal state.Let agent:’s local-statesequence
at the point (r, m) be the sequencef local statesshehas
gonethroughin run r up to time m, without consecutie
repetitions. Thus, if from time O throughtime 4 in run r
agenti hasgonethroughthe sequences;, s;, s}, s;, si) of
local stateswheres; # s;, thenher local-statesequence
at(r,4) is (s;, s}, s;). Agent ¢'s local-statesequencet a
point (r, m) essentiallydescribesvhathashappenedn the
run up to time m, from i's point of view. Intuitively, an
agenthasperfectrecall if her currentlocal stateencodes
her whole local-statesequence. More formally, we say
thatagent: hasperfectrecall in systenR if, atall points
(rym) and(r’,m’) in P(R), if (r',m’) € K;(r,m), then
agenti hasthe samelocal-statesequenceat both (r, m)
and (+/,m’). Thus, agenti hasperfectrecall if she‘re-
members’her local-statesequencet all times. It is easy
to checkthat perfectrecall hasthe following key property:
if (r',m}) € Ki(r,m1), thenfor all my < my, thereex-
istsmf < mj suchthat(r’,m}) € K;(r,mz). (See[4] for
moreintuition regardingthis definition.)

3 Defining Secrecy

Many previous attemptsto definesecrey, particularly
definitionsof noninterferencehave not motivatedthe defi-
nitionsin a clearway. In this section we give abstractef-
initions of secrey andmotivatethesedefinitionswithin the
framawork of therunsandsystemsnodel. In particular we
reasorinformally aboutthe knowledgeof thelow-level and
high-level agentsasthey interactwith the system,andde-
fine secrey in suchaway asto ensurghatlow-level agents
do not know anything aboutthe stateof high-level agents.
In Section4, we formalize theseintuitions using an epis-
temiclogic.

The strongesiotion of secreyg that we consideris the
requirementhata low-level agentbasedn herlocal state,
shouldnever be ableto determineanything aboutthe local
stateof the high-level agent. More specifically the low-
level agentshouldnever be able to rule out ary possible
high-level state.In termsof knowledge this meanghatthe
low-level agentmustnever know thatsomehigh-level state
is incompatiblewith her currentlow-level state. To ensure
thatthelow-level agentL is notableto rule outany possible
high-level statesyve insistthateverylow possibldow-level
stateis compatiblewith every possiblehigh-level state.

Definition 3.1: Agent j maintainstotal sececy with re-
spectto i in systeniR if for all points(r, m) and(r/, m’) in
P(R), we have that/C;(r,m) N KC;(r',m”) # 0. 11

Notethatif we takei to bethelow-agentL and; to bethe
high-level agentH, thenthis definition just formalizesthe
informal one given above. At the point (r,m), L cannot
rule outary possiblelocal stateof H.

Total secrey is a very strongproperty For mary inter-
estingsystemsit is muchtoo strong. Therearetwo impor-
tantrespectén whichit istoostrong.Thefirstis alreadyim-
plicit in Sutherlands definitionof nondeducibility In some
systemswe might want only somepart of the high-level
agents stateto be keptsecretfrom the low-level agent.For
example,we might want the high-level agentto be ableto
seethe stateof the low-level agent,in which caseour defi-
nitions aretoo strongbecausehey rule out ary interaction
betweenthe statesof the high-level and low-level agents.
We can correctthis situationby extractingfrom H's state
the informationthatis relevantand ensuringthat the rele-
vantpartof H's stateis keptsecret.The “extraction” is by
meansf anarbitrary“information function” (in the termi-
nologyof Sutherland22]).

Definition 3.2 A j-informationfunctionon R is afunction
f from P(R) to somerangethatdependnly on j’s local
stateithatis f(r,m) = f(r',m’) if rj(m) =73 (m’). I
Thus,for example,if j's local stateat ary point (r, m) in-
cludesbothits input andoutput, f (r, m) could be just the
outputcomponenbf j's local state. As far as our defini-
tions of secreg are concernedjt is possibleto view a j-
informationfunction f asrepresentin@notheragentin the
systempnewhoselocal statealwayscontaindessinforma-
tion thanthelocal stateof theagent;.

Definition 3.3: If f is a j-information function, agent;
maintainstotal f-sececy with respectto 7 in systemR
if for all points (r,m) and valueswv in the rangeof f,
Ki(r,m) N f=1(v) # 0 (wheref =1 (v) is simply thepreim-
ageof v, thatis, all points (r,m) suchthat f(r,m) = v).
1

Of course,if f(r,m) = r;(m), then f~1(ri(m’)) =
KC;(r',m’), so total secreg is a specialcaseof total f-
secrey.

Total f-secreg is a specialcaseof nondeducibility in-
troducedby Sutherland[22]. Sutherlandconsiders“ab-
stract”systemghatarecharacterizetby a seti of worlds.
He focuseson two agents,whoseviews are represented
by informationfunctionsg and h on W. Sutherlandsays
that no information flows from ¢ to 4 if for all worlds
w,w’ € W, thereexists someworld w” € W suchthat
g(w"”) = g(w) andh(w”) = h(w'). This notion is of-
ten called nondeducibility(with respecto g and h) in the
literature. To seehow total f-secreg is a specialcaseof
nondeducibilitylet W = P(R), thesetof all pointsof the
system.Givena point (r,m), let g(r,m) = r;(m), andlet



h = f. Thentotal secreg is equivalentto nondeducibility
with respecto g andh.

Notethatthe nondeducibilityis symmetric:no informa-
tion flows from g to A iff noinformationflows from 7 to g.
Sincemoststandardhoninterferencgropertiesfocusonly
on protectingthe stateof somehigh-level agent,symmetry
appearproblematicbecausd impliesthatif theactionsof
somehigh-level agentare kept secretfrom somelow-level
agentthenthereversemustalsohold. Indeed McLean[14]
malkesthis argument. We claim that McLean’s criticism is
unfounded As we now shaw, whethersymmetryis a prob-
lem dependscrucially on the choiceof information func-
tionsg andh.

Our definition of total secreg is indeedsymmetric: j
maintaingotal secreg with respecto ¢ iff : maintaingotal
secrey with respecto j. However, the definition of total
f-secreg is not symmetric. If ; maintainstotal f-secreg
with respecto 4, it may not evenmake senseo talk about
i maintainingtotal f-secreg with respecto j, becausef is
notani-informationfunction. But notethat f-secreg is just
aninstantiationof Sutherlands definition,for theappropri-
atechoiceof g andh. Roughlyspeakingthe symmetryat
the level of ¢ andh doesnot translateto symmetryat the
level of f-secrey, whichis whereit matters.The informa-
tion functionsg andh play differentrolesin the definition
of secreg. The function g focuseson ¢'s information (in
our terminology i's local state);the function » focuseson
thatpartof j'slocal statethatis of interestto the designer

Thesecondespectn whichtotal secrey is too strongis
not capturedby Sutherlands definitionin any obviousway.
To understandhe issue,considersynchronousystemgas
definedin Section2). In suchsystemsthe low-level agent
canalwaysbe certainthatthe high-level agentknows what
time it is, and can thus rule out all high-level statesex-
ceptthosethatoccurat the currenttime. Evenin semisyn-
chronoussystems where agentsknow the time to within
sometolerance, total secreg is impossible becauséow-
level agentcanrule out high-level stateghatoccuronly in
thedistantpastor future.

To solve this problem, we mustrelax the requirement
thatthe low-level agentcannotrule out arny possiblehigh-
level states We make this formal asfollows.

Definition 3.4 An i-allowability functionon R is a func-
tion C from P(R) to subset®f P(R) suchthat/C; (r, m) C
C(r,m). 1

Intuitively, P(R) — C(r, m) is the setof pointsthati is al-
lowedto “rule out” atthe point (r,m). It seemgeasonable
to insistthatall thepointsthati considergpossibleat (r, m)
(i.e.,points(r’, m’) € K;(r, m)) shouldnotberuledout.

Definition 3.5 If C' is ani-allowability functionand f is a
j-informationfunction, thenj maintainsf-C-sececywith

respecto ; if for all points(r, m) € P(R) andvaluesv €
f(C(r,m)) (wheref(A) = {f(w) : w € A}), we have
that/C;(r,m) N f~1(v) # 0.1

If C(r,m) = P(R) for all points (r,m) € P(R), then
f-C-secreg reducesto f-secrey. We also referto C-
secrey whenthereis no f function(or, equivalently, when
f(r,m) = r;(m)). In generalallowability functionsgive a
generalizatiorof secreg thatis orthogonalto information
functions.

Synchroty canbe capturedby the allowability function
S(r,m) = {(r',m) : ¥ € R}. Informally, this saysthat
agent; is allowedto know whattime it is. In synchronous
systems,S-secreg hasasimplecharacterization.

Proposition 3.6 In a syndironoussystem, maintainssS-
sececywith respecto ; if for all » and+’ in R andtimes
m, wehavethat IC; (r, m) N KC; (r’, m) # 0.

We sometimegall S-secreg syndronoussececy. We
remark that synchronoussecreg essentiallyamountsto
the standardnotion of sepaability in synchronoussys-
tems[15]. Total secreg (Definition 3.1) is separability
in completelyasynchronousystems. (See Sections6.1
and 6.4 for further discussionof this issue.) The security
literaturehastypically focusedon eithersynchronousys-
temsor completelyasynchronousystems.Oneadwantage
of our framework is thatwe caneasilymodelboth of these
extremecasesaswell asbeingableto handlein-between
casegqwhich do not seemto have beenconsideredat all in
theliterature).

For example,considera semisynchronousystemwhere
agentsknow the time to within a toleranceof . Thus, at
time 5, the agentwill know thatthe true time is in thein-
terval [5 — €,5 + ¢]. This correspondso the allowability
functionSSr, m) = {(+',m’) : |m —m’| < €}, for theap-
propriatee. We believe thatary attemptto definesecurity
for semisynchronousystemswill require somethinglike
our allowability functions(which is perhapsvhy this issue
hasnot beenconsideredip to now in theliterature).

We next considerntwo orthogonalwaysof extending f-
C-secreg. Thefirstis afairly obviousextensiorto multiple
agents Sofarwe have considereanly pairwisesecurity It
is naturalto askwhat it meansfor j to maintainsecreg
with respecto somesetof agents. Thereare several pos-
sible definitions. Oneis simply that j maintainssecreg
with respecto eachagentin theset(accordingo oneof the
definitionsaborve). A secondcaptureshe intuition that j
maintainssecreg evenif all theagentsn the setcould put
their informationtogether (This correspondso the notion
of distributedknowledge[4].) For examplewe candefine
total secreg with respecto a groupof agentsasfollows.

Definition 3.7 Agentj maintaingotal sececywith respect
tothesetA of agentsn systentR if M;c a1 /i (7, m) # 0
for every point (r,m) € P(R). 1



Therearesimilar variantsfor the otherdefinitionsconsid-
eredin this section.

Thesecondextensionis a strengtheningf f-C-secreg.
To motivateit, considerour definition of synchronouse-
creg). While it seemdike areasonabl@&otion,it mayseem
that in somesenseit goestoo far in wealening total se-
cregy. Informally, j maintainstotal secreg with respecto
1 if 7 never learnsarything not only about;’s currentstate,
but alsohis possiblefuture andfuture states.Synchronous
secrey seemdo sayonly thati neverlearnsanything about
j's stateat the currenttime. More generally this is true of
thedefinitionof f-C-secreg. Thefollowing strengthening
of f-C secrey addressethisconcern.

Definition 3.8: If C' is an i-allowability function, and f
is a j-information function, then j maintainsstrong f-C-
sececy with respectto ¢ if j maintainsf-C-secreg with
respectto ¢, andif for all points (r,m) andvaluesv €
f(P(R)—C(r,m)), thereexistsarunr’" andtimesm; and
mg suchthat(r”, my) € K;(r,m) and(r”, ms) € f~1(v).
|

Informally, strong f-C-secreg saysthati will neverlearn
arnything regarding f’s behavior in the past,presentor fu-
ture. Although strong f-C-secreg may seemto be a sig-
nificantstrengtheningf f-C-secreg, in mary casesf in-
terestthetwo notionsareequivalent.

To make this precise we needtwo definitions.

Definition 3.9: An allowability function C' dependsonly
on timing if (a) for all points (r,m) andruns+’ thereex-
ists a time m’ suchthat (r,m) € C(',m’), (b) for all
points (r,m) andrunsr’ thereexists a time m’ suchthat
(r',m’) € C(r,m), and (c) if (rj,m}) € C(ri,my),
(r],mh) € C(r1,ma), m1 < mg andmf < m/f, then
C(rl,ml) = C(Tl,mg). I

Clause(c) in the definition saysthat allowability functions
cannot‘cross”. Clearly, both the synchronousllowability
function S andthe semisynchronouallowability function
SSdependonly ontiming.

Definition 3.1Q0 A j-informationfunction f preserveper
fectrecallif f(r,m1) = f(r', m}), thenfor all my < my,
thereexistsm), < m/ suchthat f(r,ms) = f(r’',m}). 1

Proposition3.11: If R is a systemwhere ¢ has perfect
recall, the j-information function f preservesperfectre-
call, andC depend®nly ontiming, thenj maintainsf-C-
sececywith respecto ¢ iff ; maintainsstrong f-C-sececy
with respecto i.

The factthatstrong f-C- and f-C-secreg coincide,at
leastin the caseof allowability functionsthat dependon
timing andfor “reasonable’choicesof f, lendssupportto

the naturalnes®f the notion of f-C-secreg. We do not
have goodexamplesof naturalclasse®f allowability func-
tions that do not dependon timing, so we cannotjudge
whetherin general strong f-C-secreg is themoreappro-
priatenotion.

We concludethis sectionby examining the extent to
which f-C-secreg canbe capturedin Sutherlands origi-
nal framewvork. The notion of total f-secreg is clearly a
specialcaseof Sutherlands notion of nondeducibility We
suggesteckarlierthat f-C-secrey is a generalizatiorthat
cannotbe capturedn Sutherland framework in ary obvi-
ousway. However, aswe now shaw, it canin aprecisesense
be capturedn his framework, albeitin anawkwardway.

Givena systemR, anallowability function C, anda j-
informationfunction f, we canshav thatthereexistsa set
of worlds W ¢ (dependingonly on R and C) andinfor-
mationfunctionsg andh on Wx ¢ suchthatj maintains
f-C-secreg in R if andonly if noinformationflows from
gtohin Wr . Actually, thisresultis almosttrivially true.
We cantake afixedsetof worlds W’ andtwo pairsof infor-
mationfunctions(g, h) and(¢’, h") on W', suchthatnoin-
formationflowsfrom g to h andinformationdoesflow from
g toh'. Wethenmap(R, C, f) to (W', g, h) if j preseres
f-C-secreg in R; otherwisewe mapit to (W', ¢’,h’). To
male this statementontrivial, we require that the map-
pingssatisfyauniformity condition. As thefollowing result
shows, thistoo canbedone.

Proposition 3.12 Givena systenR, ani-allowability func-
tion C, and a j-information function f, there existsa set
Wg,c of worlds and information functionsg and ~ on
Wgr o sud that j maintains f-C-sececy with respectto
i in R iff informationdoesnot flow from g to i in Wy c.
Moreovet, the mappingfrom (R, C, f) to (Wx,c,g,h) is
uniformin thesensdhatif R’ C R, and f/ andC’ arethe
restrictionsof f andC to R/, thenWx: ¢ € Wx ¢ andj
maintainsf’-C’ sececywith respecto i in R’ iff noinfor-
mationflowsfromg¢’ to b’ in W ¢+, where ¢’ and i’ are
therestrictionsof g andh to Wr/ ¢-.

Proof: Let
Wr,c ={((r',m"),C(r,m)) : (r',m") € C(r,m)},
let g((r',m’),C(r,m)) = (ri(m),C(r,m)) and let

h((r',m"),C(r,m)) = (f(r,m),C(r,m)). It is straight-
forwardto checkthat; maintainsf-C-secreg with respect
to ¢ in R iff informationdoesnotflow from g to k in W ¢,
andthatthe mapis uniform asdesired.We leave detailsto
thereaderll

4 Knowledgeand Seciecy

Our definitionof secreg is semanticjt is givenin terms
of the local statesof the agents.As we shallsee,it is help-



ful to reasonsyntacticallyaboutsecreg, usingthe logic of
knowledgediscussedn Section2. Our goalin this section
is to characterizesecreg in termsof the knowledgeof the
agent. To this end,we show thatthe stateof anagent; is
keptsecretfrom anagenti exactly if i« doesnot know ary
formulasthatdepencbnly onthe stateof ;.

For this characterizationwe use the modal logic of
knowledgedescribedn Section2. But first, we needtwo
definitions. The first onetells us whena formula depends
on the local stateof a particularagent. Given an agentj,
a formula ¢ is j-local in an interpretedsystemZ if, for
all points (r,m) and (r’,m’) suchthatr;(m) = r(m’),
(Z,r,m) = @iff (Z,7",m’) E ¢. It is easyto checkthat
pisj-localin Ziff 7 = K;¢ Vv K;—¢. Analogously given
a j-informationfunction f, aformulay is f-local if for all
points (r,m) and (', m’) suchthat f(r,m) = f(r’,m’),
wehavethat(Z,r, m) = ¢ iff (Z,7',m’) E ¢. (See[3] for
anintroductionto thelogic of local propositions.)

Thesecondiefinitiondescribesvhenaformulais trivial,
in the sensethatit would be impossibleto forbid an agent
from knowing it. A formula ¢ is nontrivial in Z if there
existsa point (r,m) suchthat(Z,r,m) £ . Clearlyif a
formulais trivial (i.e., not nontrivial), thenevery agentwill
alwaysknow it. We cannotexpectto preventagentsfrom
knowing trivial facts.More generallyif A isasetof points,
p is A-nontrivial in Z if thereis somepoint (r,m) € A
suchthat (Z,r,m) &= —¢. We areinterestedn formulas
thatareC(r, m)-nontrivial. To seewhy, notethatin asyn-
chronoussystema formula suchas*“the currenttime is 5”
is known by every agentat time 5. Thusif S is the syn-
chronousallowability functiondefinedin Section3, sucha
formulais not S(r, 5)-nontrivial for ary run . However,
asthefollowing theoremshaws, if ¢ is C(r, m)-nontrivial
and f-local, theni will notknow ¢ atthe point (r, m) if j
maintainsf-C-secrey with respecto i.

Theorem4.t Suppos& isasystem(’ is ani-allowability
function,and f is a j-informationfunction. Agent ; main-
tains f-C-sececywith respecto agent: in R iff for every
interpretation, if ¢ is f-local and C'(r, m)-nontrivial in
T =(R,n), then(Z,r,m) = -K;e.

Proof: Supposéhat;j maintainsf-C-secreg with respect
to ¢ in R. Let = be an interpretation,let (r,m) be a
pointin P(R), andlet ¢ be aformulathatis f-local and
C(r,m)-nontrivial in Z = (R, ). Becausep is C(r, m)-
nontrivial, there exists a point (r',m’) € C(r,m) such
that(Z,r',m’) & ¢. By f-C-secreg, thereexists a point
(", m") € C(r,m) suchthat (+",m"”) € K;(r,m) N
FY(f(r',m")). Becausep is f-local, (Z,r",m") W~ .
Thus(Z,r,m) = —K,p, asrequired.

For the corverse,given (r,m) € P(R) and(r’,m’) €
C(r,m), let

E={(",m") € P(R): f(rj(m")) # f(r(m))}.

Let w besuchthatz(r”, m”)(p) = trueiff (r",m"”) € E.

(Thatis, accordingto =, the primitive propositionp is true
at preciselythe pointsin E.) LetZ = (R,n). Because
(Z,7",m") = —p, it follows that p is C(r, m)-nontrivial.

Moreover, it is clearfrom the definition that p is f-local.

By assumption(Z, r, m) = —K;p. Thus,thereexistssome
point (r”,m") ¢ E suchthat(+”,m"”) € K;(r,m). Be-

cause(r”,m") € K;(r,m), it follows that (r"”,m") €

C(r,m), andsince(r”, m") ¢ E, it mustbethe casethat
fr",m") = f(r},m’). Thus,j maintainsf-C-secreg

with respectoi in R.

It follows from Theorem4.1 thattotal secreg andsyn-
chronoussecreg have particularly elegantsyntacticchar
acterizationsusingthelogic of knowledge. The following
corollarydealswith total secreg.

Corollary 4.2 In asystemR, thefollowing are equivalent:

(a) agent; maintainstotal f-sececywith respecto agent
i;

(b) for everyinterpretation, if the formula ¢ is f-local
andnontrivialin Z = (R, ), thenZ E - K.

Proof: This follows immediatelyfrom Theorem4.1, if we
let C(r,m) = P(R) for all points(r,m) € P(R). 1

A similar resultholdsfor synchronousecreg. In syn-
chronoussystemshowever, we mustexcludeformulasthat
are trivial at ary time step, since by synchroly ¢ would
know ary suchformula. Formally, we saythat a formula
 is nontrivial at every time stepin an interpretedsys-
tem 7 if for every time m thereexists a run r suchthat

(Z,7,m) = .

Corollary 4.3 In anysysteniR, thefollowing are equiva-
lent:

(&) Agentj maintainsf-S-sececywith respecto agents;

(b) for everyinterpretation, if the formula ¢ is f-local
and nontrivial at each time stepin Z = (R, «), then
A ': —|Kig0.

Proof: Considerthe synchronousllowability function S,
definedin Section3. A formula ¢ is nontrivial at every
time stepif andonly if it is S(r, m)-nontrivial atevery point
(r,m). Thecorollarythenfollows from Theoremd. 1.1

Theseresultssuggesthatratherthandefiningsecreg in
semanticerms—arequirementbon all pointsthatan agent
considergossible—itmay be betterto defineit in syntac-
tic terms,by specifyingwhatformulasan agentis allowed
to know at arny point. Theorem4.1 shaws thatwe canre-
cover the semanticdefinition syntactically Moreover, the
syntacticdefinition hasa numberof adwvantages.For one



thing, it allows model checkingfor secreg (at least, for
finite-statesystems).Second by specifyinga noninterfer
encepropertyasa setof formulasthatmustbe keptsecret,
it becomeseasierto specify exactly what matters. For ex-
ample,a systemdesignemay not carethat: not know all
theformulasthat f-C-secreg requiresi notto know. It may
beenoughhati doesnotknow asmallsubsebf them. This
is particularlyrelevantfor declassificatioror downgrading.
If a noninterferenceproperty correspondgo a set of for-
mulasthat must be kept secretfrom the low-level agent,
formulascan be declassifiecby remaving themthe setof
secretfformulas. Third, recall that the definition of knowl-
edgedescribedn Section2 suffers from the logical omni-
scienceproblem: agentsknow all tautologiesandknow all
logical consequencesf their knowledge[4]. In the con-
text of security we are moreinterestedn what resouce-
boundedagentknow. It doesnot matterthatanagentwith
unboundedtomputationatesourcesanfactoranddecrypt

amessageRatherwhatmattersis thataresource-bounded

agentcannot.Representingecreg in termsof knowledge
allows usto take advantageof work on“algorithmic knowl-
edge”to reasoraboutnoninterferencevhereagentsareas-
sumedo have limited computationapower[4, 10].

5 Probabilistic Sececy

Thedefinitionsof secrey thatwe have consideredipto
now have amajortheoreticaflaw: they areconcernednly
with possibilistiG ratherthanprobabilistic events. Suppose
thatagent; maintainstotal secreg with respecto agenti.
Thatmeansthat K;(r,m) N K;(r',m”) # @ for all points
(r,m) and (r,m’). However, it is completelyconsistent
with total secreg that, accordingto agenti, the probabil-
ity of 1C;(r,0) is .1 atthepoint (r, 0), and0.99 atthe point
(r,1). Certainlyin this casetherehasbeensomelossof se-
creg. We wanta definitionthat captureghis. As we now
shaw, therearestraightforward modificationsof our earlier
definitionsthatcaptureprobabilisticsecreg.

To startwith, givena systemR, supposehatthereis a
probabilitymeasurg: onR. We call thepair (R, 1) aprob-
abilistic systemFor simplicity, assumehatevery subsenf
R is measurabléi.e., canbeassigned probability).We are
interestedn definingthe probability thatagenti assigndo
aneventat a point (r,m). We do this by essentiallycon-
ditioning the probability » on runson C;(r, m), the infor-
mationthatthe agenthasat the point (r, ). The problem
is that IC;(r, m) is a setof points not a setof runs sowe
cannotconditiony on C;(r, m). To capturethis intuition,
we follow theapproactof HalpernandTuttle [11].

GivenasetU of points,let R(U) consistof therunsin
R goingthroughapointin U. Thatis,

RU)={reR: (r,m)e U for somem}.

Theideawill beto conditionu onR(K;(r, m)) ratherthan
onC;(r,m). To make surethatconditioningis well defined,
we assumehat (R (K;(r,m))) > 0 for eachagenti, run
r, andtime m. Thatis, . assigngositive probabilityto the
setof runsin R compatiblewith whathappensn runr up
totime m, asfarasagent; is concerned.

With this assumptionwe can definea measuret,. . ;
on the pointsin KC;(r,m) asfollows. If S C R, define
K;(r,m)(S) to bethe setof pointsin K;(r, m) thatlie on
runsin S; thatis,

Ki(r,m)(S) = {(r',m’) € Ki(r,m) : ' € S}.

Let 7, m i, themeasurablsubsetof ;(r, m) (thatis, the
setsto which y, ,, ; assignsa probability), consistof all
setsof the form C;(r, m)(S), whereS C R. Thende-
fine iy m. i (ICi(r,m)(S)) = (S| R(K;(r,m)). It is easy
to checkthaty,. ., ; is aprobabilitymeasureessentiallyde-
fined by conditioning.

The(possibilistic)definitionof totalsecreg requireshat
Ki(r,m)NK;(r",m") # () for all points(r, m) and(r, m’).
If we assumehatall runsgetpositive probability, thenthis
amountgo sayingthat

P(R(K;(r.m)) | R(K;(r',m'))) > 0
or, equivalently, that
P(R(K; (r',m)) | R(Ki(r,m))) > 0

for all points (r,m) and (r’',m’). Our definition of prob-
abilistic secreg requiresthatall theseprobabilitiesarethe
samenotjustpositive. Intuitively, it saysthati neverlearns
arything aboutthe probability of j beingin a particularlo-
cal state. If i is the low-level agentand is the high-level
agent,this just saysthat the low-level agents view of the
systenmshouldnotchangeherprobabilityof somehigh-level
eventoccurring.

Definition 5.1: Agent j; maintainstotal probabilistic se-
crecy with respectto i in system(R, x1) if for ary three
points(r,m), (r',m’), and(r"”, m"), we have

tr,m,i (K5 (", ™)) = pags e i (K5 (", m™)).

It is immediatefrom Definition 3.1 thattotal (possibilis-
tic) secreg is symmetric. As the following proposition
shaws, total probabilisticsecrey is alsosymmetric.More-
over, it shavsthattotal probabilisticsecrey amountdo i’s
informationbeing(probabilistically)independenbf j’s in-
formation.

Proposition5.2 Givena probabilistic system(R, ), the
following are equivalent:



(a) agent;j maintainstotal probabilistic sececy with re-
spectto i;

(b) agenti maintainstotal probabilistic sececy with re-
spectto j;

(c) for all points (r,m) and (r',m’) the events
R(Ki(r,m)) andR(KC;(r',m’)) areindependent.

Our definition of probabilisticsecreg caneasilybe ex-
tendedo yield probabilistic f-secreg.

Definition 5.3 If f isaj-informationfunction,thenagent;
maintaingprobabilistic f-sececywith respecto i in system
(R, w) if for ary points(r,m), (r',m’), andvaluesv of f,
we ha/eﬂr,m,i(fil(v)) = :ur’,m’,i(fil(v))' I

Probabilisticf-secreg is alsoequivalentto probabilistic
independence.

Proposition5.4 Givena probabilistic system(R, 1), the
following are equivalent;

(a) agentj maintainsprobabilistic f-sececywith respect
toiin (R, u);

(b) for all values v,v" € f(P(R)) and points
(r,m), we have pu(R(K;(r,m))|R(f~1(v)) =
PR (r,m)) | R(f71(0"));

(c) for all points (r,m) and valuesv of f, the events
R(K;(r,m)) andR(f*(v)) areindependent.

Theextensionto probabilisticf-C-secrey is alsoimme-
diate.

Definition 5.5 If C is ani-allowability functionand f is a
j-informationfunction,then;j maintainsprobabilistic f-C-
sececywith respecto i in system(R, n) if, for all points
(r,m) and (', m’) andvaluesv € f(C(r,m)), we have

Nr‘,m,i(fﬁl(v)) = ,ur",m’,i(fil(v»- |

Up to now, we have assumedhatin a probabilisticsys-
tem, thereis a single probability measureon all the runs.
As arguedby HalpernandTuttle [11], in mary systemsof
interestjt is notreasonablé assumeprobabilitydistribu-
tion on the setof all runs. In practice this is becausesome
choicedn thesystemarebestviewedasbeingmadenonde-
terministically The standardapproachto dealingwith this
(implicitly taken, for example,whenproving propertiesof
randomizedlgorithms)is to “f actorout” thenondetermin-
istic choice. The effect of this is to partitionthe runsin R
into cells,with onecell correspondingo eachnondetermin-
istic choice.Thereis thena separat@robabilitymeasuren
eachcell. For example,supposehatagentl is usingone
of aset{Py,..., P,} of (possiblyprobabilistic)protocols,

andagent2 is usingoneof a set{Q1,...,Q,} of proto-
cols. ThenR consistsof all therunsgeneratedby running
(P, Q) fork =1,...,mandl = 1,...,n. Thepartition
in this caseconsistsof mn cells, onefor eachjoint proto-
col (P, @Q;). We do not wantto assumea probability on
how likely agentl is to useprotocol P, or agent2 is to use
protocol@;. However, for eachfixed k andl, thereis a nat-
ural probability on therunsgeneratedy (P, Q;). (Were-
markthatthis is actually preciselythe situationconsidered
by Gray and Syverson[8] in their definition of probabilis-
tic noninterferenceye discusgheirwork in moredetailin
Section6.3.)

Formally, assumehatwe aregiven a partition D of R,
andasetA = {up : D € D} of probability measures,
wherep p is a probability measureon therunsin D € D.
Let D = D(r) betheuniquecell in D thatcontainstherun
r. Therearenow two waysto proceed.Thefirst approach
essentiallyiews themeasuretn A asconstraintonasin-
gle measureon R. Thatis, it considersall the probability
measureg: on R that, whenconditionedon D € D, give
up, forall D € D. Thenprobabilisticsecuritywith respect
to (R, A) isreducedo probabilisticsecuritywith respecto
(R, ). Thesecondapproachustconsidershemeasurem
up separatelywithouttrying to combinetheminto a single
measurenR.

For the first approachsaythat a probability measureu
onR is compatiblewith A if for eachcell D € D, we have
thatu|D = up (thatis, up is theresultof conditioningu
on D) if u(D) # 0. If D is countable(which is the only
casein whichwe areinterested)thenit is easyto seethat
is compatiblewith A iff thereis a probability on D such
that,forall D € D, if S C D, thenu(S) = v(D)up(S).

Definition 5.6: Agent j maintains probabilistic f-C-
sececy with respectto i in system(R,A) if, for every
1 compatiblewith A, 7 maintainstotal probabilistic f-C-
secrey with respecto i in (R, u). 11

Thesecondapproachs essentiallythattakenby Halpern
andTuttle [11]. Ratherthantaking ., ; to be a proba-
bility on all the pointsin K;(r, m), we now take it to be
a probability on the pointsin Dy, ; = K;(r,m)(D(r)).
(Thus, D, ,,; is the set of pointsin KC;(r,m) that lie
onrunsin D(r).) We now define y,  ; by condition-
ing up on R(K;(r,m)). Thus, we must assumethat
ppery (R(Ki(r,m))) > 0 for all points (r,m). Formally,
tr.m,i IS definedsothat

pir,m,i(Dr,m,i(S)) = pp (S R(K; (r; m))).

With this modificationin the definition of ., ;, all of our
earlierdefinitionsremainunchangedTheonly differencds
thatnow securityis takenwith respecto (R, A), SO fty i
is now computedby conditioningon D(r) ratherthanon
R(K;(r,m)).



Definition 5.7: Agent j; maintains probabilistic f-C-
sececy with respecto i in system(R, A) if, for all points
(r,m) and(r’,m’) andvaluesv € f(C(r,m)), we have

.“'r,m,i(fil(v)) = .U'r’,m’,i(fil(”))- 1

For thesituationsconsideredy HalpernandTuttle [11],
it sufiicedto considerthe probability measuresn A sepa-
rately, ratherthantrying to combinethem. Sincethefirst ap-
proachhastheextraoverheadf needingo extendthe prob-
ability measurein A to a singlemeasurethey focusedon
thesecondapproachHowever, herethe choiceof approach
turnsout to make a significantdifference;asthe notation
suggestswe view secrey (thefirst approachigsthe better
definition. Thefollowing resultsupportghis intuition.

Proposition5.8 If j maintainsprobabilistic f-C-sececy
with respecto i in systemR, A), thenj maintainsproba-
bilistic f-C-sececywith respectoiin (R, A).

The corverseof Proposition5.8 doesnot hold in general.
In fact, aswe showv in Section6.3, Gray and Syversons
probabilisticnoninterferencés aninstanceof f-C-secreyg

but is not an instanceof f-C-secreg’. Of course, f-C-

secreg andf-C-secreg’ coincidein thespecialcasewhere
thereis a singleprobabilitymeasurenall of k.

6 RelatedWork

In this section,we considethow our definitionrelatesto
otherattemptgo definesecurity We show in particularhow
it cancapturework thathasbeendonein the synchronous
setting,the asynchronousetting,andthe probabilisticset-
ting. We alsodiscussts relationshipto the process-algebra
approacho security

6.1 Noninterferencein Synchronous Trace Sys-
tems

Many papersn computeisecuritydefinenoninterference
propertiesusingtrace-basedhodels.Tracesareusuallyde-
fined assequencesf input and outputevents,whereeach
event correspond$o someagent. As such,they are spe-
cial casesf runs. However, therehave beensomesubtle
differencesamongthe trace-basednodels. In somecases,
infinite tracesareused;in others,only finite traces.In addi-
tion, somemodelsassumehat the underlyingsystemsare
synchronousyhile othersmplicitly assumesynchrog. In
this subsectionwe considersynchronoudrace-basedys-
tems. Both McLean[15] and Wittbold and Johnson[23]
presentheir definitionsof securitywithin a framework of
synchronousnput/outputtraces. Thesetracesare essen-
tially restrictedversionsof the runsintroducedin this pa-
per. Herewe introducea simplified versionof the traces

presentedoy McLean [15] and describetwo well-known
noninterferenc@ropertiesvithin the framework.

Let I beafinite setof input variablesand O be a finite
setof outputvariables A tuplet = (iny,, ing, outy, outg)
(with inp,ing € I andouty,outy € O) representa
shapshobf a systemat a givena pointin time, thatis, the
input providedto the systemby a low-level agentl. anda
high-level agentH, aswell asthe outputproducedby the
systenthatis viewableto L andH. A tracer is asequence
of tuplest = (¢, 12, ...). It representaninfinite execution
sequencef theentiresystenby describingheinput/output
behaior of the systemat ary given pointin time. A syn-
chronoustracesystenis a setX of tracesrepresentinghe
possibleexecutionsequencesf the systemt

To talk aboutthelocal stateof agentdn suchtrace-based
system,we use trace projection functions which take a
tracer andprojecteachstatetuple ¢t of = onto somelow-
dimensionatuple. For exampleif

<<(/I.’nL)1: (inH)l: (OUtL)ls (OUtH)1>7
((ing)2, (ing)2, (outr)s, (outs)s2), .. .)

T =

and £ is a function projectingr on to the low-level in-
put/outputbehaior of 7, then

L(1) = (((ing)1, (outr)1), ((ing)2, (outr)2), .. .).

Similarly, we canextracthigh-levelinput/outputraceswith
a function H, or even just high-level input traceswith a
functionHZ.

Givenatracer = (t1,ts,...), atraceprefix of 7 up
to sometime k is givenby 7, = (t1,ta,...,t), i.€., the
finite sequenceontainingthefirst k statetuplesof thetrace
7. Traceprojectionfunctionsapplyto traceprefixesin the
obviousway.

It is easyto seethat synchronoustrace systemscan
be viewed as systemsin the multiagent systemsframe-
work. Given a trace 7, we can definethe run »™ such
thatr"(m) = 7,,. Thus,we view 7,,, asa global state.
We take r] (m) = L(rm) andrf(m) = H(rn). Note
that thereis no ernvironmentstatehere. (We can take it
to be empty) Given a synchronoudrace systemy, let
R(X) = {r™ : 7 € X}. It is easyto checkthat R(X) is
synchronousand that both agentsL and H have perfect
recall.

McLean describeshow several definitionsof noninter
ferencecan be describedusing his framework. We con-
sidertwo of the bestknown here: sepaability [15] and
geneamlizednoninterfeence[13]. Separabilityasits name
suggestsensuresecrey betweenthe low-level andhigh-
level agents,whereasgeneralizechoninterferenceensures

1The tracesare said to be synchronoushecausehe input and output
valuesare specifiedfor eachagentat eachtime step,andbothagentscan
infer thetime simply by looking atthe numberof systemoutputsthey have
seen.



that the low-level agentis unableto know anything about
high-level inputbehavior.

Definition 6.1 A synchronousracesystem: satisfiesep-
arability if for every pair of tracesr, 7’ € X, thereexistsa
tracer” € ¥ suchthatL(7") = L(7) andH(7") = H(7').
|

Definition 6.2 A synchronousracesystemX. satisfiegen-
eralizednoninterfeencef for everypairof tracesr, 7’ € %,
thereexistsa tracer” € ¥ suchthat £(7"”) = L(r) and
HZI(")=HI(T). 1

Thesedefinitionsarebothspecialcasef nondeducibil-
ity, as discussedn Section3. Take the setof worlds W/
to be 3, theinformationfunction g to be £, andtheinfor-
mation function h to be H (for separability)and HZ (for
generalizedoninterference’.

Sohow do thesedefinitionsrelateto our notions? Sep-
arability essentiallycorrespondgo synchronoussecreg,
whereageneralizechoninterferenceorresponds$o fj;-S
secreg, where f,; mapsa traceto the high input. We
startwith separability Shaving that separabilityin syn-
chronoudracesystemsmplies synchronousecrey in the
correspondingystemis easy

Proposition6.3 If a syndronoustrace system: satisfies
sepaability, then H maintainssyndronoussececywith re-
spectto L in R(X).

Proof: Supposehat ¥ satisfiesseparability Let »” and
™ berunsin R(X). We wantto shaw that, for all time
m, we have that Kz, (r™,m) N Kx(r™ ,m) # 0. By sep-
arability thereexists a tracer” € X suchthat £(7") =
L(r) and H(r") = H(r'). It follows immediatelythat
L(!)) = L(7n) andH(7/,) = H(7.,). Thus,(r™ ,m) €
Kr(rm,m) 0 Kg (™ ,m). K

Thecorverseto Propositior6.3is notquitetrue. Thereis
asubtlebut significantdifferencebetweerMcLeansframe-
work andours. McLeanworks with infinite traces;separa-
bility andgeneralizedhoninterferencaredefinedasclosure
propertieson setsof tracesratherthan setsof points (or
traceprefixes). To seetheimpactof this, considera system
3 wherethe high-level agentinputs eitherinfinitely mary
0’sor infinitely mary 1's. The outputto thelow-level agent
is alwaysfinitely mary 0’sfollowedby infinitely 1's, except
for asingletracewherethehigh-level agentinputsinfinitely
mary 0's andthelow-level agentinputsinfinitely mary 0’s.
(Assumethatthe high-level outputandthe low-level input
are constant;they are unimportant.) The following table

2Actually, it is notdifficult to seethatif theinformationfunctionsg and
h arerestrictedo traceprojectionfunctions thennondeducibilityis essen-
tially equivalentin expressie powerto selectivanterleavingfunctions the
mechanisnfor definingsecuritypropertiesntroducedby McLean[15].

(quantifiedover all possiblevalesof k) givesa simplified
representatioof this system:

L H
0k1¢ | 0=
Ok1oe | 1%

0 | 0

This systemsatisfiessynchronouseparability(andalso
synchronougieneralizedoninterferencepecausédy look-
ing atary finite traceprefix, the low-level agentcannottell
whethetthehigh-levelinputshavebeen0’sor 1's. However,
if thelow-level agent“sees”infinitely mary 0’s, heimme-
diately knows thatthe high-level inputshave been0’s. For
this reasonthe systemdoesnot satisfyseparabilityor gen-
eralizednoninterferenceTheproblem,of coursejs thatthe
agentwill neverseeinfinitely mary Q's. After all, theagent
only makesobsenationsat finite times! The notion of sep-
arability with infinite tracesseemdo be placingtoo strong
ademandn secreg.

Notethatif T is a tracewherethe low-level outputsare
all 0’'sandthehigh-level inputsareall 1's, eachfinite prefix
of thetracer is a prefix of a tracein X, eventhoughr is
notin ¥. Thisturnsoutto bethekey reasorthatthesystem
satisfiesseparabilitybut not synchronousatisfiability

Definition 6.4: A synchronoustrace systemY. is limit
closed[2] if, for all tracesr, 7 € X iff for every time k
thereexistsatracer’ € X suchthatr;, = 7. Il

Undertheassumptiomf limit closure wedogetthecon-
verseto Proposition6.3.

Proposition 6.5 A limit-closedsyndronoustracesystent:
satisfiessepanbility iff H maintainssyndironoussececy
with respecto L in R(X).

The following results are the analogueto Proposi-
tions6.3and6.5for generalizedoninterference.

Proposition6.6: If a syndironoustrace system). satis-
fiesgenemlized noninterfeence then H maintains fj;-S-
sececywith respecto L in R(X).

Proposition6.7: A limit-closedsyndironoustrace system
Y satisfiegenenlizednoninterfeenceff H maintainsyy,;-
S-sececywith respecto L in R(X).

Theseresultsdemonstrat¢he closeconnectiorbetween
our definition of synchronous-secreg andsecurityprop-
ertiessuchasseparabilityand generalizechoninterference
that can be specifiedas closurepropertieson infinite in-
put/outputtraces. By the resultsof Section4, this shavs
that suchpropertiesare also closelyrelatedto knowledge.
A systemsatisfiesseparabilitywith respecto two agents
andj, for example,if i neverknowsary factsaboutthe sys-
temthatdependonly ontheinput/outputbehaior of j, and
vice-versa.



6.2 Nondeducibility on Strategies

Generalized noninterference, within the context of
McLean’s synchronousnput/outputtraces captureghein-
tuition that the low-level agentcannotrule out ary high-
level input traces. But is protectingthe input of the high-
level agentenoughto guaranteesecreg? Thereis a sense
in whichit is not. Considerthe following systema simpli-
fied versionof onedescribedy Wittbold andJohnsorj23]
andGrayandSywverson[8].

e All input/outputvaluesarerestrictedto be either0 or
1.

e At eachtime step i, the high-level output value
(outg); is nondeterministicallychosento be either0
orl.

e At eachtime stepi, thelow-level outputvalue(outr, );
is (outrr)i—1 @ (ing);, wherea is the exclusive-or
operatorand(ing); is thehigh-level inputattime .

e For completenessupposehatthelow-level outputat
time 1is 0, since(out);—1 is not definedat the first
time step.(Whathappenstthefirst time stepis unim-
portant.)

Thesetof traceshatrepresentthis systensatisfiesion-
interferenceAt ary timesi, (outr,); depend®nlyon (ing);
and(outg);—1. Butasthefollowing tableshows, ary value
of (outr); is consistentvith ary valueof (ing);:

(ing); | (outm)i—1 | (outr);
0 0 0
0 1 1
1 0 1
1 1 0

Sofor ary two tracesr, 7/, we canconstrucia new trace
7" by taking the low-level input/outputof + andthe high-
level input of 7. For the high-level outputof the resulting
trace,wetake (outy); = (outr)it1 ® (ing)it+1. It should
beclearthatr” is avalid traceof the systemihus,the sys-
temsatisfieggeneralizedoninterference.

The problemwith this systemis that a malicioushigh-
level agent(for example,a “Trojan Horse” program)who
knows how the systenmworks cantransmitarbitrarystrings
of datadirectly to thelow-level agent. Thatis, if the high-
level agentwantsto transmitthe bit = at time k, andsees
thehigh-level outputbit y attime & — 1, shecanensurethat
thelow-level outputis x attime & by inputtingthebit = @ y
attimek + 1.

Wittbold and Johnsor[23] correctly point out thatgen-
eralizednoninterferencés inherentlyinsecure. We claim
thatthe fundamentaproblemis not with generalizechon-
interferenceper seg but ratherwith an underlyingsystem

modelthat assumeshat everythingrelevantto the stateof

thehigh-level agentcanbe encapsulatedsinginput/output
traces.If partof the high-level agents stateincludessome
string, that string shouldbe part of the stateof the agent.
Similarly, if the agenthasa protocolthatinvolvessending
a string, the protocol shouldbe representedn the agents

local state.Whena multiagentsystemis representedising
only input/outputiracesthereis nowayto dothis. It is easy
to shaw thatif theinputstringor protocolis representeds
partof H's local state thenthe desiredsecrey propertyis

easyto modelusingour definition.

Wittbold and Johnsonintroduce nondeducibility on
strategies(NOS)to capturethisintuition. (GrayandSyver-
son’s probabilistic noninterfeenceis a probabilisticgener
alizationof nondeducibilityon stratgies; seeSection6.3.)
We modify the definition of nondeducibilityon strategjies
slightly sothatit fits into McLean'’s framework. A system
satisfiemondeducibilityon strategiesif for all tracesr €
andall high-level stratggies H consistentwith sometrace
in ¥, thereexistsa tracer’ thatis consistenwith H and
satisfiesC(7") = L(7). (Hereahigh-level stratggy H can
beseerasafunctionfrom high-levelinput/outputiracepre-
fixesto high-level input values.)Nondeducibilityon strate-
giespreventsthe sortof problemdescribedabove.

To captureNOSis our framework is completelystraight-
forward. If thestrateyy of thehigh-levelagents includedas
partof herlocal state,and fs;.; is an H-informationfunc-
tion that extractsthe strategy of the high-level agentfrom
ary suchlocal state,thenit is almosttrivial to showv that
NOS s just fsrq:-S-secreg.2 We remarkthat, given that
anagents local stateis intendedto includeall (therelevant
partsof) the agents knowledge,it seemgathernaturalto
includethe agents strategy in its state. After all, the agent
mustknow herstrateyy (otherwisehewholenotionof NOS
seemsomavhatmeaningless).

Theresultsof Section4 demonstratéhatNOS, like sep-
arability and generalizednoninterferenceare closely re-
lated to knowledge. Nondeducibilityon stratgies means,
in aprecisesensethatlow-level agentswill neverknow (or
learn)arnything aboutthe strateyy of the high-level agent.

In [18] Roscoeidentifiestwo scenarioswhere secreg
requirementgan be violated: (1) the low-level agentis a
spy who is trying to learnaboutthe high-level agents be-
havior without his knowledge;(2) the high-level agentis a
“mole” who is trying to passinformationto the low-level
agent,possiblyusing someprearrangedchemefor repre-
sentinginformation. While we agreethat there are quite
differentintuitionsinvolvedhere ourframewvork accommo-
dateshoth scenariosThe focusof our definitionshasbeen
onthefirst scenarioButwe claimthatNOSessentiallycap-

3In fact,if we male the reasonablassumptiorthat H’s stratgy is the
sameat every point of arun, sothatit doesnot dependon time, NOS s
alsoa specialcaseof total fs;rq:-SeCrey.



turesthe secondscenario.In orderfor the high-level agent
to passinformationto the low-level agent,there mustbe
somecorrelationbetweerthehigh-level agents actionsand
the low-level agents actions. NOS saysthat, in a precise
sensethereis not.

6.3 Probabilistic Noninterference

GrayandSywerson[8] presenta probabilisticversionof
noninterferenceTheir systemmodelis describedn terms
of synchronousnput/outputtraces,exactly in the spirit of
the synchronousracesystemslefinedin Section6.1. They
assumeow-level andhigh-level agentghatuseprobabilis-
tic stratgiesL. and H, respectrely. In their terminology
anadvessary A is apair (L, H); thechoiceof anadwersary
factorsout all the nondeterminisnin the sensedescribed
in Section5. EachadwersaryA determinesa probability
distribution ontherunsgeneratedby thejoint stratey A.

In our notation, Gray and Syversons notion of proba-
bilistic noninterferencecan essentiallybe capturedby the
following definition:

Definition 6.8: A system(R,A), where A consistsof
the probabilitymeasuresi o for all adversariesA, satisfies
probabilistic noninterfeenceif, for all low-level stratgies
L, high-level stratgies H and H’, and points (r,m), we
have 1, 1) (KL (r,m)) = p,man (Ko (r,m)). B

As thefollowing resultshavs, probabilisticnoninterfer
enceis aspecialcaseof our definitionof probabilistic f-C-
secreg. Assume,aswe did in Section6.2, thatthe high-
level stratgiesareincludedin the local stateof the high-
level user andconsidettheinformationfunction f,.; from
Section6.2 that extractsthe high-level stratgyy from each
point.

Theorem6.9: (R, A) satisfiesprobabilistic noninterfer
enceiff H maintainsprobabilistic f...:-S-sececywith re-
spectio L.

Proof: (Sketch.) Supposethat H maintainsprobabilistic
fstrat-S-secreg with respecto L in (R, A). Thenfor all
runsr,r’ € R, timesm, andprobability measureg com-
patiblewith the probabilities. a , we have that

Mr,'ln,L(f.s;rlat (H)) = UT’,m,L(fs;v}at (H))

It follows from Proposition5.4 that for all high-level
stratgies H and H’ and points (r,m), we have that
p(Kr(r,m)) IR(H)) = p(Kr(r,m)|[R(H')) (where
R(H) consistsof the runs where H usesstratgy H).
¢Fromthis it follows that u(Kr(r,m)) | R((L,H)) =
w(Kr(r,m)|R((L,H")) for every low-level stratgy L.
Since p is compatible with pup wu, it follows that

s (Ke(r,m)) = pwmy(Ko(r,m)). Henceproba-
bilistic f,4:-S-secreg implies SyversonandGray’s prob-
abilistic noninterference. The corversefollows from an-
other applicationof Proposition5.4. We leave detailsto
thefull paperll

Note that we used fguqi-S-secreg, not fsiq:-S-
secreg’, in Theorem6.9. Indeed,it is easyto seethat
fstrar-S-secrey’ doesnot hold in Sywversonand Gray's
setting. The problemis that then p, ,,, . is definedby
conditioning g, 1., on R(K.(r,m)), whereH, andL,
are the high- and low-level stratgies usedin the run r.
ThUs, fiym.1.(fom: (H)) is either 1 (if H = H,) or 0
(otherwise). It follows that it will not be the casethat
Mr,m,L(f\s;rlat(H)) = MT',m,L(f;trlat(H)) for all pOintS
(r,m) and(r, m’).

6.4 AsynchronousSystemModels

ZakinthinosandLee[24] presentigeneratheoryof pos-
sibilistic securityproperties.In their frameawork, tracesare
not sequencesf input/outputtuples,but rathersequences
of input/outputevents. Furthermoretracesarefinite. If a
andb arelow-level inputeventswhile ¢ andd arehigh-level
inputevents,a possiblesystentracecouldbe

T ={a,c,a,d,d,b,b,a,c).

Sincetracesare sequencesf input/outputevents—sathat
high-level and low-level eventsdo not occurin lockstep,
asin McLean’s framework—the underlyingsystemmodel
is asynchronousA low-level projectionfunction £ simply
extractsall the low-level eventsfrom a trace. Thus,if 7 is
definedasabove,we have

L(T) = {a,a,b,b,a).

This meansthat the local stateof a low-level agentmight

not changeeven asthe high-level agentexperienceshun-

dredsor thousand®f input events. An asyndironoustrace

systemis a setof traces.Clearlywe canassociatavith each
suchsystema setof runs(wherethelaststategetsrepeated
infinitely often,sinceour runsareinfinite).

The security propertiespresentedby Zakinthinosand
Lee arestatedin termsof low-level equivalencesets very
muchin the spirit of hondeducibility For example,they
defineseparabilityasthe following requirementfor every
two tracesT and7’, every possibleinterlearing 7"/ of the
subtracesC(7) and H(7’) is a valid tracein the system.
Here, separabilitysaysthat the low-level agentis unable
to rule out any possiblehigh-level input/outputsequences,
asin Definition 6.1. Notice that sincetracescanbe of ar-
bitrary length,andsincearbitraryinterleavings of low-level
andhigh-level tracesmustbevalid tracesof the systemthe



systemsconsiderediy ZakinthinosandLee mustbe com-
pletelyasynchronousothatagentshave absolutelynoidea
of whatthetimeis. As we shaw in thefull paperthis asyn-
chronousnotion of separabilitycorrespondgo our notion
of total secrey; similarly ZakinthinosandLee’s notion of
generalizedhoninterferenceorrespond$o fj;-secreg.

6.5 ProcessAlgebrasand Noninterference

Recentwork in propertiesrelatedto information flow
andnoninterferencéasfocusedon systemshathave been
specifiedusing processalgebrasrelatedto CCS [5] and
CSP[19]. (Milner [16] givesan excellentintroductionto
CCS,while FocardiandGorrieri[6] provide anoverview of
recentwork on noninterferenceropertiesexpressedising
CCS.Ryanetal. [20] give a thoroughintroductionto CSP
and describehow it canbe usedto describea numberof
securityproperties.)

Definitions of noninterferencepropertiesthat are based
on processlgebrashave severalimportantadvantages.To
begin with, processalgebrasallow us to describesystems
compactly even if the resulting systemshave trace sets
that are large or infinite. In addition, the process-algebra
approachprovidesan elegantway of constructingsystems
compositionally Finally, the process-algebrapproactcan
expressfeaturesof systemshat cannotbe expressedising
tracesthatfocuson input/outputrelations.Moreover, these
featurescan be quite significantin the context of security
(se€[6, 19)).

With regardto the last point, it may seemthat our ap-
proachsuffersfrom thelimitations of othertrace-basedp-
proachessincerunsareessentiallyraces We show that,by
usinglocal statesn a naturalway, our approactcanin fact
capturesomeof the standardexampleghatareproblematic
for othertrace-base@pproaches.Considerthe following
example(essentiallydiscussedn by bothRyanandSchnei-
der[19] andFocardiandGorrieri[6]). Let E and F' bethe
following two processes:

E=a.b.0+ a.b.0

and
F =a.(b.0 + c.0),

representedyraphicallyin Figure 1. Thesetwo systems
have the sameset of input/outputtraces,namely the set
{(a), (a,b), (a, c)}. However, the beharior of thetwo sys-
temsis different. If b andc representnput events,the two

systemdave differentrefusalsetsafter executingthetrace
(a). After F executesa, it movesto a statewhereit can
executethe eventd or the eventc, while £, after executing
a, movesto a statewhereit hasno choiceaboutthe next

eventit executegwhich mustbe eitherd or ¢). Thesesys-
temsarenot equivalentaccordingto the standarchotion of

bisimulation-basedbsenationalequialence.

Figure 1. Processes FE and F.

Thereare several waysto capturethe processed” and
F assystemsdn our framewnork. Perhapghe easiesis to
assumeéhatthe systenmconsistof oneagentwho performs
the actionsa, b, andc. The agentdecides(nondeterminis-
tically) whatprotocolsheis following. In bothcasesthere
are two runs, one correspondingo the tracea; b andthe
othercorrespondingo thetracea; c. (Theremayalsobea
run or runscorrespondindo thetracea if we assumehat
the systemis deadlocled for somereasonafter the agent
performsa. We startby consideringthe casewherethere
aretwo traces.)For simplicity, assumehattheervironment
statejust recordghe actionsthatweretaken. (Thus,theen-
vironmentrecordsthe input-outputrelation.) The agents
nondeterministicchoiceis reflectedin her local state. In
the caseof E, theagentsinitial local statemustreflecther
choiceof whetherto run protocola; b or protocola; ¢. This
choicecontinuego bereflectedn herstateattime 1. In the
caseof processr’, attime 0, shedoesnot have a choiceto
maleyet. Herinitial local statejustreflectsthefactthather
next actionis a. At time 1, shemustchoosebetweerb and
c¢. Thus,in the systemcorrespondingo F, the agentcan
distinguishthe initial pointsof the two runs(sinceshehas
madedifferent choices);on the otherhand,in the system
correspondingo F', shecannotdistinguishtheinitial states
of theruns.If we alsowantto considerthetracea, the sys-
tem correspondingo E' hastwo moreruns(dependingon
theinitial choiceof the agent)the systemcorrespondingo
F hasjustonemorerun.

The modeljust discusseds synchronousHowever, we
canalsotake anasynchronousersionof themodel. In this
casetherewould beinfinitely mary runs,correspondingo
the differenttimesthe actionswere performed.We can, of
coursealsocaptureotherconstraint®ntiming (suchasup-
perboundson how long it takesto performactions),which
seemo belesseasyto modelin the process-algebrfiame-
work.* In ary casethekey pointis thatthattherearequite

4Thereare yet other ways of modeling E and F'. For example,we
could encodethe CSPnotion of refusalsby having runswherethe agent
triesto input b or ¢ andis refusedby the system.However, this approach
seemdessnaturalin the context of systems.



naturalwaysto captureE’ andF' asdifferentsystems.

We in factconjecturethatour framewnork cancaptureall
the distinctionscapturedby the process-algebrapproach,
by appropriatelychoosinglocal and global states. (More
precisely we conjecturethattherewill be canonicaltrans-
lations from the process-algebrapproachto the systems
approachwherethe translationdependson the notion of
equivalenceunder consideration. For example, different
types of bisimulation equivalenceor testing equivalence
will correspondo differenttranslations.)A carefulexam-
ination of this issueis beyond the scopeof the paper;we
hopeto returnto it in futurework.

This examplesuggestshatour approachs atleastasex-
pressve asthe process-algebrapproach(es)althoughwe
have not formalizedthis, let aloneverified it. Whatabout
thecorverse? RyanandSchneidef19, Section3.5] claim
to capturenondeducibilityusingtheir approachsoit would
seemthat they are capturing(at least) our notion of total
f-secreg. However, they identify “nondeducibility” with
the instanceof nondeducibilitydiscussedy Sutherlandat
the endof his paper which is essentiallygeneralizechon-
interference. Thus, the way they capturenondeducibility
doesnot captureour notionof f-total secreg. Their “most
liberal generalisation]19, Section4.2], presentedn terms
of an abstractionoperatorand a Constain operatoy does
seemto correspondo f-total secreg, althoughwe have
not formalizedthe relationship.However, it doesnot seem
thattheir paper(or ary of the otherpaperson the process-
algebraapproachhasan analogueto f-C-secreg, nor is
there an analogueto the notion of syntacticsecurity It
would be interestingto seewhethernotionslike semisyn-
chronoussecrey and resource-boundedecreg could be
handlectleanlyin aprocess-algebrapproachit wouldalso
be interestingto seehow our definitions of probabilistic
secrey relateto recentwork addingprobability to defini-
tions of noninterferencédasedon the processalgebraap-
proach[1, 21].

7 Discussion

We have definedgeneralnotions of secreg in multi-
agentsystemsandshowvn the connectiorbetweerour def-
initions and standardepistemicnotions. We then applied
the definition to the problemof characterizingabsenceof
informationflow.

Of course,we are not the first to attemptto provide a
generalframawork for analyzingsecurityproperties.(See,
for example,[6, 12, 15, 19, 24] for someotherattempts.)
However, we believe thatour definitionscomecloserto the
intuitionsthatpeoplein thefield have had,sincethoseintu-
itions areoftenexpressedn termsof (alack of) knowledge.
Our approacthasa numberof otheradvantage®ver previ-
ousapproaches:

e As we have shown, it canbe easily extendedto deal
with probabilisticsecreg.

e It candealwith thewholespectrunfrom synchroly to
total asynchrog, withoutassuminga specificunderly-
ing systemmodel.

e It canbegeneralizedo dealwith more specificsecu-
rity concernssothatwe cantalk aboutthe secreyg of
aparticularformulaaswell astotal secreg.

e Thecharacterizatioin termsof knowledgeallows ex-
tensiongo resource-boundddchowledge whichseems
appropriatdor dealingwith securityin the presencef
resource-boundeald\ersaries.

Therearea numberof possibilitiesfor future work; we
highlighta few of themhere.

e It would beinterestingto apply model-checkinglgo-
rithms to checkingwhether(finite-state)systemspre-
senedsecuritypropertiesxpressedn termsof knowl-
edge.

e Compositionalityhasbeenanimportantconcernin se-
curity thatwe have not addresseatall. (See[13, 15]
for someearlywork on compositionality) It would be
interestingto understandhe extent to which our no-
tionsarepreseredundercomposition.

e An investigationof the generalrelationshipbetween
our systems-basedpproachand the process-algebra
approachesliscussedn Section6.5 could yield nu-
merousbenefits. For onething, aswe said before, it
would be usefulto compareformally the expressie
power of thevariousapproachedt mayalsobepossi-
ble to combinethe benefitsof the process-algebrap-
proachwith thoseof the approachthat we are advo-
catinghere. For example,a processanbe viewed as
a compactway of specifyinga system. This suggests
thatperhapshetoolsof processlgebracanbebrought
to bearonverifying secreg aswe have definedt. This
seemdik e a promisingline of furtherresearch.
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