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Introduction

3DVVZRUG�&UDFNLQJ�WRROV�UHSUHVHQW�D� VHULRXV� WKUHDW� WR�:LQGRZV�17�QHWZRUNV��7RROV
VXFK� DV� O�SKWFUDFN� DUH� FDSDEOH� RI� DXWRPDWLFDOO\� JXHVVLQJ� PLOOLRQV� RI� SDVVZRUG
SRVVLELOLWLHV�SHU�VHFRQG��UXQQLQJ�³GLFWLRQDU\�DWWDFNV´��VQLIILQJ�QHWZRUN�ORJLQ�DWWHPSWV�
DQG�H[WUDFWLQJ�SDVVZRUGV�IURP�17�HPHUJHQF\�UHSDLU�GLVNV��2Q�W\SLFDO�17�QHWZRUNV�
WKH\�ZLOO� UHFRYHU� WKH�FOHDUWH[W�RI�PDQ\�DFFRXQW�SDVVZRUGV� �LQFOXGLQJ�$GPLQLVWUDWRU
DFFRXQWV��LQ�OHVV�WKDQ�D�GD\��RIWHQ�VLJQLILFDQWO\�OHVV��

7KLV�GRFXPHQW�SUHVHQWV�WKH�17�3DVVZRUG�&UDFNLQJ�WKUHDW��GLVFXVVHV�ZHDNQHVVHV� LQ
H[LVWLQJ� UHVSRQVHV� WR� LW�� DQG� JLYHV� D� WHFKQLFDO� RYHUYLHZ� RI� 5DLQERZ� 'LDPRQG¶V
SURGXFW��3DVVZRUG�'HIHQGHU�

)RU�DQ�RYHUYLHZ�RI�17�3DVVZRUG�&UDFNLQJ�WRROV��VHH�+RZ�17�3DVVZRUG�&UDFNLQJ�7RROV
:RUN��SDJH���RI�WKLV�GRFXPHQW��

)RU� DQ� RYHUYLHZ� RI� DYDLODEOH� GHIHQFHV� DJDLQVW� 17� 3DVVZRUG� &UDFNLQJ�� DQG� WKHLU
EHQHILWV�DQG�OLPLWDWLRQV��VHH�'HIHQFHV�DJDLQVW�17�3DVVZRUG�&UDFNLQJ��SDJH���RI�WKLV
GRFXPHQW��

)RU� DQ� RYHUYLHZ� RI� 3DVVZRUG� 'HIHQGHU¶V� IHDWXUHV�� LQFOXGLQJ� VFUHHQVKRWV�� VHH
3DVVZRUG�'HIHQGHU¶V�$SSURDFK��SDJH���RI�WKLV�GRFXPHQW��

)RU�XS�WR�GDWH�LQIRUPDWLRQ�RQ�3DVVZRUG�'HIHQGHU��YLVLW�

KWWS���ZZZ�EUG�LH�QWVHFXULW\�

How NT Password Cracking Tools Work

7R�XQGHUVWDQG�KRZ�WR�GHIHQG�DJDLQVW�17�SDVVZRUG�FUDFNLQJ�WRROV� LW�LV�QHFHVVDU\�WR
NQRZ�VRPHWKLQJ�DERXW�KRZ�WKH\�ZRUN��7KH�IROORZLQJ�VHFWLRQV�JLYH�D�EULHI�RYHUYLHZ
RI�KRZ�17�VWRUHV�DQG�SURWHFWV�XVHU�SDVVZRUGV��DQG�KRZ�FUDFNLQJ� WRROV� FLUFXPYHQW
WKHVH� FRQWUROV�� 5HDGHUV� ZKR� DUH� DOUHDG\� IDPLOLDU� ZLWK� KRZ� 17� SDVVZRUG� FUDFNLQJ
WRROV� ZRUN� PD\� ZLVK� WR� VNLS� WR� WKH� QH[W� VHFWLRQ� �'HIHQFHV� DJDLQVW� 17� 3DVVZRUG
&UDFNLQJ��

How NT Stores Passwords

17�V\VWHPV� VWRUH�SDVVZRUGV� LQ�D�SRUWLRQ�RI� WKH� UHJLVWU\� NQRZQ�DV� WKH� ³6$0´�� 7KH
SDVVZRUGV� DUH� QRW� VWRUHG� LQ� FOHDUWH[W�� EXW� LQVWHDG� D� IXQFWLRQ� RI� WKH� SDVVZRUG� LV
FRPSXWHG�� DQG� WKH� UHVXOW� LV� VWRUHG�� 7KH� IXQFWLRQV� XVHG� DUH� NQRZQ� DV� ³RQH�ZD\´
IXQFWLRQV��RU�³KDVKHV´��ZKLFK�PHDQV�WKDW�JLYHQ�WKH�UHVXOW�LW�LV�QRW�IHDVLEOH�WR�GLUHFWO\
FRPSXWH�WKH�RULJLQDO�FOHDUWH[W�SDVVZRUG��,Q�RWKHU�ZRUGV��VXFK�IXQFWLRQV�DUH�HDV\�WR
FRPSXWH�EXW�GLIILFXOW�WR�UHYHUVH��KHQFH�³RQH�ZD\´�

17�DSSOLHV�WZR�RQH�ZD\�IXQFWLRQV�WR�HDFK�SDVVZRUG��DQG�VWRUHV�WKH�UHVXOWV�RI�ERWK�LQ
WKH� UHJLVWU\�� 2QH� LV� NQRZQ� DV� WKH� ³/$10$1´� SDVVZRUG�� DQG� LV� EDVHG� RQ� WKH� '(6
HQFU\SWLRQ�DOJRULWKP��7KH�RWKHU�LV�NQRZQ�DV�WKH�³17´�SDVVZRUG��DQG�LV�EDVHG�RQ�WKH
0'��DOJRULWKP��7KH� /$10$1�SDVVZRUG� LV� QRW� FDVH�VHQVLWLYH�� VR� WKDW� SDVVZRUGV� RI
³6(&5(7´�DQG�³VHFUHW´�ZLOO�UHVXOW�LQ�WKH�VDPH�YDOXH�EHLQJ�VWRUHG�LQ�WKH�UHJLVWU\�

How NT Protects Passwords

7KH�VHFXULW\�RI�17�SDVVZRUGV�UHVWV�SDUWO\�RQ�WKH�SUDFWLFDO�GLIILFXOW\�RI�UHWULHYLQJ�WKH
RQH�ZD\�IXQFWLRQ�YDOXHV�IURP�D�V\VWHP��DQG�SDUWO\�RQ�WKH�FRPSXWDWLRQDO�GLIILFXOW\�RI
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UHYHUVLQJ� WKH�RQH�ZD\� IXQFWLRQV� WKHPVHOYHV��17�PDNHV� LW�PRUH�GLIILFXOW� WR� UHWULHYH
WKH�RQH�ZD\�YDOXHV�LQ�WKH�ILUVW�SODFH�E\�WZR�PHDQV�

• 2SHUDWLQJ� 6\VWHP� FRQWUROV�� 7KH� SRUWLRQ� RI� WKH� UHJLVWU\� WKDW� VWRUHV� WKH
SDVVZRUGV��RQH�ZD\�IXQFWLRQ�UHVXOWV��LV�QRUPDOO\�DFFHVVLEOH�RQO\�WR�WKH�RSHUDWLQJ
V\VWHP��DQG�QRW��GLUHFWO\��DFFHVVLEOH�WR�ORJJHG�LQ�XVHUV��LQFOXGLQJ�$GPLQLVWUDWRUV�

• ³6HFXULW\�WKURXJK�REVFXULW\´��7KH�SRUWLRQ�RI� WKH� UHJLVWU\�WKDW�VWRUHV�WKH�RQH
ZD\�IXQFWLRQ�YDOXHV�LV�HQFU\SWHG�XQGHU�D�IL[HG�RU�V\VWHP�VSHFLILF�HQFU\SWLRQ�NH\�
$OWKRXJK� WKLV� SURFHVV� XVHV� VWURQJ� HQFU\SWLRQ�� LQ� IDFW� LW� PHUHO\� REVFXUHV� WKH
VWRUHG� YDOXHV�� VLQFH� WKH� HQFU\SWLRQ� NH\� LV� IL[HG� RU� VWRUHG� RQ� WKH� V\VWHP� LQ
FOHDUWH[W�

How Password Crackers Circumvent NT’s controls

Step 1: Obtaining the one-way function values

$OWKRXJK� WKH� RQH�ZD\� IXQFWLRQ� YDOXHV� DUH� WKHRUHWLFDOO\� DYDLODEOH� RQO\� WR� WKH
RSHUDWLQJ�V\VWHP�� LQ� IDFW� WKHUH�DUH�D�QXPEHU�RI�ZD\V�RI�E\SDVVLQJ� WKHVH� FRQWUROV�
HYHQ�LI�WKH�6$0�LV�³HQFU\SWHG´�

• %\�WHPSRUDULO\�DOWHULQJ�WKH�6$0�SHUPLVVLRQV�WR�DOORZ�$GPLQLVWUDWRU�DFFHVV��LI�WKH
6$0�LV�QRW�HQFU\SWHG�

• %\�UHPRWHO\�DFFHVVLQJ�WKH�6$0��LI�UHPRWH�DGPLQLVWUDWLYH�DFFHVV�LV�DYDLODEOH��DQG
WKH�6$0�LV�QRW�HQFU\SWHG�

• %\�GLUHFWO\�FDOOLQJ�XQGRFXPHQWHG�LQWHUQDO�$3,V��LI�WKH�6$0�LV�HQFU\SWHG�

• 6QLIILQJ�RI�QHWZRUN�ORJLQ�DWWHPSWV���ZKHWKHU�RU�QRW�WKH�6$0�LV�HQFU\SWHG�

• 7KHIW�FRS\LQJ�RI�HPHUJHQF\�UHSDLU�GLVNV

$�UHPRWH��XQSULYLOHJHG��DWWDFNHU�FDQ�DOVR�REWDLQ�WKH�RQH�ZD\�IXQFWLRQ�YDOXHV�LI�WKH\
FDQ� JHW� DQ� DXWKRULVHG� DGPLQLVWUDWRU� WR� UXQ� D� 7URMDQ� +RUVH� �H�J�� XVLQJ� D� 7URMDQ
$FWLYH;�FRQWURO��D�7URMDQ�HPDLO�DWWDFKPHQW��D�ORFDO�WRRO�ZLWK�D�EDFN�GRRU��RU�D�VLPLODU
DWWDFN���6LPLODUO\��DQ�DWWDFNHU�PD\�EH�DEOH�VQLII�QHWZRUN�ORJLQ�DWWHPSWV�UHPRWHO\�E\
JHWWLQJ�D�QHWZRUN�XVHU�WR�UXQ�D�7URMDQ�+RUVH�

,W� LV� DOVR�ZRUWK� QRWLQJ� WKDW� LQ� SUDFWLFH� SDVVZRUGV� WHQG� WR� EH� UHXVHG� DFURVV�PDQ\
V\VWHPV��LQFOXGLQJ�QHWZRUN�VHUYLFHV�VXFK�DV�ZHE�VHUYHUV��DQG�QRQ�17�V\VWHPV���7KLV
PDNHV� WKH� DWWDFNHUV� MRE� FRQVLGHUDEO\� HDVLHU�� VLQFH� LI� RQH� YXOQHUDEOH� V\VWHP� LV
GLVFRYHUHG�� WKH� FKDQFHV� DUH� KLJK� WKDW� WKH� UHFRYHUHG� SDVVZRUGV� SURYLGH� DFFHVV� WR
RWKHU�V\VWHPV�WRR�

Step 2: Using the one-way function values to retrieve the cleartext passwords

2QFH�DQ�DWWDFNHU�KDV�REWDLQHG�RQH�ZD\�IXQFWLRQ�YDOXHV��WKH�QH[W�VWHS�LV�WR�XVH�WKHP
WR� UHFRYHU� WKH� FOHDUWH[W� SDVVZRUGV�� $OWKRXJK� LW� LV� FRPSXWDWLRQDOO\� LQIHDVLEOH� WR
GLUHFWO\�UHYHUVH�WKH�RQH�ZD\�IXQFWLRQV��LQ�SUDFWLFH�LW�LV�RIWHQ�IHDVLEOH�WR�UHFRYHU�WKH
FOHDUWH[W�E\�DSSO\LQJ�WKH�RQH�ZD\�IXQFWLRQ�WR�PLOOLRQV�RI�SDVVZRUG�SRVVLELOLWLHV��DQG
FKHFNLQJ�LI�WKH�UHVXOWV�PDWFK��7KHUH�DUH�VHYHUDO�YDULDQWV�RI�WKLV�DWWDFN�

• 'LFWLRQDU\� $WWDFN�� 7KLV� DSSURDFK� DSSOLHV� WKH� RQH�ZD\� IXQFWLRQ� WR� HDFK
SDVVZRUG� LQ� D� ODUJH� GLFWLRQDU\� �H�J�� RI� FRPPRQ� SDVVZRUGV� DQG� MDUJRQ��� DQG

                                                          
1 This does not obtain the one-way function values themselves, but yields similar material. The LANMAN
network login protocol (used by Windows 95 and other clients) is especially weak.
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FKHFNV�LI�WKH�UHVXOWV�PDWFK��6LQFH�PRVW�XVHU�FKRVHQ�SDVVZRUGV�DUH�GHULYHG�IURP
GLFWLRQDU\�ZRUGV��WKLV�DSSURDFK�LV�RIWHQ�VXFFHVVIXO��DQG�LW�LV�TXLFN�

• %UXWH� )RUFH�� 7KLV� DSSURDFK� JHQHUDWHV� DOO� SRVVLEOH� SHUPXWDWLRQV� RI� D� FHUWDLQ
FKDUDFWHU� VHW� �H�J�� DOSKDQXPHULF��� DSSOLHV� WKH� RQH�ZD\� IXQFWLRQ� WR� HDFK�� DQG
FKHFNV�LI�WKH�UHVXOWV�PDWFK��7KLV�DSSURDFK�LV�FHUWDLQ�WR�VXFFHHG� LI� WKH�FKDUDFWHU
VHW�XVHG� LV� ODUJH� HQRXJK��EXW� LW� LV�&38� LQWHQVLYH�DQG� WLPH� FRQVXPLQJ�� 6WLOO�� DOO
SRVVLEOH� DOSKDQXPHULF� SDVVZRUGV� FDQ� EH� VHDUFKHG� LQ� DERXW� �� GD\� RQ� PRGHVW
KDUGZDUH��DQG�PRVW�XVHU�FKRVHQ�SDVVZRUGV�DUH�DOSKDQXPHULF�

• ³+\EULG´� %UXWH� )RUFH�� 7KLV� DSSURDFK� H[SDQGV� D� GLFWLRQDU\� DWWDFN� XVLQJ� D
FRPELQDWLRQ� RI� KHXULVWLFV� DQG� EUXWH� IRUFH� WR� GHULYH� WKRXVDQGV� RI� DGGLWLRQDO
SDVVZRUG� SRVVLELOLWLHV� IURP� HDFK� GLFWLRQDU\�ZRUG�� 'RQH�ZHOO�� WKLV� DSSURDFK� FDQ
VLJQLILFDQWO\� LQFUHDVH� WKH� VXFFHVV� UDWH� RI� D� GLFWLRQDU\� DWWDFN�� DQG� LV� HVSHFLDOO\
HIIHFWLYH�DJDLQVW�GLFWLRQDU\�GHULYHG�SDVVZRUGV�GUDZQ�IURP�FKDUDFWHU�VHWV�WKDW�DUH
WRR�ODUJH�WR�EUXWH�IRUFH�

• 3UH�FRPSXWHG�'LFWLRQDU\�$WWDFN�%UXWH� )RUFH�� 7KLV� DSSURDFK� SUH�FRPSXWHV
WKH�RQH�ZD\�IXQFWLRQV�IRU�D�QXPEHU�RI�SDVVZRUG�SRVVLELOLWLHV��DQG�VWRUHV�WKHP�LQ
D�GDWDEDVH�IRU�TXLFN�ORRNXS��7KLV�DSSURDFK�LV�VXSHUILFLDOO\�DWWUDFWLYH�IRU�LWV�VSHHG�
KRZHYHU� WKH� VWRUDJH� RYHUKHDG� PHDQV� WKDW� LW� ODFNV� WKH� WKRURXJKQHVV� RI� EUXWH
IRUFH� FRXSOHG� ZLWK� YHU\� ODUJH� GLFWLRQDULHV�� �)RU� H[DPSOH�� HYHQ� SUH�FRPSXWLQJ
RQO\���FKDUDFWHU�DOSKDQXPHULF�SDVVZRUGV�ZRXOG�UHTXLUH�VWRUDJH�RQ�WKH�RUGHU�RI�D
WHUDE\WH�� DQG� WKDW¶V� ZLWKRXW� FRXQWLQJ� VWRUDJH� UHTXLUHPHQWV� IRU� FOHDUWH[W
SDVVZRUGV�DQG�GDWDEDVH�RYHUKHDG��

Defences against NT Password Cracking

Minimum Password Length

$� FRPPRQ�GHIHQFH� DJDLQVW� SDVVZRUG� FUDFNLQJ� LV� WR� HQIRUFH� D�PLQLPXP� OHQJWK� IRU
XVHU�FKRVHQ� SDVVZRUGV�� 7KH� JRDO� LV� WR� PDNH� LW� PRUH� OLNHO\� WKDW� EUXWH� IRUFH� UXQV
FDQQRW� FRPSOHWH�EHIRUH� WKH�SDVVZRUG�H[SLUHV�� (QIRUFLQJ�D�PLQLPXP� OHQJWK� FDQ�EH
GRQH�ZLWK� VWDQGDUG�17� WRROV� LQFOXGLQJ� ³8VHU�0DQDJHU´� �PXVUPJU�H[H��� (QIRUFLQJ� D
PLQLPXP�SDVVZRUG�OHQJWK�LV�KHOSIXO��EXW�RQO\�SDUWLDOO\�HIIHFWLYH�VLQFH�

• 0RVW�DYDLODEOH�WRROV�GRQ¶W�GLVWLQJXLVK�EHWZHHQ�SULYLOHJHG�DQG�XQSULYLOHJHG�XVHUV�
DQG�UHTXLUH�WKH�VDPH�PLQLPXP�OHQJWK�WR�EH�HQIRUFHG�IRU�DOO�XVHUV��7KLV�FDQ�OHDG
WR�D�³ORZHVW�FRPPRQ�GHQRPLQDWRU´�HIIHFW��OHDYLQJ�SULYLOHJHG�DFFRXQWV�H[SRVHG�

• 7KRVH� WRROV� WKDW� GR� GLVWLQJXLVK� EHWZHHQ� SULYLOHJHG� DQG� XQSULYLOHJHG� XVHUV
W\SLFDOO\� GR� VR� RQO\� RQ� WKH� EDVLV� RI� 17� SULYLOHJHV�� +RZHYHU� LQ� SUDFWLFH� WKLV
GLVWLQFWLRQ�LV�LQDSSURSULDWH��DV�³RUGLQDU\´�17�XVHUV�PD\�KDYH�OLPLWHG�SULYLOHJHV�RQ
WKH� ER[�� EXW� FDQ� VWLOO� KDYH� H[WHQVLYH� SULYLOHJHV� RQ� VHQVLWLYH� VHUYLFHV� VXFK� DV
GDWDEDVHV�DQG�ZHE�VHUYHUV�

• ,Q�SUDFWLFH�SDVVZRUGV�RI�H[DFWO\���RU����FKDUDFWHUV�WHQG�WR�EH�VWURQJHVW��GXH�WR
ZHDNQHVVHV�RI�WKH�/$10$1�RQH�ZD\�IXQFWLRQ��3DVVZRUGV�RI�RWKHU�OHQJWKV�WHQG�WR
EH�PRUH�YXOQHUDEOH� WR�GLFWLRQDU\�DWWDFN�DQG�RU�EUXWH� IRUFH��%\� UHTXLULQJ�RQO\�D
PLQLPXP�OHQJWK��PRVW�DYDLODEOH�WRROV�FDQ¶W�HQIRUFH�WKLV�UHTXLUHPHQW�

• 17�LV�VHW�XS�WR�SHUPLW�EODQN�SDVVZRUGV�E\�GHIDXOW��L�H���D�PLQLPXP�OHQJWK�RI����
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Password Ageing

([SRVXUH� WR� SDVVZRUG� FUDFNLQJ� WRROV� FDQ� DOVR� EH� UHGXFHG� E\� UHJXODUO\� H[SLULQJ
SDVVZRUGV�� D� SURFHVV� NQRZQ� DV� ³SDVVZRUG� DJHLQJ´�� $JDLQ�� WKH� JRDO� LV� WR� PDNH� LW
PRUH� OLNHO\� WKDW� SDVVZRUG� FUDFNLQJ� UXQV� FDQQRW� FRPSOHWH� EHIRUH� WKH� SDVVZRUG
H[SLUHV��3DVVZRUG�DJHLQJ�LV�D�VWDQGDUG�17�IHDWXUH��DQG�FDQ�EH�HQIRUFHG�XVLQJ�8VHU
0DQDJHU��,W�LV�KHOSIXO�LQ�JHQHUDO��EXW�RI�OLPLWHG�HIIHFWLYHQHVV�EHFDXVH�

• 0RVW� XVHU�FKRVHQ� SDVVZRUGV� DUH� GLFWLRQDU\�GHULYHG�� 'LFWLRQDU\� DWWDFNV� DJDLQVW
SDVVZRUGV�FRPSOHWH�YHU\�TXLFNO\��DQG�VR�WKH�DVVXPSWLRQ�WKDW�D�SDVVZRUG�FDQ�EH
UHWLUHG�EHIRUH�LW�LV�FUDFNHG�GRHV�QRW�KROG�IRU�PRVW�SDVVZRUGV�

• (YHQ� SDVVZRUGV� WKDW� DUH� QRW� GLFWLRQDU\�GHULYHG� PD\� EH� GUDZQ� IURP� D� VPDOO
FKDUDFWHU�VHW��H�J��DOSKDQXPHULF���$Q�DWWDFNHU�ZLWK�PRGHVW�UHVRXUFHV�FDQ�EUXWH�
IRUFH�PDQ\�VXFK�SDVVZRUGV�LQ�DERXW���GD\�

• %\� GHIDXOW�� 17� GLVDEOHV� SDVVZRUG� DJHLQJ� IRU� VRPH� DFFRXQWV�� QRWDEO\� WKH
$GPLQLVWUDWRU� DFFRXQW��ZKLFK�KDV� WKH� ³3DVVZRUG�1HYHU� ([SLUHV´� VHWWLQJ� LQ�8VHU
0DQDJHU���3DVVZRUG�DJHLQJ�FDQ�EH�HQDEOHG�IRU�WKHVH�DFFRXQWV��KRZHYHU��

• 6WDQGDUG� 17� H[SLU\� GRHVQ¶W� GLVWLQJXLVK� EHWZHHQ� SULYLOHJHG� DQG� XQSULYLOHJHG
XVHUV��DQG�UHTXLUHV�WKH�VDPH�DJHLQJ�SROLF\�WR�EH�HQIRUFHG�IRU�DOO�XVHUV��7KLV�FDQ
OHDG� WR� D� ³ORZHVW� FRPPRQ� GHQRPLQDWRU´� HIIHFW�� OHDYLQJ� SULYLOHJHG� DFFRXQWV
H[SRVHG�

• ([SLU\� RI�DFFRXQW�SDVVZRUGV� LV� LQHIIHFWLYH� LI� DFFRXQWV� IDOO� LQWR�GLVXVH�� VLQFH� WKH
SDVVZRUG�ZLOO�QHYHU�EH�FKDQJHG�LI�WKH�XVHU�GRHV�QRW�ORJ�LQ�

Password History

0DQ\� XVHUV� UHVSRQG� WR� H[SLU\� RI� WKHLU� SDVVZRUG� E\� ³FKDQJLQJ´� WKHLU� SDVVZRUG� WR
H[DFWO\�WKH�VDPH�SDVVZRUG�DV�EHIRUH��)URP�WKH�DWWDFNHU¶V�SHUVSHFWLYH��WKLV�H[WHQGV
WKH�WLPH�DYDLODEOH�IRU�FUDFNLQJ�WKH�SDVVZRUG��HIIHFWLYHO\�WKH�SDVVZRUG�KDV�QRW�EHHQ
H[SLUHG�DW�DOO��

7KH�XVXDO�PHDQV�RI�SUHYHQWLQJ�WKLV�LV�WR�PDLQWDLQ�D�³SDVVZRUG�KLVWRU\´��SUHYHQWLQJ
XVHUV� IURP� FKDQJLQJ� WR� D� SDVVZRUG� WKDW� WKH\� KDYH� UHFHQWO\� XVHG�� 6RPH� XVHUV
UHVSRQG� WR� WKLV� E\� ³FKDQJLQJ´� WKHLU� SDVVZRUG� TXLFNO\� D� QXPEHU� RI� WLPHV� XQWLO� WKH
KLVWRU\� PHFKDQLVP� ³IRUJHWV´� WKHLU� SDVVZRUG�� DQG� WKHQ� UHLQVWDWLQJ� WKHLU� H[SLUHG
SDVVZRUG�� 7R� DYRLG� WKLV�� D�PLQLPXP� WLPH� �H�J�� �� GD\�� WKDW�PXVW� HODSVH� EHWZHHQ
SDVVZRUG�FKDQJHV�FDQ�DOVR�EH�HQIRUFHG�

3DVVZRUG�KLVWRULHV�DQG�PLQLPXP�WLPH�EHWZHHQ�SDVVZRUG�FKDQJHV�DUH� VWDQGDUG�17
IHDWXUHV�� DQG� FDQ� EH� HQDEOHG� XVLQJ� 8VHU� 0DQDJHU�� 6RPH� ZHDNQHVVHV� RI� WKLV
DSSURDFK�DUH�

• 7KH�SXUSRVH�RI�KLVWRU\�PHFKDQLVPV�LV�WR�FORVH�GRZQ�KROHV�LQ�WKH�SDVVZRUG�H[SLU\
PHFKDQLVP��7KH�ZHDNQHVVHV�RI�SDVVZRUG�H[SLU\��VHH�DERYH��VWLOO�DSSO\�

• +LVWRU\� PHFKDQLVPV� DUH� ILQLWH�� DQG� WKHUH� LV� D� UHVLGXDO� ULVN� WKDW� D� SUHYLRXVO\
H[SLUHG�SDVVZRUG�ZLOO�EH�LQDGYHUWHQWO\�UHLQVWDWHG��ORQJ�DIWHU�LW�KDV�EHHQ�FUDFNHG
E\�DQ�DWWDFNHU��

• %\� VWRULQJ� SUHYLRXVO\� XVHG� SDVVZRUGV� RQ� WKH� V\VWHP�� KLVWRU\� PHFKDQLVPV� FDQ
H[DFHUEDWH� WKH� SUREOHP� RI� ZHDN� SDVVZRUGV�� VLQFH� DQ� DWWDFNHU� FDQ� JR� DIWHU
SUHYLRXVO\�XVHG�SDVVZRUGV�DV�ZHOO��DQG�XVH� WKHP� WR�DWWDFN�VHUYLFHV� RWKHU� WKDQ
17��ZH�DUH�QRW�DZDUH�RI�DQ\�WRROV�WKDW�GR�WKLV��EXW�LW�LV�LQ�SULQFLSOH�SRVVLEOH���7KLV
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PDNHV�LW�DOO�WKH�PRUH�XUJHQW�WKDW�H[SLUHG�SDVVZRUGV�DUH�FRPSOHWHO\�UHWLUHG�IURP
XVH�DFURVV�DOO�QHWZRUN�VHUYLFHV�

Password Auditing

3DVVZRUG�$XGLWLQJ�WHVWV�D�V\VWHP�IRU�YXOQHUDELOLW\�WR�SDVVZRUG�FUDFNHUV�E\�DWWDFNLQJ
LW� ZLWK� WKH� VDPH� WRROV� WKDW� DWWDFNHUV� XVH�� $Q\� SDVVZRUGV� WKDW� DUH� IRXQG� WR� EH
YXOQHUDEOH� DUH� WKHQ� PDQXDOO\� UHPRYHG� IURP� WKH� QHWZRUN� �H�J�� E\� H[SLULQJ� WKHP�
GLVDEOLQJ�WKH�DFFRXQWV��DQG�RU�QRWLI\LQJ�WKH�XVHUV��

3DVVZRUG� $XGLWLQJ� LV� DQ� LPSRUWDQW� GHIHQFH�� EXW� QRQHWKHOHVV� LW� VXIIHUV� IURP�PDQ\
GUDZEDFNV�

• &UDFNLQJ� WRROV� W\SLFDOO\� FDSWXUH� RQH�ZD\� IXQFWLRQ� YDOXHV�� WKHQ� EHJLQ� DXGLWLQJ
WKHP�� ,Q� WKH� PHDQWLPH�� SDVVZRUGV� PD\� H[SLUH�� RU� XVHUV� PD\� FKDQJH� WKHLU
SDVVZRUGV�� 7KXV�� DXGLWLQJ� GRHV� QRW� QHFHVVDULO\� UHIOHFW� WKH� FXUUHQW� VWDWH� RI� WKH
V\VWHP�

• &UDFNLQJ�WRROV�DUH�W\SLFDOO\�&38�LQWHQVLYH�DQG�WLPH�FRQVXPLQJ�WR�UXQ��$V�D�UHVXOW
WKH\�DUH�RIWHQ�XVHG�LQFRQVLVWHQWO\��RU�QRW�DW�DOO��7RROV�XVLQJ�SUH�FRPSXWHG�EUXWH
IRUFH�DUH�IDVWHU�DQG�PRUH�FRQYHQLHQW��EXW�QRW�WKRURXJKIRU�H[DPSOH�WKH\�FDQQRW
DVVXUH� WKDW� DQ� H[KDXVWLYH� EUXWH� IRUFH� RI� DOSKDQXPHULF� RU� ODUJHU� FKDUDFWHU� VHWV
ZLOO�QRW�VXFFHHG�

• &UDFNLQJ�WRROV�W\SLFDOO\�UHTXLUH�WKDW�WKH�V\VWHP�EHLQJ�DXGLWHG�LV�RSHQ�IRU�QHWZRUN
DGPLQLVWUDWLRQ��RU� HOVH� WKH� WRRO�PXVW�EH� UXQ� ORFDOO\� RQ� WKH� V\VWHP�� 7KLV�PDNHV
WKHP�XQVXLWDEOH�IRU�DXGLWLQJ�VHQVLWLYH�V\VWHPV��VWDQGDORQH�V\VWHPV��RU�ODSWRSV�

• &UDFNLQJ�WRROV�DUH�RULHQWHG�WRZDUGV�DWWDFN�DQG�QRW�GHIHQFH��&RQVHTXHQWO\�� WKH\
W\SLFDOO\� UHTXLUH� D�XVHU� WR�EH� ORJJHG� LQ�ZKLOH� WKH� DWWDFN� LV� LQ� SURJUHVV�� GLVSOD\
FOHDUWH[W�SDVVZRUGV�RQ�WKH�VFUHHQ��ZKHUH�SDVVHUV�E\�PD\�VHH� WKHP���DQG�PD\
OHDYH�WUDFHV�RI�WKHLU�RSHUDWLRQ�LQ�WHPSRUDU\�RU�LQWHUPHGLDWH�ILOHV�

• 0DQ\�RUJDQLVDWLRQV�ZLOO�EH�UHOXFWDQW�WR�ZLGHO\�GLVWULEXWH�DWWDFN�WRROV�WKURXJKRXW
WKHLU�,7�V\VWHPV��7KH�URXWLQH�DYDLODELOLW\�RI�VXFK�SRZHUIXO�WRROV�LQ�WKH�YLFLQLW\�RI
VHQVLWLYH�V\VWHPV�FDQ�FRQVWLWXWH�D�ULVN�LQ�LWVHOI�

• :KHQ� ZHDN� SDVVZRUGV� DUH� GLVFRYHUHG� E\� DQ� DXGLW�� LW� PD\� EH� WRR� ODWH�� 7KH
SDVVZRUGV� FRQFHUQHG� PD\� DOUHDG\� KDYH� EHHQ� FRPSURPLVHG�� DQG� XVHG� E\� DQ
DWWDFNHU�

• 7KHUH�LV�QR�JXDUDQWHH�WKDW�ZHDN�SDVVZRUGV�GLVFRYHUHG�E\�DQ�DXGLW�ZLOO�QRW�VLPSO\
EH�UHLQVWDWHG�LQ�IXWXUH��ZKHWKHU�GHOLEHUDWHO\��H�J��LQ�FDVH�RI�D�XVHU¶V�³IDYRXULWH´
SDVVZRUG���RU�LQDGYHUWHQWO\�

• 6RPH�SDVVZRUGV�PD\� EH� VXLWDEO\� FRPSOH[�� DQG� LPPXQH� WR� SDVVZRUG� FUDFNLQJ�
EXW�PD\�EH�YXOQHUDEOH�IRU�DQRWKHU�UHDVRQ��)RU�H[DPSOH��WKH\�PD\�EH�ZHOO�NQRZQ
³GHIDXOW�SDVVZRUGV´�XVHG�ORFDOO\��DQG�NQRZQ�WR�DWWDFNHUV��2U��SHUKDSV�WKH\�ZHUH
XVHG�RQ�DQRWKHU� V\VWHP��VXFK�DV�D�ZHE�VHUYHU��ZKLFK�KDV�EHHQ� FRPSURPLVHG�
$XGLWLQJ�FDQQRW�XQFRYHU�WKH�XVH�RI�VXFK�SDVVZRUGV�XQOHVV�WKH\�DUH�DGGHG�WR�LWV
FOHDUWH[W� GLFWLRQDU\�� ,Q� VRPH� HQYLURQPHQWV� WKH� SUHVHQFH� RI� VXFK� SDVVZRUGV� LQ
FOHDUWH[W� GLFWLRQDULHV� PD\� EH� D� ULVN� LQ� LWVHOI�� VLQFH� FRPSURPLVHG� SDVVZRUGV
UHPDLQ�VHQVLWLYH�XQWLO�WKH\�DUH�IXOO\�UHPRYHG�IURP�D�QHWZRUN�

Password Filtering

3DVVZRUG�)LOWHUV��H�J��17¶V�³SDVVILOW�GOO´��HQIRUFH�VWURQJ�SDVVZRUGV�ZKHQ�D�SDVVZRUG
FKDQJH�RFFXUV��7\SLFDOO\�WKH\�HQIRUFH�D�PLQLPXP�SDVVZRUG�OHQJWK��DQG�UHTXLUH�WKH
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SDVVZRUG� EH� GUDZQ� IURP� D� ODUJH� FKDUDFWHU� VHW�� EXW� WKH\� FDQ� DOVR� HQIRUFH� RWKHU
UHTXLUHPHQWV��7KH�JRDO�LV�WR�FDWFK�ZHDN�SDVVZRUGV�EHIRUH�WKH\�DUH�LQVWDOOHG��DQG�WR
DOORZ�RQO\�SDVVZRUGV�WKDW�UHTXLUH�VLJQLILFDQW�EUXWH�IRUFH�HIIRUW�

,Q� FRQMXQFWLRQ�ZLWK� DSSURSULDWH� SDVVZRUG� H[SLU\� DQG� SDVVZRUG� DXGLWLQJ�� SDVVZRUG
ILOWHUV�DUH�D�KLJKO\�HIIHFWLYH�GHIHQFH�DJDLQVW�SDVVZRUG�FUDFNLQJ��+RZHYHU��SDVVZRUG
ILOWHUV�KDYH�D�QXPEHU�RI�SUREOHPV�

• 0RVW� DYDLODEOH� ILOWHUV� DUH� SULPLWLYH� DQG� ZLOO� VWLOO� DOORZ� GLFWLRQDU\�GHULYHG
SDVVZRUGV� WR� EH� VHW�� VR� ORQJ� DV� WKH\� XVH� WKH� UHTXLUHG� FKDUDFWHU� VHW�� 7KHVH
SDVVZRUGV�DUH�VWLOO�YXOQHUDEOH�WR�D�GLFWLRQDU\�DWWDFN�DQG�RU�K\EULG�EUXWH�IRUFH�

• 0RVW� DYDLODEOH� ILOWHUV� VXIIHU� IURP� WKH� ³PLQLPXP� OHQJWK´� SUREOHP�� 7KDW� LV�� WKH\
FDQQRW�HQIRUFH�WKH�UHTXLUHPHQW�IRU�SDVVZRUGV�RI�H[DFWO\���RU����FKDUDFWHUV�

• 3DVVZRUG� ILOWHUV� DUH� RQO\� HIIHFWLYH� IURP� WKH� GDWH� WKH\� DUH� ILUVW� LQVWDOOHG�� $Q\
H[LVWLQJ�ZHDN�SDVVZRUGV�ZLOO�QRW�EH�XSJUDGHG�XQWLO�WKH\�H[SLUH��RU�DUH�PDQXDOO\
FKDQJHG��$FFRXQWV�WKDW�KDYH�IDOOHQ�LQWR�GLVXVH�PD\�QHYHU�EH�XSJUDGHG�

• 7KH�XVH�RI�SDVVZRUG�ILOWHUV�PD\�UHVXOW�LQ�VRPH�XVHUV�FKRRVLQJ�SDVVZRUGV�WKDW�DUH
GLIILFXOW� WR� UHPHPEHU�� DQG� ZULWLQJ� WKHP� GRZQ�� $GGLWLRQDOO\�� XVHUV� PD\� EH
IUXVWUDWHG� E\� KDYLQJ� WKHLU� SDVVZRUG� FKDQJH� DWWHPSWV� UHMHFWHG�� UHVXOWLQJ� LQ
LQFUHDVHG�VXSSRUW�FDOOV�

• 0RVW�DYDLODEOH�ILOWHUV�GRQ¶W�GLVWLQJXLVK�EHWZHHQ�SULYLOHJHG�DQG�XQSULYLOHJHG�XVHUV�
DQG� UHTXLUH� WKH� VDPH� SROLF\� WR� EH� HQIRUFHG� IRU� DOO� XVHUV�� 7KLV� FDQ� OHDG� WR� D
³ORZHVW�FRPPRQ�GHQRPLQDWRU´�HIIHFW��OHDYLQJ�SULYLOHJHG�DFFRXQWV�H[SRVHG�

• 7KRVH� ILOWHUV� WKDW� GR� GLVWLQJXLVK� EHWZHHQ� SULYLOHJHG� DQG� XQSULYLOHJHG� XVHUV
W\SLFDOO\� GR� VR� RQO\� RQ� WKH� EDVLV� RI� 17� SULYLOHJHV�� +RZHYHU� LQ� SUDFWLFH� WKLV
GLVWLQFWLRQ�LV�LQDSSURSULDWH��DV�³RUGLQDU\´�17�XVHUV�PD\�KDYH�OLPLWHG�SULYLOHJHV�RQ
WKH� ER[�� EXW� FDQ� VWLOO� KDYH� H[WHQVLYH� SULYLOHJHV� RQ� VHQVLWLYH� VHUYLFHV� VXFK� DV
GDWDEDVHV�DQG�ZHE�VHUYHUV�

• 6RPH�SDVVZRUGV�PD\�EH�VXLWDEO\�FRPSOH[��DQG�SDVV� ILOWHULQJ�WHVWV��EXW�PD\�EH
YXOQHUDEOH� IRU� DQRWKHU� UHDVRQ�� )RU� H[DPSOH�� WKH\�PD\� EH� ZHOO� NQRZQ� ³GHIDXOW
SDVVZRUGV´�XVHG�ORFDOO\��DQG�NQRZQ�WR�DWWDFNHUV��2U��SHUKDSV�WKH\�ZHUH�XVHG�RQ
DQRWKHU� V\VWHP� �VXFK� DV� D� ZHE�VHUYHU�� ZKLFK� KDV� EHHQ� FRPSURPLVHG�� 0RVW
DYDLODEOH�ILOWHUV�FDQQRW�SUHYHQW�WKH�UHXVH�RI�VXFK�SDVVZRUGV�

Other Defences

)RU�FRPSOHWHQHVV��VRPH�RWKHU�GHIHQFHV�DJDLQVW�SDVVZRUG�FUDFNLQJ�LQFOXGH�

• 'LVDEOLQJ� /$10$1�DXWKHQWLFDWLRQ� LQ� HQYLURQPHQWV�ZKLFK� GR� QRW� UHTXLUH� LW� �H�J�
17�RQO\�HQYLURQPHQWV�

• 8VH�RI�ILUHZDOOV�SDFNHW�ILOWHUV�WR�HVWDEOLVK�17�RQO\�HQFODYHV

• 8VH�RI��HQFU\SWHG��YLUWXDO�SULYDWH�QHWZRUNV�WR�GHIHQG�DJDLQVW�QHWZRUN�VQLIILQJ

• 8VH�RI�SK\VLFDO�QHWZRUN�WRSRORJLHV�WKDW�FRPSOLFDWH�QHWZRUN�VQLIILQJ

• $YRLGLQJ� QHWZRUN� XVH� RI� SULYLOHJHG� DFFRXQWV� �H�J�� GLVDEOLQJ� UHPRWH
DGPLQLVWUDWLRQ��HWF��

• 8VH� RI� KDQG�KHOG� DXWKHQWLFDWRUV�� DQG�RU� RQH�WLPH� SDVVZRUGV� IRU� SULYLOHJHG
DFFRXQWV

• 8VH�RI�SXEOLF�NH\�EDVHG�ORJLQ��VPDUW�FDUGV��HWF�
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Password Defender’s Approach

3DVVZRUG�'HIHQGHU� FDQ� EH� LQVWDOOHG� RQ� VWDQGDORQH� V\VWHPV�� ODSWRSV�� ZRUNVWDWLRQV�
VHUYHUV��DQG�GRPDLQ�FRQWUROOHUV��SURYLGLQJ�SURWHFWLRQ�IRU�DOO�GRPDLQ�ORJLQV���,W�XVHV�D
FRPELQDWLRQ� RI� GHIHQFHV� LQFOXGLQJ� SDVVZRUG� ILOWHULQJ�� SDVVZRUG� DXGLWLQJ�� DQG
DXWRPDWLF� FRXQWHUPHDVXUHV�� %\� LQWHJUDWLQJ� WKHVH� GHIHQFHV� LQ� D� VLQJOH� SDFNDJH�
3DVVZRUG�'HIHQGHU�DYRLGV�PDQ\�RI�WKH�GUDZEDFNV�RI�WUDGLWLRQDO�DXGLWLQJ�DQG�ILOWHULQJ
DSSURDFKHV�

3DVVZRUG� 'HIHQGHU¶V� IHDWXUHV� DUH� SUHVHQWHG� LQ� PRUH� GHWDLO� LQ� WKH� VXEVHTXHQW
VHFWLRQV�

Smart Password Filtering

3DVVZRUG�'HIHQGHU
V�SDVVZRUG�ILOWHULQJ�XVHV�D�FRPELQDWLRQ�RI�FKDUDFWHU�FODVV�WHVWLQJ�
GLFWLRQDU\� WHVWV� �LQFOXGLQJ� WHVWV� IRU� GLFWLRQDU\� GHULYHG� ZRUGV� DQG� PXOWL�ZRUG
FRPELQDWLRQV��� OHQJWK� WHVWLQJ�� DQG� KHXULVWLFV� WR� ZHHG� RXW� SRRU� SDVVZRUGV�� :KHQ
XVHUV�DWWHPSW�WR�VHW�SDVVZRUGV�WKDW�ORRN�YXOQHUDEOH�WR�GLFWLRQDU\�DWWDFN��EUXWH�IRUFH�
�K\EULG��EUXWH�IRUFH��DQG�RWKHU�FRPPRQ�SDVVZRUG�FUDFNLQJ�WHFKQLTXHV��WKH�SDVVZRUG
FKDQJH�LV�UHMHFWHG��,Q�FRQWUDVW��17
V��VWURQJ�SDVVZRUG��ILOWHULQJ�DQG�VLPLODU�ILOWHUV�ZLOO
OHW�PDQ\�VXFK�ZHDN�SDVVZRUGV�WKURXJK�

3DVVZRUG� ILOWHULQJ� LV� KLJKO\� FXVWRPLVDEOH�� XVLQJ� D� SROLF\� PHFKDQLVP� WR� DOORZ
LQGLYLGXDO� ILOWHU� WHVWV� WR� EH� HQDEOHG� RU� GLVDEOHG� IRU� VSHFLILF� 17� XVHU� JURXSV�� RU� IRU
LQGLYLGXDO�DFFRXQWV�

Unattended Password Auditing

3DVVZRUG� 'HIHQGHU� XVHV� LGOH� FRPSXWHU� F\FOHV� WR� DXWRPDWLFDOO\� VFKHGXOH� SDVVZRUG
DXGLWLQJ�LQ�WKH�EDFNJURXQG��DQG�GRHV�QRW�UHTXLUH�D�SULYLOHJHG�XVHU�WR�EH� ORJJHG�RQ
ZKLOH�WKH�DXGLW�SURJUHVVHV�

$XGLWLQJ� HPSOR\V� GLFWLRQDU\� DWWDFN�� EUXWH� IRUFH�� K\EULG� WHFKQLTXHV�� DQG� RWKHU
KHXULVWLFV��7KH�GLFWLRQDU\�DWWDFN�FRPSRQHQW�XVHV�D�EDVH�81,&2'(�GLFWLRQDU\�RI�RYHU
���� PLOOLRQ� SDVVZRUGV�� GUDZQ� IURP� FRPPRQ� SDVVZRUGV�� QDWXUDO� ODQJXDJH� ZRUGV�
OLWHUDWXUH��VFLHQFH�ILFWLRQ�DQG�RWKHU�VRXUFHV��7KLV�EDVLF�GLFWLRQDU\�LV�H[SDQGHG�XVLQJ
K\EULG� EUXWH� IRUFH� DQG� RWKHU� KHXULVWLFV�� \LHOGLQJ� D� ³YLUWXDO� GLFWLRQDU\´� RI� RYHU� ���
ELOOLRQ�GLFWLRQDU\�GHULYHG�SDVVZRUGV�

7KH�EUXWH�IRUFH�FRPSRQHQW�YHULILHV�WKDW�SDVVZRUGV�DUH�QRW�YXOQHUDEOH�WR�H[KDXVWLYH
DOSKDQXPHULF� EUXWH� IRUFH� �RYHU� ��� ELOOLRQ� SDVVZRUGV��� DQG� DOVR� YHULILHV� WKDW
SDVVZRUGV� GR� QRW� IDOO� LQ� WKH� HDUO\� UDQJH� RI� LQ�GHSWK� H[KDXVWLYH� EUXWH� IRUFH� E\
UXQQLQJ� D� O�SKWFUDFN�VW\OH� DWWDFN� ZLWK� D� ���FKDUDFWHU� VHW� �DOSKDQXPHULF� DQG
VSHFLDOV��

$XGLWLQJ� LV� GHVLJQHG� IRU�XQQRWLFHDEOH� LPSDFW� RQ� FRPSXWHU�SHUIRUPDQFH�� DQG�ZRUNV
RQO\�ZKHQ�\RX�DUH�QRW�XVLQJ�\RXU�FRPSXWHU��7KH�&38�DQG�PHPRU\�DUH� UHOHDVHG�WR
RWKHU�SURJUDPV�ZKHQ�WKH�FRPSXWHU�LV�EXV\�
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Integrated Filtering and Auditing

7LJKW� LQWHJUDWLRQ� RI� ILOWHULQJ� DQG� DXGLWLQJ� PHDQV� WKDW� DXGLWV� FDQ� EH� LQWHOOLJHQWO\
VFKHGXOHG�WR�UXQ�RQO\�ZKHQ�SDVVZRUGV�DUH�FKDQJHG��DQG�FUDFNHG�SDVVZRUGV�FDQ�EH
DXWRPDWLFDOO\�DQG�LPPHGLDWHO\�DGGHG�WR�WKH�ILOWHU�OLVW��SUHYHQWLQJ�WKHLU�IXWXUH�UHXVH�
$OVR��WKLV�LQWHJUDWLRQ�PHDQV�WKDW�LI�D�SDVVZRUG�H[SLUHV�RU�LV�FKDQJHG�ZKLOH�DQ�DXGLW�LV
LQ� SURJUHVV�� DXGLWLQJ� ZRUNV� ZLWK� WKH�PRVW� XS�WR�GDWH� SDVVZRUGV�� DQG� UHIOHFWV� WKH
FXUUHQW�VWDWH�RI�WKH�V\VWHP�

Defence-oriented Design

3DVVZRUG�'HIHQGHU�LV�H[SOLFLWO\�GHIHQFH�RULHQWHG��LQ�FRQWUDVW�WR�DOWHUQDWLYH�SDVVZRUG
DXGLWLQJ� DQG� SROLF\� HQIRUFHPHQW� WRROV�� ZKLFK� DUH� SULPDULO\� DWWDFN� WRROV�� 3DVVZRUG
'HIHQGHU�GRHV�QRW� UHTXLUH� D�SULYLOHJHG�XVHU� WR�EH� ORJJHG� RQ�� GRHV�QRW�GLVSOD\� WKH
FOHDUWH[W� RI� UHFRYHUHG� SDVVZRUGV� RQ� WKH� VFUHHQ�� DQG� GRHV� QRW� OHDYH� WUDFHV� RI
FOHDUWH[W�SDVVZRUGV�LQ�WHPSRUDU\�RU�RWKHU�LQWHUPHGLDWH�ILOHV�

7R�DFKLHYH�WKLV��3DVVZRUG�'HIHQGHU�RSHUDWHV�ZLWK�RQH�ZD\�IXQFWLRQV�RI�SDVVZRUGV�DW
DOO�WLPHV��XVHV�QR�WHPSRUDU\�ILOHV��DQG�QHYHU�VWRUHV�RU�GLVSOD\V�FOHDUWH[W�SDVVZRUGV�
:KHQ�3DVVZRUG�'HIHQGHU�GLVFRYHUV�D�YXOQHUDEOH�SDVVZRUG��LW�GHVWUR\V�WKH�FOHDUWH[W�
QRWHV�WKH�YXOQHUDELOLW\��H[HUFLVHV�DQ\�FRQILJXUHG�FRXQWHUPHDVXUHV��DGGV�D�RQH�ZD\
IXQFWLRQ� RI� WKH� YXOQHUDEOH� SDVVZRUG� WR� WKH� ILOWHU� OLVW� �LI� FRQILJXUHG� WR� GR� VR��� DQG
PRYHV�RQ�

Per-user and Per-group Password Strength Policies

3DVVZRUG�'HIHQGHU�DOORZV�IRU�SHU�XVHU�DQG�SHU�JURXS�SROLF\�VHWWLQJV��7KLV�DYRLGV�WKH
³ORZHVW�FRPPRQ�GHQRPLQDWRU´�HIIHFW��DQG�DOORZV��H�J���PRUH�VWULQJHQW�SROLFLHV�WR�EH
VHW� IRU�17� DGPLQLVWUDWRUV�� KLJK� ULVN� JURXSV�� RU� DGPLQLVWUDWRUV� RI� VHQVLWLYH� VHUYLFHV
VXFK�DV�GDWDEDVHV�RU�ZHE�VHUYHUV�
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3DVVZRUG� 'HIHQGHU� DOVR� FRPHV� ZLWK� D� QXPEHU� RI� SUHGHILQHG� SROLFLHV�� GHVLJQHG� WR
SURYLGH�PD[LPXP�UHVLVWDQFH�WR�WRROV�VXFK�DV�O�SKWFUDFN�

Custom Filtering Policies

3DVVZRUG� 'HIHQGHU¶V� ILOWHULQJ� FRPSRQHQW� LV� KLJKO\� FXVWRPLVDEOH�� $� 3DVVZRUG
'HIHQGHU�SROLF\�LQFOXGHV�WKH�IROORZLQJ�ILOWHULQJ�GHWDLOV�

• 'HWDLOV�RI� ILOWHULQJ�WHVWV� WR�EH�DSSOLHG�ZKHQ�D�SDVVZRUG�FKDQJH� LV�DWWHPSWHG��$
FXVWRP�SROLF\�FDQ�EH�EXLOW�IURP�D�ZLGH�UDQJH�RI�FKDUDFWHU�FODVV�WHVWV��GLFWLRQDU\
WHVWV��DQG�RWKHU�KHXULVWLFV�

• /HQJWK�UHTXLUHPHQWV��LQFOXGLQJ�WKH�DELOLW\�WR�VSHFLI\�D�UHTXLUHPHQW�IRU�SDVVZRUGV
H[DFWO\���RU����FKDUDFWHUV�LQ�OHQJWK�

• 3DVVZRUG� $JHLQJ� GHWDLOV� �DOORZLQJ� GLIIHUHQW� H[SLU\� UHTXLUHPHQWV� WR� EH� VHW� IRU
GLIIHUHQW�JURXSV�RU�DFFRXQWV�

• $XGLWLQJ� FRXQWHUPHDVXUHV� �DOORZLQJ� GLIIHUHQW� UHVSRQVHV� WR� EH� VHW� IRU� GLIIHUHQW
JURXSV�RU�DFFRXQWV�

• $� VWUHQJWK� HVWLPDWH�� XVHG� WR� UHVROYH� FRQIOLFWV� ZKHQ� D� XVHU� LV� D� PHPEHU� RI
PXOWLSOH�JURXSV��3DVVZRUG�'HIHQGHU�XVHV�WKH�VWURQJHVW�SROLF\�LQ�VXFK�FDVHV�

• :KHWKHU� RU� QRW� WR� DSSO\� ILOWHULQJ� WR� GLUHFW� 6$0� FKDQJHV�� DQG�RU� QHWZRUN
SDVVZRUG�FKDQJHV�

$Q� H[LVWLQJ� SDVVZRUG� ILOWHU� '//�� LI� \RX� KDYH� RQH�� FDQ� DOVR� EH� XVHG� DV� SDUW� RI� D
3DVVZRUG�'HIHQGHU�SROLF\��7KLV�DOORZV�\RX�WR�FRQWLQXH�XVLQJ�\RXU�H[LVWLQJ�'//�LI�\RX
QHHG�WR��EXW�ZLWK�WKH�EHQHILWV�RI�3DVVZRUG�'HIHQGHU¶V�SROLF\�PHFKDQLVP��7KLV�PHDQV
WKDW�\RXU�H[LVWLQJ�WHVWV�FDQ�EH�DSSOLHG�WR�VRPH�XVHUV�DQG�JURXSV��DQG�QRW�RWKHUV�
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Automatic Countermeasures

:KHQ�DXGLWLQJ�GHWHFWV�D�ZHDN�SDVVZRUG�� LW� FDQ�DXWRPDWLFDOO\� UHVSRQG�E\� IRUFLQJ�D
SDVVZRUG�FKDQJH��RU�GLVDEOLQJ�WKH�DFFRXQW��%\�IRUFLQJ�D�SDVVZRUG�FKDQJH��3DVVZRUG
'HIHQGHU� DFFHOHUDWHV� WKH� UHPRYDO� RI�ZHDN� SDVVZRUGV� IURP� WKH� V\VWHP� DQG� EULQJV
SDVVZRUG� ILOWHULQJ� LQWR�SOD\�DV�TXLFNO\�DV�SRVVLEOH��7LJKW� LQWHJUDWLRQ�RI� ILOWHULQJ�DQG
DXGLWLQJ�PHDQV�WKDW�ZKHQ�WKH�SDVVZRUG�FKDQJH�RFFXUV��WKH�YXOQHUDEOH�SDVVZRUG�FDQ
EH�H[FOXGHG�IURP�UHXVH��DQG�WKH�QHZ�SDVVZRUG�ZLOO�EH�VXEMHFW�WR�WHVWLQJ�WR�HQVXUH
WKDW�LW�LV�QRW�DOVR�YXOQHUDEOH�

Password Blacklisting

6RPH�SDVVZRUGV�PD\�EH�VXLWDEO\�FRPSOH[��DQG�QRW�YXOQHUDEOH�WR�SDVVZRUG�FUDFNLQJ�
KRZHYHU�WKH\�PD\�EH�FRPSURPLVHG�IRU�VRPH�RWKHU�UHDVRQ��)RU�H[DPSOH��PDQ\�VLWHV
IDOO�LQWR�WKH�KDELW�RI�XVLQJ�ZHOO�NQRZQ�GHIDXOW�SDVVZRUGV�RQ�V\VWHPV��DQG�WKHVH�PD\
EHFRPH�ZHOO�NQRZQ� WR�DWWDFNHUV��2U�� D�SDVVZRUG�PD\�KDYH�EHHQ� XVHG� RQ� DQRWKHU
VHUYLFH� �VXFK� DV� D� ZHE�VHUYHU�� ZKLFK� KDV� EHHQ� FRPSURPLVHG�� 3DVVZRUG� 'HIHQGHU
DOORZV�VXFK�SDVVZRUGV�WR�EH�H[SOLFLWO\�EODFNOLVWHG��VR�WKDW�ILOWHULQJ�ZLOO�SUHYHQW�WKHLU
IXWXUH�UHXVH�

6LQFH�SDVVZRUGV�RQ� WKH�EODFNOLVW�DUH�SRWHQWLDOO\� VHQVLWLYH�� 3DVVZRUG�'HIHQGHU�GRHV
QRW� VWRUH� WKHP� LQ� FOHDUWH[W�� DQG� LQVWHDG� XVHV� D� VWURQJ� RQH�ZD\� IXQFWLRQ� �6+$��
WRJHWKHU� ZLWK� D� FU\SWRJUDSKLFDOO\� UDQGRP� VDOW� YDOXH� DQG� DQ� LWHUDWLRQ� FRXQW�� 7KLV
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FRQVWUXFWLRQ� LV� GHVLJQHG� WR� HQVXUH� WKDW� LW� LV� LQIHDVLEOH� WR� EUXWH� IRUFH� WKH� EODFNOLVW
LWVHOI��VKRXOG�LW�EH�VWROHQ�IURP�D�V\VWHP�

Real-time Status Monitoring

3DVVZRUG� 'HIHQGHU� SURYLGHV� UHDO�WLPH� XSGDWHV� RQ� WKH� VWDWXV� RI� ERWK� ILOWHULQJ� DQG
DXGLWLQJ��LQFOXGLQJ�

• 1XPEHU�RI�SDVVZRUG�FKDQJHV

• 3HUFHQWDJH�RI�SDVVZRUG�FKDQJHV� UHMHFWHG�E\� ILOWHULQJ��DOORZLQJ�\RX� WR�JDXJH� LI
\RXU� ILOWHULQJ� SROLF\� LV� FDXVLQJ� XVHUV� H[FHVVLYH� GLIILFXOW\� LQ� FKDQJLQJ� WKHLU
SDVVZRUG�

• 1XPEHU�RI�YXOQHUDEOH�DFFRXQWV

• 3DVVZRUG� DJHLQJ� GHWDLOV� IRU� YXOQHUDEOH� DFFRXQWV� �ZKHWKHU� WKH� SDVVZRUG� LV
H[SLUHG��KRZ�ORQJ�WKH�SDVVZRUG�KDV�EHHQ�LQ�XVH��ZKHWKHU�RU�QRW�WKH�SDVVZRUG
FDQ�EH�DXWRPDWLFDOO\�H[SLUHG�

• $FFRXQW�VWDWXV�IRU�YXOQHUDEOH�DFFRXQWV��DFWLYH�GLVDEOHG�

• /DVW� ORJLQ� WLPH� IRU�YXOQHUDEOH�DFFRXQWV� �DOORZLQJ�\RX� WR�JDXJH�ZKHWKHU� RU�QRW
YXOQHUDEOH�DFFRXQWV�KDYH�IDOOHQ�LQWR�GLVXVH�

• )LOWHULQJ� SROLF\� IRU� YXOQHUDEOH� DFFRXQWV� �DOORZLQJ� \RX� WR� JDXJH�ZKHWKHU� RU� QRW
ILOWHULQJ�UHTXLUHPHQWV�QHHG�WR�EH�FKDQJHG�
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Integrated Policy Testing

3DVVZRUG� GHIHQGHU� SURYLGHV� WKH� DELOLW\� WR� WHVW� SUHGHILQHG� DQG� FXVWRP� ILOWHULQJ
SROLFLHV� E\� DOORZLQJ� \RX� WR� WU\� RXW� YDULRXV� SDVVZRUGV�� DQG� ILQG� RXW� ZKLFK� SROLFLHV
SHUPLW�WKHP�WR�EH�VHW�DQG�ZKLFK�UHMHFW�WKHP�


