
Binary encryption on UNIX



Overview

20 minutes: binary encryption

20 minutes: ELF format

10 minutes: demonstration

10 minutes: questions



Binary encryption, wtf?

history: DOS, Windows and shareware



Binary encryption on UNIX, why?

vial px

Attacker/Researcher point of view

need: anti-forensics for cracker tools



Goals of binary encryption



Forensics - status quo

O

obscure and not well documented

old and buggy (TCT, ptrace-interface, ..)



ELF file format
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Example ELF file



typedef struct

ae

E1f32_Word

E1f32_0ff

E1f32_Addr

E1f32_Addr

E1f32_Word

E1f32_Word

E1f32_Word

E1f32_Word

+ E1f32_Phdr:

p-type:
p_offset:

p_vaddr ;

p_paddr:

p_filesz:

p_memsz:

p_flags:

p_align:

is

is

is

is

is

i*

is

i*

Segment

Segment

Segment

Segment

Segment

Segment

Segment

Segment

type */

file offset */

virtual address */

physical address */

size in file */

size in memory */

flags */

alignment */

p_type: PT_LLOAD, PT_INTERP, PT_NOTE, PT_DYNAMIC., ...

p_vaddr: real absolute memory start address

p_flags: PP_R, PP_W, PF_X



ELF - the linking view

additional symbol information s



ELF loading

kernelspace: mapping executeable and program interpreter



ELF loading (Linux)

kemel: load PT_LOAD segments

: kernel
map PT_INTERP program interpreter

1
program interpreter: map libraries

resolve symbols

1
cr ~)

real program entry point (_start)

L y,

userspace



Kernel ELF loading



Userspace ELF loading

loads all libraries, resolves all syml



additional code: typical ELF virii

redirect entry point



additional code: userspace ELF loader

pros: little overhead, reliable



The future

combination: binary encryption, worms,

development: tougher analysis tools



scut @ team-teso. net


