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|After days and days of doing nothing, i have decided what i should be doing. Writing another installment in the Cracking 10x series. So thats just what I'm going to do. And this one has
ideos so it will be easier then ever!

Lets start off with a little disclaimer. Please note that this is for educational purposes only. It will teach someone how to remove protections from programs, but not encourage it for
illegal purposes. The idea, in the guide is to show how people add protections onto software, and how you can use your skills as a computer expert to undo those protections, etc... I am
not responsible for how you use this information. Once you know this stuff, its out of my hands and i have no control what you do, weather it be to use it for illegal activities or go
Imasturbate. Don't Crack Software, Stealing is Wrong! With that said, lets get Started :D

[Todays Hit: The Nice people at The Iconfactory. All copyrights and trademarks reserved by their respective owners. Thats not me :).

[They make a nice tool called "Pixadex". Heres what they say about it, because I'm not really sure what it does: Pixadex is to icons, what Apple's iPhoto is to images. Brought to you by
Panic and The Iconfactory, the team who created CandyBar, Pixadex lets you import, organize and search huge numbers of icons quickly & easily. Pixadex lets you store all of your icons
in a single place, organized into collections that you create. This is the program icon lovers everywhere have been waiting for.

\Well, sounds cool, i want it. But 20$ seams like a little too much.

First thing we need to do is a class-dump. We all remember class-dumps (It displays all the classes and functions of those classes, as well as variables in those classes. For more info
see Cracking 101, Cracking 102, and search google for class-dump)
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A Applications

On Safari Pixadex
a My Applica...
Q corsec '
®600e class-dump — 125x18
Last login: Mon Mar & Z21:53:48 on ttyp3 5
—f Welcome to Dorwin! —_—

G4:~ corsectd closs-dump AUzers/corsec/Cracks/Pixadexsl.5/Pixadex.app = class-dump.txt

i

For this i just opened up the Terminal, typed "class-dump /Path/to/Pixadex.app > class-dump.txt" (make sure you have class-dump installed first or it will give you an error).
IThis will dump the class info into a file called class-dump.txt

Lets open this up:

Binterface RegistrationController @ HSHindowContral ler

HSDate *firstlLaunch;

HSDate *launchTime)

HETextField #serialMumberField;
HETextField *serialMameFisld;

+ {id)shared|nstance;

- fidYinit;

- {woidjocancelRegistration:{id)fpg;

- {woid)findLostMumber2{id}fp2:

- {BOOL }isRegisterad;

- {BOOL yis¥alidSerialMumberi{intifpg forMome:{idifplZ;
- {voidstupidCrypt:{char *)fps;

- {voidivalidateRegistration:{id)fp2;

Bend

Oh look, there's a function called isRegistered! Thats a bad thing for them, good for us. And it returns a BOOL, True or False. Btw, in the computer worlds 0 == False, and 1 == True. So
we want this function to return 1 (aka True) no matter what.

In the past we have used different tools for getting a disassembled version on the code. In this one I'm going to show you how to use GDB it self to get the disassembled code.

start up GDB by typing "gdb" in the Terminal
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GxBEATECE in mach_msg_trap )
{gdb)

®@n0e gdb—pcwefﬁc—app] — 125x18
Last login: Mon Mar & 22:29:18 on ttyp3 5
Welcome to Darwin!
G4:~ corsec gdb
GNU gdb 5.3-20636128 (Apple version gdb-3B9) (Thu Dec 4 15:41:38 GMT 2863}
Copyright 2083 Free Software Foundation, Inc.
GDE is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.
There iz absolutely no warranty for GDE. Type "show worranty" for details.
This GDE was configured as "powerpc-apple-darwin®.
CEEVY |
Click on the Picture to watch the movie
(Once GDB is started, Start up Pixadex and then type "attach Pix"
When you press tab it should fill in the rest of the word Pixadex and add a period and some number after it.
® N6 gdb—powergc—app! — 125x18
Lozt login: Mon Mar 8 22:29:18 on ttyp3 5
Welcome to Darwin!
G4:~ corsect gdb
GNU gdb 5.3-208638128 (Apple version gdb-389) (Thu Dec 4 15:41:36 GMT 2863)
Copyright 2083 Free Softwore Foundation, Inc.
GDE iz free software, covered by the GNU General Public License, ond wou are
welcome to change it andsor distribute copies of it under certain conditions.
Twpe "zhow copying" to see the conditions.
There is absolutely no warranty for GDE. Type "show worranty" for details.
This GDE wos configured aos "powerpoc-opple-darwin®.
{gdb attoch Pixodex.16266
Attaching to process 18256,
Feading symbols for shared libraries . done
RFeading symbols for shared liBrOries ..euseevsresassasssasenssannsnsnssssnsussnnnssnnssnsnnnsnnnsnsnnsssnsss QONE
Bx98BAT5CE in mach_msg_trap )
(odby I
Click on the Picture to watch the movie
[Then type "c" for continue and Pixadex will function normally again.
® 06 gdb—powerﬁc—appl — 125x18
Lozt login: Mon Mar 8 22:29:18 on ttyp3 5
Welcome to Darwin!
G4:~ corsect gdb
GNU gdb 5.3-20638128 (Apple version gdb-389) (Thu Dec 4 15:41:36 GMT 2863)
Copyright 2083 Free Softwore Foundation, Inc.
GDE iz free software, covered by the GNU General Public License, ond wou are
welcome to change it anddor distribute copies of it uwnder certain conditions.
Twpe "zhow copying" to see the conditions.
There is absolutely no warranty for GDE. Type "show worranty" for details.
This GDE wos configured as "powerpc-opple-darwin".
{gdb) attach Pixadex.16256
Attaching to process 18286,
Feading symbols for shared libraories . done
Reading symbols for shared liBrories ..cueeeisreuassasssasenssanusnsnssssnsussnnnsannssnsnnssnnnsnsnnsssnsss QONE
Bx988A75CE in mach_msa_trop {3
(gab) o
Continuing.
Click on the Picture to watch the movie
Now we want to set our breakpoint. Click on the terminal window where gdb is and Press Control + C. This will bring you back to the gdb prompt.
®0 6 gdb-powerpc-appl — 125x18
GNU gdb B.3-28638128 (Apple version gdb-389) (Thu Dec 4 15:41:36 GMT 2063 5
Copyright 2083 Free Software Foundation, Inc.
GDE iz free software, covered by the GNU General Public License, ond wou are
welcome to change it andsor distribute copies of it under certain conditions. o~
Twpe "show copying" to see the conditions.
There iz absolutely no warronty for GDE. Type "show warranty" for details.
This GDE was configured as "powerpc-apple-darwin".
{gdb) attach Pixadex.10256
Attaching to process 18256,
Reading syvmbols for shared librories . done
Feading symbols for shared libruriT ........................................................ done
Gx9AEATSCE in mach_msg_trap )
(gab) o
Continuing. |
AL *
Program received signal SIGINT, Interrupt. -
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Click on the Picture to watch the movie

[Then type "b isRegistered"

eoe6

{gib) b izRegistered
Ereakpoint 2 at Bx3bcdc
{gdby

Continuing.

_g_db—powerpc—appl — 125x18

this will set a break point at the start of isRegistered function.

IThen type "c" to let Pixadex to run normally again.

isRegistered.

http://www.corruptfire.com/crack103/

Doing a little poking around i discovered that isRegistered is called when you try and add more then one icon to the collection. So lets import more then one icon and let GDB catch

é. Pixadex File Edit View Window Help

Open

Sample lcons

(gd-b”)"b isRegiztered
Ereakpoint 5 at Bx3bcdc
(gab) ¢

'6 06 Pixadex
Name
L, My lcons
7 Trash
(=
® iDisk
9 Network
i | Panther 0s X
| Macos 9
+A Applications
& My Applicati...
Q corsec =
¢ Cracks
O icons, 0 B Name: PatchFiles
] T P Copyright: . Downloads
2k B BE- 2k el
) : e @l Desktop
Documents
= qﬁﬂ powerpa Preferences

& CD.icns
& Initaller.icns
"% Toolbox.icns

Name:
Kind:

Size:
Created:

Modified:

| Cancel )

Continuing.

Box.icns

Folder lcan X
Document

112.5 KB on disk
(108.218 bytes)
Now 5, 2002 6:04
PM

Nowv 5, 2002 6:04
PM

{ Open

Click on the Picture to watch the movie

current function.

Not that GDB has stopped Pixadex in its tracks, we would like to take a look at the code its try to run. For this we are going to use the "disassemble" command. It will disassemble the
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{gdb’) disnzsenble

Breokpoint 5, Bx@083bc4c in -[RegistraotionController isRegistered] ()

Dump of ossembler code for function -[RegistrationController isRegistered]:

BxABBE3beds < [RegistrationController isRegistered]+B-: addiz r2,riz,1
HxAAA3hCEE = [RegistrationController isRegiztered]+d=: addi r2,rz,31864
BxAAA3bCEd = [RegistrationController isRegistered]+8=: lbhz r3,A0r2)
BxAB83bcES < [RegistrationController isRegistered]+12=: extsb r3,r3
BxABE3beEe < [RegistrationController isRegistered]+16=: blr

4 0f 5

End of aszembler dump.
(ado) |

Click on the Picture to watch the movie

|As we can see from the code as above gdb doesnt do a bad job of disassembling things

|As we have learned before, the value in r3 is the value that is returned by the function. So in this case we want it to return 1. This means we want to change:
0x0003bc58 <-[RegistrationController isRegistered]+12>: extsb r3,r3

to

0x0003bc58 <-[RegistrationController isRegistered]+12>: i r3,0x1

$1 = 0x7c630774

®@0 e gdb-powerpc-appl — 125x18

{gdb) b isRegiztered 5
Ereakpoint 5 at Bx3bcdc

{gdb} c

Continuing.

[Switching to process 16256 thread Bx64b7]

Breokpoint 5, @x@PA3bctc in - [RegistrationController isRegistered] ()
{gdb) dizoszemble

Dump of assembler code for function -[RegistrotionController isRegistered]:
BxB883bcdc <« [RegistrationController isRegistered]+B>: addi= rZ2,ri2,1
BxAAAZbCEA « [RegistrationController isRegistered]+d=: oddi rZ,r2,31864
BxBBA3bcE4 o [RegistrationController isRegistered]+8x: lbz r3,8{r2)
BxAAA3bCEE = [RegistrationController isRegistered]+lZs: extsh  r3,r3
BxBRa3bcEc « [Reﬁistrutionmntroller isRegistered]+lo=; blr

End of oszembler dump.

(gdb) psx *axEEEIbCEE]

Click on the Picture to watch the movie

By repeating this process with 0x0003bc4c, 0x0003bc50, 0x0003bc54, 0x0003bc58 and 0x0003bc5c¢ you end up with this:
0x3c4c0001 0x38427c78 0x88620000 0x7c630774 0x4e800020

removing the "0x" we get: 3c4c000138427¢78886200007c6307744e800020

IThis is the hex value for the function isRegistered.

However we want to change the 7c¢630774 part to the value of "set r3 to 1".

Fact: The Value of li r3,0x1 (set r3 to 1) is 38600001

So, we need to search for and replace the string:

3c4c000138427¢78886200007c6307744e800020

With

3c4c000138427c7888620000386000014€800020

8ene bash — 127x19

5
Last login: Mon Mar & 22:45:81 on Ltyp3
Welcome to Darwin!

G4:~ corzectd chmod o+w AUsers/corsec/Crocks/Pixadex/1.5/Pixadex.app/Contents,Mac0S/Pixadex l

i

Click on the Picture to watch the movie

[Open up Resourcer, select the Pixadex File, and open the Data Fork.

hen Search for the string we want to replace (the former). Now is the time to check if its the only occurrence of the string. Hit find again to make sure it doesn't find the string again.

[This in it self is not such a hard thing. In GDB to find the hex value of a command we use the "p/x" command. It will print the value in hex. So type "p/x *0x0003bc58" and it will give you:

Pixadex by default doesn't allow anyone to write to the executable (this is tricky, but doesn't really stop anyone). To solve this we simply chmod the file so everyone can write to it.
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866 <DF> 0 “<Data Fork>" from Pixadex

¥ ™ Hex ( Find‘kd-} 3c4c000138427c78886200007c6307 7442800020

r Replace with: 7

( Replace&Find ) ( All )

( Go to Offset ) 'E‘ 0

Insertion Offset: 0

[ Dffset Hex Data 2-Byte |

© | FEED FACE @000 @012 00Q® | ™ i

A | 000D 0BVO 0002 00OQ 0OS5Q P
14 | 0000 2AFE 0000 0095 @OOO % -
1E | 0001 0GBO 0038 S5F5F 5041 B Pl

28 | 4745 SA45 524F 0000 00@@ GE ZERO

32 | 0000 G000 0B V00D 1000

3C | 0000 GR00 00B0 V000 VOLD

46 | DDBO 0VVO PRLO V0L 0OOR i

50 0000 004 O0LR V001 VOLA il & i

- 5A | @258 SF5F 5445 5854 0000 X T EoX.-T X

Length: 6E120 ( Cancel )

Click on the Picture to watch the movie

ou can then quit normally).

fe6e6 <DF> 0 “<Data Fork>" from Pixadex

¥ ®Hex ([ Find: ) 3c4c000138427c78886200007c6307 7442800020

( Replace with: )

{ Replace&Find ) ( Al )

l Co to Offset ) lE,l 0

Selection Range: [ SAC4C, SAC60 ) 14 bytes Checksum: CTD3840D

Offzet Hex Data 2-Byte

3AC3C  7F83 E378 BB81 FFF@ 7C08 x ¥

3AC46 | ©3Ab 4800 9BA4 3C4C 0001 7 L < L

H
3AC50 3842 7(78 8862 00QO 7C63 | |8 B |
N

X
3ACS5A @774 4E80 0020 7(08 02A6 t NN I 7

3ACe4  BF81 FFF@ 7D9F 6378 9001 | J B x 0
I ¥

3ACGE = 0008 300 0eB 7CBC 2B78 < + X
3AC78 0000 b63EQ 9421 FFBOQ 7CDD * c M . |i5:
3AC82 3378 7F85 0000 419E 0OAC 3 x A ¥
3ACBC | 3(00 00DA ol0® 1BAQ 7F85 | < 5
3AC96 0000 419E 009C 3C00 000C A 4
- 3ACAD | 0000 25B7 7F85 0000 419E s % F A Y
S
Length: 6E120 l-l" Cancel '_J

Click on the Picture to watch the movie
[Thats it, You now have a fully working copy of Pixadex that thinks its registered.

I hope this is useful for you guys. Any feedback is welcome. I cant be contacted at http://www.CorruptFire.Com

Written By Corsec

< Get Help

Designed For CorruptFire.Com

It has been noted by someone that the App will crash Unless you restore premissions back to the way they were before. So lets do that!

http://www.corruptfire.com/crack103/

[Type the command "chmod a-w /Full/Path/To/Pixadex.app/Contents/MacOS/Pixadex" the same way we set the permissions the first time, except changing the "+" sign for a "-" sign.
I have not looked into this at all but little things like this are sometimes added into the app by the devs just to fuck with you. So watch out.

IThen Copy and past the new string into the Replace with box, and click "Replace With" and save the changes (Pixadex will need to be closed to save the changes, so in gdb type "c" and
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