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DISCLAIMER

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it.
This tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this tutorial have been used only for the purpose of
demonstrating the theories and methods described. No distribution of patched applications has been done
under any media or host. The applications used were most of the times already been patched by other
fellows, and cracked versions were available since a lot of time. ARTeam or the authors of the papers
shouldn’t be considered responsible for damages to the companies holding rights on those programs. The
scope of this document as well as any other ARTeam tutorial is of sharing knowledge and teaching how to
patch applications, how to bypass protections and generally speaking how to improve the RCE art. We are
not releasing any cracked application.

VERIFICATION

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:

http://releases.accessroot.com
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1 APPROACHING THE PROBLEM

INTRODUCTION

I noticed that the approach to make a target program self registering has not been discussed for quite some
time so | am adding this tutorial to the ARTeam beginner olly tutes

What you will need for this tutorial is:
1. OllyDbg1.10
2. PelD
3. Some assembly knowledge

Today’s target for this demo is LC5 a Password and Auditing tools.

STARTING THE HOMEWORK
Ok let’s get started

Startup PelD and check the program for any protector’s/ packers, as we can see the program is clear of any
protections so let’s get started

P8 DEID v0.94 =l
File: |C:\Program Filesi@stakelLCS 1S, exe E
Entrypoint: | 0009CD27 EP Section: |.I:ext
File Offset: | DoO09CD27 First Bytes: |64, 60,68,08
Linker Infa: 7.0 Subsystem: | Win3z GUI

| Microsaft Visual C++ 7.0

| ki Scan I | Iask'u'iewerl | Cpkions I | Ahout || Exjk I

v Skay on top
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Open up the target program in ollyDbg and you should land here, the first thing we are going to do is check for
any text string that can give us a starting point in the application. To do this right click the screen and go to
Search for = All referenced text Strings

& CPU - main thread, module target

arget . BE43F 1BS
Backup r

Copy

Binary

Aszemble

Label ‘
Camment

Breakpoink

Hit krace

Run trace

Mew arigin here Ckel+Gray *
Go ko
Follow in Durnp

Search Far Mame (label) in current module Chel+M
Find references to Marne in all modules

Wiew

Zopy to executable
Analysis

Detach Process

Cormmand Chrl+F
Sequence of commands Chrl+3
Consktank

Binary string Ctrl+E

Process Patcher

Analyze This! all intermodular calls

All commands
AsmzClipboard all sequences
Bookmark, All constants
All switches

Zode Ripper

all referenced text skrings
Dump debugged process =

IUser-defined label

Appearance

IUser-defined comment

Once in the code window, do a CRTL + L to bring up the search window, type in registered then press ok

You should end up around here. To keep searching for the next instance of the search word you can keep
pressing CRTL + L

If you look down at the highlighted line you can see there are three types of registrations available, Basic,
Professional and Administrator.

We are interested in the best option so double click on the “You have successfully registered the
administrator version of LC5”

Approaching The Problem
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Text strings referenced in target:.text

Enter text to search for

[T Caze zenzitive

[¥ Entire scope

You will land here:

JHE target . BE41ESED

JHE tarost. BEL1ESFC]

target . BA4

target . BA4E0E02

JMF SHORT target. @A41630

From the code above we can see there are two cases that can occur,

a successful registration or an “You have entered and invalid code” message.

Approaching The Problem _
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Let’s look at the code to see where this decision was made. We can see there is a test and a Jump not zero at

0041082D, this jumps to the start of our invalid code message, a place we don’t want to be, Lets set a
breakpoint on the jump. Click on 0041082D and press F2 to set the break point

This is where the good /Bad Regis-
fration number disision ocours
Lets set a break point here and fake
a look

JHE target. BE41E23F0

JHMP SHORT target.B64 16820

We will now run the program and using F9 and where we are presented with the nag screen

Enter: 12345678 and then click OK

Approaching The Problem
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Register |X|

Serial Murmber: |1 fc942e37

Unlack Code: |1 IIEETE

Y'ou mugt register the software to receive an unlock code,
Regster at:

If you are already registered and are reinstalling, go to:

Cancel |

You should break on the JNZ, no at this point let’s examine the registers:
We can see what looks to be a registration code in ECX and EDX;

This is very interesting as the test on EAX has the VALUE FFFFFFFF.

Begisters [(FFLI

Let’s trace back and have and have a look how the codes got here
We can see that EAX and EDX where our registration code was found is being set.

Let’s set a breakpoint on 0041080C By selecting this address and pressing F2.

Approaching The Problem _
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G5 SHORT target . AA4167FS

MNPt arget . BiEd 1650

We can see EAX and ECX being set and then
pushed onto the stack,
This is inferesting so we will sef a break point on
0041080C
and see what happening

IHE +arget . BE4 1 HEED

JME target . BEd 1 BSF

Next run the program with F9 and when the invalid message occurs just click ok
Then when the registration screen re-appears click ok again, you should land on your breakpoint.

Now as we step over the code with F8 we can see in the registers EAX, now holds the serial number form our
registration nag screen: 1fc943e37
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The call at 00410815 CALL target.00403E70 goes off and calculates a new Administrator version registration
number. Step over this call using F8

Now things get interesting, We can see the registration code we entered at the address pointed to by the
address held in EDI to show this right click the code we entered and click Follow value in Dump.
You can now see the value at address 00E767D8.

Remember this we will use this later.

We can see the regisfration code
we entered af the address pointed to by the
adress hald in EDI
fo show this right click the code
we enfered and click
Follaw walue in Dump.
You can now see the value at address

JNZ t araet . 6041056
JME target. B84 1HSE DOETE708

CALL target.B84994 25
CALL target.BB841CEES Remember this Il

Copy pane bo clipboard
Maodify daka
Follows address in Dump

RSCIT

e in Durmp

Appearance

After we have stepped over the:

0041081A MOV EAX,DWORD PTR DS:[EDI]
0041081C LEA EDX,DWORD PTR SS:[ESP+18]
Check what has been left in EAX and EDX

Itis our entered registration code and the real registration code.

A | ASAC JHMP target . BE4 1630 # |Reqizsters [FPUI

CALL target.B8463ETH

Hmmm. Now we have the real code we no longer need the one we entered and in fact we do not need to
enter a code at all to make this program register it’s self.

Ok now to the fun part, Code Injection time this is where the assembler comes into it

Approaching The Problem
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2 CODE INJECTION

We now want to make this program self registering to do this we need to inject some code into the
application.

STEP 1: FIND A SUITABLE LOCATION

The best place | can see to inject our code is after our values have been copied into EDX and EAX
And then again at the start of the “Invalid code” message at 004108B2.

Our plan is to jump to this section and place the bulk of our code from this point

OLL %arget.RE4E2EFE The best place | can see fo inject our code is after our values
have been copied into EDX and EAX

And then again at the sfart of the
“Invalid code message at 00410882

ALL target . AA499485 Our plan is to jump fo this section and
place the bulk of our code from this point

M7 taraet.ddd 1 AR
ALL target.B@E41CEED

ALL target. BE4ABFEE
Mz taract. @64 1EEF]

HLL taraet.AR4BE0225

CALL target.B@E4BOS0E

CALL target.@E4EEFEE
JHMP SHORT taraet. 06841850

CALL target.BE4BOS0E

CODE INJECTION
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STEP 2: BACKUP THE ORIGINAL CODE

Our jump is about to overwrite a considerable section of code and we will need to be able to put this back as
required. The easiest way is to highlight the green section and right click and copy to clip board, the copy to
notepad.

Backup r

To clipboard  Ckrl+C
To file

Binary
Azzemble

Select all

STEP3: INJECT SOME CODE

The first thing is we will need to work out what we want to do with the injected code, it always helps to note
down some sudo code of our process.

What do we need to do is:
1. Save the registers sate
2. Jump to our code
3. Replace our registration code with the real one
4. Restore the registers
5. Restore original required code
6. Jump back to normal program execution
7. Now for the assembly part:
We will start at: 00410820

PUSHAD ; Save the registers
JMP 004108B2 ; Jump to our code

At 004108B2 we now continue our code we are going to do some string operations so we need to:

MOV EDI,EAX ; copy our target address to EDI

MOV ESI,EDX ; copy real code address to ESI

MOV ECX,9 ; ECX is used as a counter for length of the string
REP MOVSB ; MOVED STRING BYTES

Note: This operand will translate to REP MOVS BYTE PTR ES:[EDI],BYTE PTR DS:[ESI] which means it will copy
the real registration code stored in the address at ESI to our code stored in the address at EDI. The number of
bytes it will copy is stored in ECX.

POPAD ; Restore the registers and restore original code
PUSH EDX; puts the real code on the stack for the validation function

CODE INJECTION
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PUSH EAX; puts our replaced real registration code onto the stack
CALL 00499486; Call validation routine
IJMP  00410826; jump back to the real program and continue normal execution

Your injected code should look like this highlighted in while.

What is very interesting is when you are at 004108BB is to watch EAX change byte by byte to our real
registration code as ECX decrements.

CHLL target. AE4E3E 7 H

MZ taract. 36416285
ALL targct.BH41CERH

ALL taract.BH4ABFEG
MZ taract. 3841 62F0

CALL target.BH4EOS2E

ALL targst.BH4BOS0E

CALL target.BH485FE0
JMP SHORT tacaet. AA41850

At this point, for our loader generation you can right click the screen and do a copy to executable, all
modifications and save under a new name.

Search Far
Find references ko
Wigw

Copy ko executable Selection
Analysis &l rodifications
Detach Process

CODE INJECTION
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3 TEST THE INJECTED CODE

The time has come to test out injected code.

Start stepping through with F7 watching what is happening with your code and the registers.
After you have seen your code change let the program run with F9

Success!!!,

You should see the following agreement

Licence Agreement

. INC.
ADMINISTRATOR WERSION SOFTWARE LICENSE AGREEMENT

IMPORTANT: DO NOT CLICK OM THE “OK” BUTTOMN UMTIL YOU ("LICENSEE") HAYE READ Tk

This Adminiskrator Wersion softbware ("Software™) is licensed, nok sold, to Licensee For u:

1. LICEMSE GRAMT. Licensor grants ko Licensee, subject to the kerms and condition:
stake,com, Licensee may make one copy For backup or archival purposes, but Licensee mas
z, PROTECTION OF SOFTWARE. Licensee acknowledges that the source code For t
3 SUPPORT; UPGRADES, This License Agreement does nok entitle Licensee to rece
4, THIRD PARTY SOFTWARE, The Software includes code licensed from third partie:
A, PUTTY is copyright 1997-2004 Simon Tatham, Portions copyright Robert de Bath,

THIS SOFTWARE IS PROVIDED A5 IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR

& | | >

Followed by:

And if you check the registry you will see "Unlock Code"="a9d5bd86" has successfully been entered

Test the injected code
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4 CREATING THE LOADER FOR CODE INJECTION AND SELF REGISTRATION

Here we are going to generate a loader to inject our code. The easiest way is to startup diablo2002’s Universal
Patcher and create an offset Patch using Virtual Address mode

Offset Patchdata |-_|

Target File

File: | | ENE | D

0ld Filegize MHew Filesize Patchmode
CRC32: enable CRC32 check &Sl

[]don't check onginal [old] bytes  [] Trw patching used file © Vituslddress Mode [PE file]

Compare Files

Original File: |C:\F'rogram Filesh e L ERE | E
Compare
Patched File: |C:\F‘rogram Filezh “target_final.exe | E
Add and Edit
Virtual address 0ld Byte New Evte 2 ffset I:I
00410820 5z &0
00410821 50 ES Original Byte I:I
no4lpezz ES &C Fatched Eyte I:I
00410823 33 oo =
00410824 ac oo [ Edit ] [ fdd ]
00410825 08 oo
00410826 an a0 [ Bemove ] [Clearl__ist ]
004108E2 33 SE b |
004108E3 oa 3 MemCheck [for Loaders]
004108E4 g SE ] Enable MemCheck
004103E5 4c Fz Memomddress: l:l
004102E6 z4 E3
004108E7 14 09 M emanialue: |:|
004108E2 ] oo Items
004102E9 29 oo

o04L0%Ea ac 00 a

File to load in Qllydbg

|D[ED"DW in DII_l,ldbg] [ Cancel H Save ]

Then click create simple loader.

Run the loader and success.

Creating the loader for code injection and self registration
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5 CONCLUSION

The program used in this tutorial was for demonstration purposes only to show another little discussed

method of code injection to self register a program. | hope you have enjoyed my tutorial.

GREETINGS

This tutorial is dedicated to all the components of ARTeam and Shub for editing it. Thanks to all those who
reviewed and Nieylana, Nacho_dj and Gunther for the feedback. Big thanks to Shub.

And of course, to you, who decided to read this document, because without your support and contribution this
task wouldn’t be worth to be done.

Best Wishes

R@dier
HISTORY
Version 1.0

- Initial release
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